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Notes From the Editor

Russ Rogers
CISSP, CISM
Editor in Chief

Happy New Year! Looking back over the last
12 months, we see, in hindsight, that 2004
was a milestone year for security
professionals all around the globe, even
though many of them may not know it yet. The
changes we have all diligently worked for over
the past several years have begun to take
hold.

How do | know this? Aside from the growth
within Security Horizon’s own customer base,
we can look at the latest Computer Crime and
Security Survey released by the Computer
Security Institute (CSI) and the Federal
Bureau of Investigation (FBI). Each year, CSI
conducts a survey of security professionals
around the country, trying to glean important
tidbits of information about the current state of
information security in corporate America.

According to the survey, over 80% of the
organizations represented conduct annual
security assessments. For most of us
working in this field, that number is a happy
indication that people are finally starting to
listen to our warnings. For years, it seems,
we’ve been standing on the proverbial street
corner heralding the demise of organizations
and customer around the world.

The Catch-22 for this particular statistic is that
more and more organizations are looking to
validate their security expenditures by
demonstrating some level of return on their
investment. They’re not just taking our word on
it, they want proof that what we’re telling them

is really the gospel. So while security
professionals must continue to develop their
understanding of the various facets of
information security, including the growing pile
of regulatory and legislative controls, we now
find ourselves needing to back up our
decisions with hard financial numbers. Gone
are the days of being just a technical security
professional.

Another key change is that the number of
reported incidents of unauthorized use of
computer systems has declined from the
numbers reported in previous surveys. The
organizations that did report these incidents
also reported that the financial losses
associated with these events had also
decreased.

So who is directly responsible for the changes
that we’re seeing up to this point? The
security professional in your organization is
the one towing the line. According to the
survey, most organizations that responded

are not outsourcing their internal security
functions and out of those few that were, a
small percentage of the security functions
were actually handed off to a third part
company.

As you start making your way through 2005,
remember how important security is to you
and your customers. The entire survey can be
downloaded from gocsi.org and it includes
many more fascinating statistics.

Peace,
Russ
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he last ten years have seen a
proliferation of automated information

systems, reliance on the Internet to enable
most of the nation’s essential services and
infrastructures, and the growing threat of
organized cyber attacks capable of causing
debilitating disruption to our critical
infrastructures. There are many regulations,
policies, and guidelines encouraging
organizations to assess the security posture
of their information systems to determine
fundamental, cost-effective security
improvements in order to contribute to the
protection of these critical information
infrastructures. As a result of events leading
up to and that have occurred since
September 11, 2001, there has been an even
greater need to be aware of and address
cyber threats and vulnerabilities. On
November 25, 2002, the Department of
Homeland Security was established as the
federal center of excellence for cyber-security
and the focal point for federal outreach to
state, local, and non-governmental
organizations including the private sector,
academia, and the public in providing
ongoing protection from threats against our
national assets. The National Strategy to
Secure Cyberspace is an implementing
component of the National Strategy for
Homeland Security, with the purpose of
engaging and empowering Americans to
secure the portions of cyberspace that they
own, operate, control, or with which they
interact.

The National Strategy to Secure Cyberspace
includes five national priorities, one of which
is a National Cyberspace Security Threat and
Vulnerability Reduction Program, aimed

at reducing threats from, and our
vulnerabilities to, cyber attacks.
Vulnerabilities must be identified and
corrected in critical networks

and systems before threats surface.
Recognizing that vulnerabilities result from
weaknesses in technology as well as from
improper implementation and oversight of
technological products, the strategy identifies
eight major actions and initiatives, one of
which is to create a process for national
vulnerability assessments to better
understand the potential consequences of
threats and vulnerabilities.

The number of government organizations and
private companies who profess to offer
security assessment services has also grown
significantly. However, without any
standardization, these organizations have
implemented varying interpretations of the
INFOSEC assurance services. Today the
terminology, scope and cost of INFOSEC
assurance services offered by industry differ
greatly with no standardized way for
customers to determine which provider is the
most capable to address their specific needs
for the most reasonable cost.
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The National Security Agency (NSA) offers a
solution to this problem through the INFOSEC
Assurance Training and Rating Program
(IATRP). NSA operates the IATRP on the
assumption that there are a significant
number of National Information Infrastructure
(N11) organizations (Customers) who own and
operate systems that store, process, and
transmit information with national security
implications that need assistance in
vulnerability discovery and risk management
decisions. These Customers face a myriad
of INFOSEC Assurance service providers
(Providers) that offer an array of services.
Customers are often confused about what
needs to be done during an INFOSEC
Assurance Activity and how to compare both
individual assessors and
evaluators and service
provider organizations.
The IATRP provides
standardized
methodologies that set the
baseline of activities that
are required for an
INFOSEC Assurance
Activity, trains and certifies assessors and
evaluators in the standard, rates provider
organizations against a standardized metric
to determine the provider’s organizational
capability to perform INFOSEC Assurance
Activities, and identifies if the rating was met
by compliance with one (or more) of the
IATRP methodologies. The IATRP
standardized rating system provides
consumers with the appropriate information
required to be better informed when selecting
INFOSEC Assurance providers.

The first part of the IATRP is the IATRP
methodology courses, these courses transfer
the standards by which the INFOSEC
Assurance service should be performed.
Through the IATRP, NSA certifies that
individuals have demonstrated an

understanding in these specific
methodologies.

The second part of the program involves an
organization undergoing an INFOSEC
Assurance Capability Maturity Model (1A-
CMM) appraisal and receiving a rating that
indicates the organization’s capability to
provide ongoing support and confidence that
its technical work force is performing
according to an established and mature
INFOSEC Assurance process. The goal is to
gain relative assurance that the INFOSEC
Assurance process is consistent and
repeatable over time.

The application of an IA-CMM appraisal is
defined in the
Continuous Appraisal
Method (CAM). The
purpose of the CAM is
to ensure the consistent
application and
execution of the IA-
CMM appraisal.This
provides a level “playing
field” with the ultimate objective of providing
the assurance that the ratings applied to the
sites are equivalent regardless of the team
composition from one appraisal to the next.

The INFOSEC Assurance — Capability
Maturity Model (IA-CMM) is based on the
System Security Engineering Capability
Maturity Model (SSE-CMM) which became an
International Organization for Standardization
(ISO) standard on 18 March 2002 (reference:
Document ISO/IEC 21827 “Information
Technology - Systems Security Engineering -
Capability Maturity Model”). The IA-CMM
addresses the INFOSEC Assurance analysis
processes. The IA-CMM is a non-tailorable
continuous model (i.e. all the Process Areas
will be appraised for a given organization and
can not be “tailored out”). The IA-CMM
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focuses on the processes (specific functions)
that produce INFOSEC Assurance analysis
work products (e.g., results that identify
vulnerabilities, countermeasures, and
threats).

The IA-CMM identifies nine process areas
related to performing INFOSEC Assurance
Activities. For each of the nine process
areas, the IA-CMM defines six levels of
capability maturity from Level O to Level 5.
The higher the capability maturity level, the
greater the confidence that a process is well
established throughout the organization and
the more likely it is that the process will be
performed consistently from one assessment
to the next. From consistency comes greater
confidence in the quality of an activity, but
quality cannot necessarily be guaranteed (i.e.
there is an outside chance that a process can
run perfectly and consistently produce bad
results). As such, itis important that the
knowledge and skills of individual assessors
be taken into consideration as well (e.g. IAM
certification, CISSP, other certifications, past
performance). The combination of skilled
assessors and a capable organization greatly
increases the potential for consistent high-
quality results.

The Process Areas in the IA-CMM were
initially developed to gauge the maturity of
INFOSEC Assurance capability. However,
they have relevance when performing many
other Information Assurance assessment
related activities (e.g. Health Insurance
Portability and Accountability Act of 1996
(HIPAA) for healthcare organizations and
Gramm-Leach-Bliley Act or Sarbanes-Oxley
Act for financial service organizations). In
addition, organizations can use the IA-CMM
to measure their own capability for assessing
INFOSEC strength within their infrastructure
(e.g. do we know how to assess our own
threats, vulnerabilities and impacts to

determine the risk to our mission, systems
and assets?).

In traditional CMM activities, it is conceivable
that a well-defined process that consistently
produces a poor product can receive a fairly
high maturity rating. The IATRP approach
reduces this possibility by providing detailed
linkages between each process area and
IATRP methodology certifications.
Standardized methodology products adds
further assurance of quality in a resulting
INFOSEC Assurance activity (i.e., the right
products are being produced to meet
compliance with the standard methodology.)

As aresult of an IA-CMM appraisal, the
organization will be assigned an IA-CMM
Rating Profile. This is a list of nine numbers
from O to 5 (one for each process area). As
mentioned above, the organization must be
appraised against all Process Areas of the
IA-CMM, that is, none of the Process Areas
may be tailored out of the model for the
appraisal.

When a customer is deciding on a provider
organization, they should use the IA-CMM
rating profile along with the experience of the
organization’s INFOSEC assessors to
determine what is required to meet their
needs. For example, in the case of alow
rating in the Assess Vulnerability Process
Area, the customer may want to pay particular
attention when reviewing the qualifications of
the individual analysts to determine their
specific vulnerability assessment experience.
A high rating would provide assurance that the
process area is institutionalized and allow for
less scrutiny of analysts (i.e., the maturity of
the process provides the assurance).
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If a customer is seeking a provider capable of
providing a specific IATRP methodology (e.qg.,
IAM, IEM), they should verify that the

the appropriate compliance checkbox
beneath each Process Area on the rating
profile is marked. While an organization may
be performing the activities within the
parameters allowed by the IA-CMM, they may
lack the specific requirements needed to be
complaint with a specific INFOSEC
Assurance environment (i.e. an IATRP
methodology) as outlined in the various
appendices of the IA-CMM. In other words, an
organization may have a mature process for
identifying vulnerabilities and receive a rating
in accordance with that maturity. But if the
organization is not performing the process in

This paper is a derivative work from the

INFOSEC Assurance Capability Maturity
Model (IA-CMM) Version 3.1 Copyright
1999

Ed Fuller is Senior Vice-President and
Chief Operating Officer for Security
Horizon, also functioning as the lead

instructor for NSA training and
assessments. Comments or questions can
be sent to ed@securityhorizon.com.

compliance with the IATRP methodology, they
will not be given credit for meeting the
methodology standards.

If the methodology compliance box is checked
for the organization, it can be assumed that
the organization’s compliance for that
Process Area is the maturity level assigned.
This means if an organization has a maturity
rating for Assess Vulnerabilities of level 3 and
the IAM compliance box is checked, the
organization is considered level 3 for IAM
compliance.

The result is that customers can determine
which provider is the most capable to address
their specific needs for the most reasonable
cost by using IATRP as the a measurement
tool.

More information about IATRP training and
ratings can be found at www.iatrp.com.

Copyright © 1999

Permission to reproduce this product and to prepare
derivative works from this product is granted royalty-
free, provided the copyright is included with all
reproductions and derivative works. This document
includes excerpts from “A Systems Engineering
Capability Maturity Model, Version 1.1,” CMU/SEI-
95-MM-003, published in November 1995 and version
2.0 of the Systems Security Engineering CMM (SSE-
CMM), publishedinApril 1999 andisnow | SO Standard
ISO/IEC DIS 21827.

The Systems Engineering CMM is* Copyright © 1995
by Carnegie Mellon University and the SSE-CMM is
held and maintained by the International System
Security Engineering Association (ISSEA). Permission
to reproduce this product and to prepare derivative
worksfromthis product isgranted royaty-free, provided
this copyright is included with all reproductions and
derivative works.”
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Book Excerpt: Syngress Publishing

SYNGRESS

There is a plot under way to attack
American interests. A decade-old grudge
against the West comes to fruition as a
child follows the path of the father’s hatred
for America and vows to avenge a brother.
The American dream is in danger and can

be saved only through the diligence and
imagination of one man. An American
agent suspects a plot but needs to prove it
in order to draw attention to the danger. But
how are the terrorist communicating? He
needs to break the codetostop theplot that
could kill thousands of innocent people.

Hacking a Terror Network:The Silent Threat
of Covert Channels is the ficitional story of a
technically sophisticated terrorist plot over
the Internet. The accompanying CD allows
you to “hack along” with the story line,by
viewing the same websites described in the
book containing encrypted, covert
communications.

bookpool.com

DISCOUNT COMPUTER BOOKS

SPECIAL OFFER: Purchase a copy of the
book by January 31, 2005 from our friends at
Bookpool.com and they will ship you a copy
signed by author Russ Rogers.

An excerpt from the newly published Hacking a Terror Network, fromSyngress Publishing,
copyright (c) 2005. To read Chapter 2, visit www.bookpool.com/hacking.

Chapter 1

The Mind of Terror
Canada, 13 Years Later

He woke up choking on a sob, bathed in
sweat. Itwas late at night (or very early in the
morning depending on your perspective) and
this time it wasn’t the thick heat that had him
sweating. Salah had endured many nights
like this since his childhood, nights filled with
nightmares of his father beating him. He ran
his hand across his forehead and pulled back
his long hair. Staring out the window, he tried
to catch his breathe and calm his rapidly
beating heart. Father was dead, why couldn’t
he relax?

Salah reached across the small, wooden

nightstand and grasped the glass of water
sitting under the lamp. The water cooled the
heated insides of his body and felt good
against the warm skin of his hand. Salah.
Though born with a different name, he had
chosen Salah because of the famous Salah
Al-Din, known for establishing the Abbasid
dynasty. In 1169, Salah Aldin was a respected
Sunni Muslim who fought bravely against the
Crusaders to free Jerusalem and Palestine
and return it to the Arabs. Salah Al-Din was
often compared to his European counterpart
and opposition, King Richard the Lion Heart
of England, two men cut from the same cloth,
but at different ends.

His father had passed on to his youngest child
the responsibility of bringing great pain to the
American people, avenging his brother who
was killed 13 years earlier. And as Salah
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Book Excerpt, cont.: Syngress Publishing

knew he could not use his real identity in his
guest, he had chosen a powerful name and

persona to use online, to help motivate his

followers.

He looked at the small, digital clock sitting
next to the lamp and saw that it was just
2:34am. Setting the glass of water back
down on the nightstand, he pulled the damp
sheets off and climbed out of bed. It was
early, but he knew that if he closed his eyes
again, his father would still be there; waiting,
pushing him forward into the lion’s den. His
destiny was set; the goal would be achieved.
The goal had to be achieved.

can buy everything else, including another
man’s soul. From experience, he had come to
the conclusion that many Americans were
greedy and would look the other way for the
right price. Salah intended to give them what
they needed to do just this.

He logged into his Linux box and pulled his
damp hair away from his neck. He glanced
briefly at the command line prompt and then
typed in the word pine, bringing up his email.
Pine was so much easier and safer to use, not
to mention its speed compared to other email
programs. The threats to the command line
email application were few and far between,

“Money can’t buy happiness.” Upon
which he had thought to himself, That

may be true, but it can buy everything
else, including another man’s soul.

Salah walked across the dark room to the
plain, wooden desk set against the far wall.
The computer monitor blinked to life as Salah
pushed the power button. He was still tired,
but needed to check on the progress of his
plans, and deeply desired a small respite
from the image of him. Surely the others had
checked in by now. There was still plenty of
time, but Salah demanded timeliness
punctuality by from his team and their
devotion to their cause. The entire team
would need to prove their allegiance,
technical knowledge, and determination if
they hoped to get funding from Al Qaeda
leaders. Money was the crucial piece to the
plan. Salah had once heard a saying in
America that still made him laugh: “Money
can’'t buy happiness.” Upon which he had
thought to himself, That may be true, but it

at least right now, and provided Salah a safer
environment from malicious code. It's true that
Microsoft had released an operating system
that took the world by storm, but in Salah’s
opinion, it gave people a false sense of
security.

Microsoft had given the normal people of the
world the ability to work within the virtual realm
of the Internet without much more knowledge
than the simple fact that it existed. These
people had no business being on the Internet
doing nothing more than checking email or
spending money, but it would all work to his
advantage, in the end. The more people on
the Internet, the easier it would be for he and
his team to hide within the confusion unseen.

The added plus for using Pine was that Salah
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Book Excerpt, cont.: Syngress Publishing

could change the email headers manually,
helping hide his identity to an extent. He
needed to maintain his identity, or hide it, as
the case may be. A strong leader of the
people, viewed through a veil of obscurity, like
Osama Bin Laden. Salah respected the
ability of Osama to lead so many and still
remain so anonymous. He would do the same
as Osama, only he would do it via the Internet.

Pine afforded a very simple form of this
protection. Using the internal configuration
options within Pine, Salah had the ability to
make his email appear to be from almost
anywhere and from almost anyone. Of
course, this was a weak form of protection,
but it would protect his identity from most
prying eyes. But he knew that anyone with an
understanding of email would know how to
track it back if they wanted it badly enough.

Salah thought back on the last two years of
his life in North America. He had left his home
in 2002 to attend school in this strange and
far-off land. He had been accepted and
granted an all-encompassing scholarship
through a foreign-student exchange program,
without which we would never have been here.
His excitement of exploring a new world was
tempered by a fear of the unknown. Before he
left, his father had told him that he was
walking directly into the pit of vipers. “But fear
not, child,” he had been told. “They will accept
you as one of their own without question.
There is no fear in their hearts. Be strong and
do not accept their lies as truth.” Those were
practically his final words - he died of natural
causes shortly after Salah had arrived at
school. There was never a chance to say
goodbye, but Salah silently wondered if that
was an opportunity that he really wanted; his
father had been dead for two years and yet
his memories still haunted Salah. He was a
child that carried a father’s burden. Will | ever
be free of your ghost, he wondered silently.

He spent his first year at school watching, and
waiting. The studies were easy and required
very little of his time to maintain good marks.
He was genuinely interested in the education
and sometimes wished that he could focus on
having a life of his own, but the death of this
brother was always there, reminding him of
his purpose.

At first he kept to himself, interacting with
others only when necessary. And though there
were plenty of students from Arab nations, he
was wary of many of them. Who could he
trust? How many could he use? Not all
Muslims saw the truth as he and his father
saw it. But as he slowly found out, there were
some. He metthem online, in Internet Relay
Chat (IRC) channels and online web forums.
They were all as tentative as he was at first.
You never knew for certain exactly who could
be trusted and who could not. It took time and
patience to continually check each person’s
hostmask, ensuring the identity of each one. In
cyberspace where appearances were often
deceiving, the hostmask could be trusted.
People often used the same accounts
consistently to log in and chat, which meant
the hostmask also tended to stay the same.

Salah sat back in his chair thinking about the
first person he'd approached to join him on
the project. Jimmy was a young man in
college who often could be found on IRC
chatting with his friends. Salah had chatted
with Jimmy plenty of times online, but was
always very hesitant to actually approach
anyone with his ideas for obvious reasons. As
time passed, Salah monitored Jimmy’s
hostmask consistently, trying to determine if
the man was trustworthy.

The hostmask is a unique identifier for every
user on IRC. It combines both the username
and the user’s Internet Service Provider (ISP)
identification. For instance, a user, bobfoley

Page 12




Book Excerpt, cont.: Syngress Publishing

chatting on IRC with his friends could be
logged into Joe’s Internet Provider (jip.com).
Bob’s hostmask on IRC would be a
combination of these two things and his
computer’s unique identifier on the ISP
network. The resulting hostmask would be
unique to the user bobfoley every time he
logged onto IRC. For example, his hostmask
might look something like:

bobfoley@192.168.15.154.sanantonio.jip.com.

There were so many freeware IRC clients
available on the Internet that anyone with a
connection could log themselves into one of
the various chat networks on IRC and talk
about any topic of interest. The clients under
Windows made it very easy to monitor the
other users on the network. Salah had set up
an alert whenever the username Jimmy used
was detected logging into the network. The
hostmask was always the same. After about
six months of watching Jimmy and making
sure his login never came from a suspicious
entity, Salah had taken a gut-wrenching leap
of faith and told the other young man vague
details of what he was considering.

Hacking a Terror Network: The Silent
Threat of Covert Channels

Russ Rogers

Syngress Publishing

Paperback - 364 pages (December 2004)
ISBN 1928994989

We speak CVE®!

The INFOSEC Evaluation Methodology
(IEM) is NSA’s hands-on process for
conducting evaluations of customer
networks utilizing common technical

evaluation tools. Students can expect to

learn an easily repeatable methodology

that provides each customer a roadmap
for addressing their security concerns
and increasing their security posture.

1/26 - 1/27,2005 Honolulu, HI
2/10 - 2/11,2005 Phoenix, AZ
2/17 - 2/18,2005 San Diego, CA
3/10 - 3/11,2005 Orlando, FL

3/17 - 3/18,2005 Colorado Springs

4/14 - 4/15, 2005  Atlanta, GA

To register for one of these courses or to get
further information, please contact us at:

(719) 488-4500
info@securityhorizon.com
http://www.securityhorizon.com
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Auditing Requirements Under SOx

By: David Sweigert

Auditing Requirements of your
Organization’s

Access Control System under
Sarbanes-Oxley

The Sarbanes-Oxley Act (SOA) is placing
agreater burden on organizations to
ensure the integrity of their internal
control systems. Auditing of internal
access control systems is now an
imperative, not merely a“nice to have”.

» SOA has placed the burden to
ensure the integrity of internal
controls upon CXO-level
executives, audit committees
and legal staff (see SOA
Section 404).

» Harsh penalties have
accompanied these new
legislative, regulatory and
oversight requirements for
system integrity, including civil
sanctions and criminal
penalties.

* Senior management may be
required to attest to the
integrity of internal control
systems, including access
controls used to regulate the
use of internal accounting
systems.

Scenario: anindividual from a subsidiary
company that has just declared bankruptcy
has entered your organization’s financial
reporting system to manipulate data. He/she
has created fraudulent accounting entries in
an undetected fashion. The penalty for such
activity is a maximum twenty-year prison

sentence. Federal investigators discover the
alteration months later. The alteration was
accomplished in an undetected manner, there
were no auditing controls of the financial
reporting system or of the system that granted
access to the reporting system. Federal
authorities cite the parent company for
reckless negligence in aiding the obstruction
of justice.

The above situation is a serious risk to parent
companies, joint ventures, partnerships, etc.
As more “collaboration” is enabled between
parties, the opportunities for abuse of system
permissions and privileges exist.

Understanding the problem that drives
deployment of single sign on

Present day web-based access control
systems provide authentication and
authorization. Atypical information
technology (IT) user understands access
control as the submission of a username and
password to access a system. The
submission of username and password is an
authentication technique. The assignment of
rights and permissions based upon that
authentication is an authorization technique.
Stovepipe enclaves of IT resources have
created closed systems of authentication
services embedded within a software
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Auditing Requirements Under SOx, cont.

application, operating systems, etc.

Many times complaints from the user
community of having to authenticate and re-
authenticate drive decisions to deploy a
“single sign-on” solution. As is often the case,
users may need several usernames and
passwords to accomplish their tasks during
the workday. Itis not uncommon to receive
complaints from partners, joint venture
entities, and subsidiaries about the
troublesome management of multiple “user-
IDs” and passwords.

When a SSO system is deployed it provides
“enterprise-wide” authentication of users to
enable access control. This “enterprise” may
span the parent organization, partners,
subsidiaries, etc. Indeed, many industry
initiatives (see Liberty Alliance, and
Microsoft’'s .NET framework) are creating a
“federated identity” infrastructure. In such a
scheme, organizations rely on authentication
decisions made by other organizations.

Applications that rely on enterprise-wide
access control systems (see federated
identity white paper, part one) can be
circumvented from these remote
authentication points; e.g. partner companies,
joint venture parties, subsidiaries, etc.

Assurances are required that enterprise-
wide access control systems provide
appropriate integrity

An enterprise-wide access control system: is
a sensitive internal control and should be
treated accordingly. These systems
authenticate individuals that seek access to

1 An access control system may include the use of access
control lists (ACLSs), public key infrastructure (PK1),
hardware tokens, networking operating system (NOS)
directories (like the Microsoft Active Directory), etc.

By: David Sweigert

sensitive or protected data.

Business need permission management
infrastructure auditing

The “provisioning of data” to these individuals
should be based upon a need to know. If
embedded application access controls are
replaced by enterprise-wide access control
(i.e., an accounting application relies on
enterprise-wide authentication of users for
example) there can be problems.

Without proper auditing of both the accounting
application and the enterprise-wide
authentication system, there can be no valid
“audit trail” of individual user activity. Hence,
clandestine access may take place from
“trusted third parties”; like joint venture
partners, subsidiaries, etc.

Excessive system privileges and permissions
can negatively impact the integrity of internal
access control systems. Degradation of the
integrity of an organization’s permission
management (PM) infrastructure can
adversely affect the level of compliance with
legislative, oversight, regulatory, and
compliance business drivers.

Internal control systems must have
integrity under SOA

Objectives to ensure internal control
integrity:

e Detection and elimination of system
permissions and/or privileges
assigned to terminated personnel
(employees, contractors, partners)

« Identifying risks of access control
systems and documenting mitigation
strategies to safeguard the system
andincrease integrity
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Auditing Requirements Under SOx, cont.

By: David Sweigert

* Analyzing current authentication
architectures with present best industry
practices to identify integrity gaps

* Production of key performance
indicators (KPIs) and related
documentation that can be provided to
auditors

Presently, industry initiatives encourage the
increased use of seamless bridging of
access control systems. Applications are
expected to “rely” on authentication decisions
made by other systems; e.g. a user logging
into a network operating system like Windows
200000. Therefore, if a user can defeat a
Windows 200001 authentication he/she may
have access to sensitive systems that rely on
Windows 20000 for access control. This can
be a dangerous situation.

What should be done to mitigate
corporaterisk and exposure?

Auditing activity should be conducted by an
organization familiar within the general
parameters of accepted auditing and
compliance criteria. The American Institute of
Certified Public Accountants (AICPA) has
recommended a model promulgated by the
Information Systems Audit and Control
Association (ISACA), Information Technology
(IT) Governance Institute? for an IT auditing
framework.

The recommended model is known as
Control Objectives for Information and related
Technology (CobiT)3. The CobiT quality

model is based on risk mitigation, considered
a paramount concern by DSA, Inc. The
adequate monitoring, auditing and reviewing
of access control activity is greatly ensured by
the satisfactory use of the CobiT model during
the testing and “sandbox” activity. CobiT
provides the foundational framework for the
DSA engagement.

Conclusion

The comprehensive audit of an organization’s
PM infrastructure has no negative
consequences, if done correctly. Everything
about such an audit is positive:

(1) it provides documentation that an
assessment of access control systems
was completed,

(2) itidentifies “privilege creep”, or the
accumulation of unneeded
permissions that have been acquired
by individuals over the years,

(3) it allows modeling of typical roles and
the permissions associated with those
roles (“why does the janitor have
access to cost accounting system?”),

(4) it provides an “as-is” snap shot of the
current state of the organization’s
access control systems.

David Sweigert, CISSP, is the Director of
Information Assurance for Data Systems
Analysts, Inc. He is the former State IT
Security Policy Officer for the State of Ohio
and a U.S. Air Force veteran. He may be
contacted at sweigertd@dsainc.com.

2 See http://www.itgi.org/

“...ThelT Governance Institute (ITGI) existsto assist enterprise |leadersin their responsibility to ensurethat I T goals
align with those of the business, it deliversvalue, its performance is measured, its resources properly allocated and its
risks mitigated. Through original research, symposia and electronic resources, the I TGI hel ps ensure that boards and
executive management have the tools and information they need for I T to deliver against expectations....”

3 These organizationsuse COBI T: US Federal Financial Institutions Examination Council (FFIEC), National Association of
State Chief Information Officers (NASCIO), USNational Institute of Standards and Technology (NIST), Office of Inspec-
tor General (OIG) of the USHouse of Representatives, U.S. General Accounting Office (GAO), National Association of

State Auditors (NSAA).
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Security Considerations, cont.

By: Tr

avis L. Schack

followed by Confidentiality and Integrity. The
three top threats from respondents were: 1)
Distributed Denial of Service against Voice
server or IP-PBX; 2) Voice server or IP-PBX
might be hacked; and 3) Voice server or IP-
PBX might be back-doored, providing
access to the internal network.

The SP 800-58 publication provides a listing
of threats, risks and vulnerabilities that affect
the Confidentiality, Integrity, and Availability of
a VolP network. While not a comprehensive
listing, the following tables provide a summary
of Appendix-A by category:

Confidentiality
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VoIP switch default password vulnerability

It is common for switches to be configured with a
default login and password.

Classical wiretap vulnerability (Sniffing)

Attaching a packet analyzer to intercept voice
traffic.

ARP cache poisoning and ARP flooding

ARP attacks could allow a local attacker to
eavesdrop on conversations.

Vulnerable web server interfaces

VoIP switches and terminals are likely to have a
web server interface for remote or local
administration.

IP phone netmask vulnerability

Similar effect of ARP cache vulnerability.

Extension to IP address mapping vulnerability

Knowing the IP address of a particular extension
assists an attacker in identifying conversations in
packet capture.

Integrity

DHCP server insertion attack

Possible to change the configuration of a
target phone and could lead to
eavesdropping attacks.

TFTP server insertion attack

Possible to change the configuration of a
target phone and could lead to
eavesdropping attacks.
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Availability

CPU resource consumption attack

Force a system or phone to reboot.

Default password vulnerability

It is common for switches to be configured
with a default login and password.

Exploitable software flaws

VoIP systems have been found to have
vulnerabilities due to buffer overflows and
improper packet handling.

Account lockout vulnerability

An attacker is able to provide a number of
incorrect logins until the account is locked
out.

Care must be taken as the implementation of
various security measures can affect the
availability and the ability of VoIP to deliver
the quality of service (QoS) we have come to
expect from conventional phone systems.
QoS is fundamental to the operation of VoIP
networks and is emphasized throughout the
publication. VoIP, because of the reliance on
the “unreliable” protocol UDP, is extremely
intolerant of packet loss and latency, which
can be caused by security measures like
encryption and packet filtering. Topics related
to NAT, VoIP firewall needs, and encryptions
at the various layers were adequately covered
and provide clear explanations and solutions
for eachissue.

The SP 800-58 provides a good introduction
to the complexities around the implementation
and security of VoIP networks. Whether you
are getting ready to implement a VolP
infrastructure or already have one in place, by
following the guidance provided in the
publication, you will understand the risks and
unigue requirements of VoIP and “securely
enable” your VoIP implementation!

Travis L. Schack, CISSP, is the founder
and President of Vitalisec, Inc. Travisis
an Adjunct Lecturer for Denver University’s
Master Information Security Program. He
can be reached at Travis@ Vitalisec.com.
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The following is the first of a four-part series on
Covert Channels.

The world of information security, although still
very young when compared to other technical
fields, has grown quite capable in its quest to
address most tangible and known threats.
We've developed anti-virus applications that
constantly scan incoming and outgoing emails
to ensure our systems, and our information
remain safe guarded. Firewalls now stand
guard over networks, diligently protecting the
soft, gushy insides of our organizations from
intruders. Intrusion detection and prevention
devices now sit at various points on our
networks, alarming us to any attempt to break
through our other security measures.

The frightening truth of
the matter is simply that
we’ve become very
good at addressing
those threats that play by
the rules. If we can see it
or reach out and touchit,
we can confront it head
on. Our mindsets are
programmed for these
types of problems.

But what about all of those threats that exist
outside the box? An attacker can overcome or
bypass every single one of these security
devices by not playing by our rules. We have
grown to expect them to play within the same
box that we use when developing our
defenses. Network security is a gentleman’s
sport.

This article is the first in a series of four that
will span the whole of 2005 introducing the

various concepts of covert channels and the
threat they pose to organizations of every
industry, all around the world. There are other
ways to break your organization down; to
steal your secrets. What informational asset
do you consider most valuable to your
organization and what happens if something
happens toit? The techniques we’ll coverin
this series are real, not made up. The ability
exists right here, right now, to perform any one
of the exploits I'll discuss.

The topic of covert channels has been popular

in the underground for tens of years. As long
as we've had networks

and computers, there
have been really smart
people out there that
spent a great deal of
time trying to figure out
how to break them and
to work around their
design. Covert channels
are designed
specifically to work
outside the initial design
of a system.

As an example, let’s take steganography. This
particular covert channel has been around for
avery long time. Steganography comes from
two Greek words. The firstis steganos and is
literally translated as covered. The second is
graphy, which is translated as writing.
Together, the term relates to messages that
have been hidden.

The most common example of this is the wax
tablet. There are examples of wax tablets that
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date back to 14c B.C. These tablets are
designed with a recess on one side that is
filled with colored wax. The wax is then written
on with a stylus, producing the message that
will be transferred with the tablet. At some
point in time, some bright out of box thinker
realized that you could melt the wax away,
scratch your message into the underlying
wood of the recess, and then refill the recess
with a fresh coat of wax. This technique was
used to carry battle plans and the like through
the guarded gates of cities, when the local
military was watching intently for spies.

But steganography isn’t the only form of covert
channel in use today. The rise of technology
has provided a plentiful array of nooks,
cracks, shadows, and crannies to hide
information within. The Internet itself has
grown so large and so complex that it's
difficult to find information when it's not hidden
and we know what we’re looking for. Anyone
out there could potentially hide any piece of
information they wanted right in front of the
world’s nose, without detection or suspicion.

An attacker can overcome or
bypass every single one of these
security devices by not playing by

our rules...

Network communications are also vulnerable  Text messages are hidden within every day
to use outside the original system design. The documents. Programs exist and are in use

packet headers that are normally used to today that allow individuals to hide meaningful
carry information about the data being content with a spam email message or the
transmitted can be used to hide our own script to a poorly written play. How many
information. Those packets and datagrams spam messages do you delete on a daily
pass thousands of networks every day, with basis without a second glance? How many
no one able to see the hidden information. might have contained hidden information?
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Contrary to some modern beliefs, the term yet. But soon, with a little work, we’ll all be
covert channel and steganography are not aware of these hidden dangers. Once we
synonymous. The term covert channel, as I'll understand the threats fully, we can begin to

use them over the next year, refers to the over- defend ourselves.

arching genre of hidden information,

regardless of the medium used. Underneath FEEEESEESEEESEESEEEeEEE
this there are many different forms of hidden

information, from network channels, text

manipulation, steganography, use of

operating system features, and more.

Steganography ‘ ‘ Network Channels Text Mampulation

Operating Systems ‘ Data Appending

It's my hope that over the next 4 issues of the
Security Journal, to introduce you to these
communication concepts that have arrived
under our radars and gone largely ignored or
unnoticed up to this point. Each article after
this will focus on a particular genre of covert
channel. I'll provide an overview for each one,
explaining how they work and where you can
find tools to experiment with each one.

Look for Part 2 of this article in our Spring
2005 edition.

Russ Rogers is the CEO and CTO of
Security Horizon. He is the Editor in
Chief of the Security Journal and can be
reached at russ@securityhorizon.com.

It's time to focus on the unseen enemy; the
one that has snuck up on all of us and now
resides justin front of us. You can’t see it, not
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Penetration Testing

By: Matthew Hoagberg and Ted Dykstra

Penetration testing or “pen-testing” is one of
the more popular ways of evaluating your
organization’s security posture. Sometimes
confused with an audit or an assessment, a
pen-test will expose vulnerabilities and
weaknesses within your IT infrastructure.
Pen-testing will simulate the actions of an
intruder or hacker from either the inside or
outside of the organization. The process of
pen-testing is a way to systematically test your
security. This process will not only help you
identify where you fall short, but also identify
where your security is effective. When testing
your systems you can choose from two of the
most common approaches.

The first and probably most common
method of testing is called White Box
Testing. In this effort, you allow the tester into
your organization and give him/her any and all
the information they need to complete a
thorough test of your organization. Some of
the more malicious attacks come from an
insider; someone who works for the company
and has information on the inner workings of
the IT system.

The second form of testing is more of
areal world approach and is called Black
Box Testing. Thisis where you give the
tester very little information about your
organization and he/she has to do their own
research about your company before they
start their testing. This method is usually
more expensive due to the research and
discovery time needed by the testing team.

In both Black and White Box testing, the
organization should limit the number of people
with knowledge that the testing is going on.

The ultimate goal of the testing team would be
to compromise or penetrate your system(s).
This is a great opportunity to test your
intrusion detection process.

Before you start the testing, you must decide
if you want to do the testing yourself or bring in
an independent consultant. Being able to
use someone from your organization with the
skill to do a penetration test will save you
money, but an independent tester or third
party tester gives you results free from politics
or anything that might be partial to the internal
workings of the organization.

Purpose

As mentioned earlier, Penetration Testing is a
way of evaluating your security posture, both
in policy and from a technical perspective.
Pen-testing has become an accepted way to
assess your organizational security posture
and review your company’s policies and
procedures. Many companies test policy by
having a planned test or tabletop discussion
involving an intrusion. Pen-testing is an ideal
way to test how your organization will react to
an unannounced real life intrusion.

Work

The actual penetration test consists of six
basic steps, customized for the individual
project. Every consulting firm or pen-testing
team has their own processes and definitions
of how these steps occur and the standard
requirements for each. Atthe end of this
article are references for more detailed
information regarding these topics, so only
the common concepts will be covered here.
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Penetration Testing

By: Matthew

Hoagberg and Ted Dykstra

Scoping

Before beginning any work, the scope of the
project must be clearly defined and all legal
considerations explored and documented. A
signed contract between the testers (including
in-house staff) and the target owners detailing
the scope is a requirement, no exception.
When performing what is akin to criminal
activities, even at someone’s request, itis
vital to have an approved legal document
granting the testers authority to perform such
actions should unplanned incidents occur.

Why

The scope must define the goal and
expectation of the testing. What is to be
accomplished (system access, data access,
data modification, etc.)? What s truly being
tested (incident response, boundary controls,
physical controls, system controls, user
awareness, all controls, etc.)? What are the
reasons behind the project (government or
internal requirements, customer legal
concerns, organizational politics, new control
implementation, etc.) These are just some of
the questions that need to be addressed
when defining the why for any pen-testing.
Once documented, the what and how become
much easier to clarify for determining project
rules.

What & How

Within the scope, the specific target must be
discussed and any rules set in place. Testing
may be as broad as an entire organization, or
as narrow a single file or database. If the goal
of a pen-test is to determine the risk of data
manipulation within a database, then other
systems may be labeled as “off-limits” to the
testing team and needs to be documented. A
specific Rules of Engagement document may
not be used due to the requirement of broad
and flexible testing, but detailed requirements
need to be addressed. If certain testing
methods are to be considered unacceptable,

they need to be documented for the
customer’s safety.

Some tests may be limited to specific
scenarios such as external perimeter
intrusions, disgruntled employee intrusions,
attacks through partner controlled
connections, or facility break-ins. Once the
goals, limitations, targets, and concerns are
defined, the actual testing scenarios can be
documented and planned.

What if

Protecting both the customer and the pen-
testing team from legal issues is a major
concern. Information systems do not always
act the way they are “supposed” to. Whatever
terminology for the document is used (scope,
statement of work, rules of engagement, etc.),
all of the scoping decisions should be
reviewed for legal constraints and approved
by both parties (again, even if being
performed by in-house staff). Thisisto
protect the customer from unwanted action by
the pen-testing team, as well as protect the
team from unintended consequences (as long
as they remain within the boundaries of the
scope). By default it should be understood
that all information is confidential and
proprietary to the customer.
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Penetration Testing

By: Matthew Hoagberg and Ted Dykstra

Digging

At this point, the research into an organization
begins in earnest. Assuming that little to no
information is given to the team, information
gathering is performed in a very broad and
sweeping manner. A good place to start is
often an organization’s SEC filing which can
be found at http://www.sec.gov/edgar.shtml.
This will often lead to parent or child
organizations that may have backdoors into
the target system. For government targets,
http://www.firstgov.com is often very
informational. Detailed information about a
target’s Internet presence can be found using
the whois database at http://
www.nhetworksolutions.com/en_US/whois/.

Names of key individuals, specific hardware
and software platforms, facility addresses,
security plans and other information can often
be obtained by searching the Internet. Once
some of these pieces are gathered, more
detailed searches can be performed, for
example, the search for
itguy@targetnetwork.com on tech support
forums, or implementation “reference letters”
given to vendors. Most often you can find
information about a target simply by sifting
through IT employment descriptions provided
by the target’'s HR department. All of this
information can be used in planning and
mapping the test.

Weakness Mapping

At this point, mapping of the target’s services
can begin. The tools used can vary greatly
based on the team’s experience and

preferences, but itis common standard to use

multiple tools when testing for vulnerabilities
to help eliminate false positives or false
negatives. An example of some of the tools
available can be found at http://
www.insecure.org/tools.html. Thisis a list of
75 of the top overall security tools used by
surveyed professionals that includes some

vulnerability detection and scanning utilities.
No matter your choices, the common practice
is to run all tools in some form of stealth to
hide your actions from any monitoring
systems and staff.

Other actions that may expose vulnerabilities
are war dialing, social engineering, dumpster
diving, etc. Depending on the scenario of
testing, this may open up more avenues of
exploration for the team and often have their
own “low-hanging fruit”. Whatever tools and
actions fit within the specific test scenario, the
goal is to enumerate vulnerabilities without
alerting the target.

Planning

Now that a list of possible exploits has been
created, a plan for testing needs to be
created around those weaknesses. Whether
attempting to exploit a buffer overflow, a
loose-lipped help desk, or an under-attentive
front desk, the planned tests must be
documented and detailed. Normally, the
easiest task will be the first exploited, though
all possible weaknesses need a planned
exploitation map. This will help prioritized
testing, as well keep the planned tests out of
any off-limits areas either in method or target.

Look for Part 2 of this article in our Spring
2005 edition.

Matthew Hoagberg and Ted Dykstra are
Security Consultants for Security Horizon.
They may be contacted at
matt@securityhorizon.com and
ted@securityhorizon.com
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