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The year, 2003, has come to an end and we
begin another year long journey.  During the
next year, we have the potential to make great
strides in protecting our National and Global
infrastructures. We can take a stand against
known threats to our information security and
the potential compromise of sensitive infor-
mation.  Folks, we once again stand at the
precipice and I wonder, will we make that leap
of faith to the safety of the other side or will we
continue to stand here, as we have before,
until we are pushed to our doom?

The paragraph above may sound melodra-
matic and for those of you who have yet to
truly experience a heart-wrenching compro-
mise of your networks, it may seem silly.  Our
quandry is simple, how can I justify the costs
or prove a return on investment when I’m
obviously not at risk?  For others, who have
been down this path, it’s often a sickening
realization similar to lying on your deathbed
thinking, “I really should have called about that
life insurance policy.”

2004 is a new year and with it come new
opportunities.  In many respects, these oppor-
tunities are unparalleled to previsous years.
We have government support to protect our
information.  Not only do they support the
effort, but in many ways, they are trying to help
lead the way.  Regulations and standards
exist for many industries that were previously
not in place.  Because, let’s face it, in many
instances, people can’t be trusted to protect
themselves or their customers.  The invest-

ment simply seems too high for the return.

In this issue, we’ll cover various aspects of
security that should at least be recognized as
being worthy of your attention.  This Journal
covers everything from the security assess-
ments that help you identify your critical infor-
mation so you can adequately protect yourself
to a discussion on incident response proce-
dures for those times when the unthinkable
happens.

There are difficult decisions to be made in the
future and I believe we’re only seeing the
beginning of a trend of attempted compro-
mises.  The free world, not just the United
States, is at risk of attack from forces that
despise our way of life, both from physical
forces and from network forces.

This really is not media hype.  Consider what
you already know of human indignities, world-
wide.  Religious conflict over who is right and
who is wrong.  Political turmoil and the con-
stant “play of wills” between world leaders.
Up until recently, this has all been played out
on the world stage in angry words and acts of
violence.

But take a moment and reflect about how
much more attractive the odds are if you can
cripple your opponent simply by transmitting
network packets.  No lives need to be lost.
No money needs to be spent on expensive
ships or planes.  Fewer “soldiers” can accom-
plish huge tasks by clicking on a third rate
keyboard.

As you stand at the precipice, look out across
the void and try to forsee the unknown. Take
the leap and protect yourself, your customers,
your business, and perhaps your country.  Buy
that life insurance policy while you still can.

Peace & well being, my friends.

Notes From the Editor

Russ Rogers, CISSP, CISM
Managing Editor
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Last issue we took a look at the containment
process and the critical steps to control the
security incident.  This article is the fourth of a
six part series on Incident Response (IR) and
focuses on IR Eradication..

IR professionals have adopted a basic core
set of activities that encompass the IR disci-
pline that includes IR preparation, identifica-
tion, containment, eradication, recovery, and
follow-up.  Professional organizations that
provide advice in the IR arena include but are
not limited to the Carnegie Mellon Software
Engineering Institute CERT® Coordination
Center (www.cert.org), the SANS Institute
(www.sans.org), National Information Protec-
tion Center (www.nipc.gov), Federal Com-
puter Incident Response Center
(www.fedcirc.gov), and the Forum for Incident
Response Security Teams (FIRST)
(www.first.org).

The primary goal of the Incident Response
Team is to maintain/restore business continu-
ity.  Removing the cause of the security inci-
dent is crucial to this goal.  The purpose of
eradication is to remove the cause of the
security incident so that it no longer impacts
the operation of the system, network, or
organization.

Once the incident has been contained, it is
time to eradicate the cause.  But before
eradicating the cause, great care should be
taken to collect all necessary information
about the compromised system(s) and the
cause of the incident as they will likely be lost
and/or contaminated when cleaning up the
system.

The steps for removal of the incident cause
will vary widely depending upon the type of
operating systems, platform, and network.
The IR Team will also have to be concerned
about the political environment the incident

occurred in. Removing all vulnerabilities once
an incident has occurred is difficult.  The key
to removing vulnerabilities is knowledge and
understanding of the breach.

Incident Response: Part 4 - Eradication By: Greg Miles

Preparation
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*

The Incident Response Process

Eradication may be as simple as installing a
system patch or limiting access to a system
port.  Software may be available to help in the
eradication process, such as anti-virus soft-
ware.  If any bogus files have been created,
archive them before deleting them.  In the
case of malicious code infections, it is impor-
tant to clean and/or reformat any media
containing infected files.  Finally, ensure that
all backups are clean.  Many systems infected
with viruses become periodically re-infected
simply because people do not systematically
eradicate the malicious code from backups.
After eradication, a new backup should be
taken.  Great care must be taken to restore
the system from an uncontaminated backup.
It may take several iterations to find an uncon-
taminated backup.  This is another reason
why understanding the cause of the incident is
important so that backups can be checked for
the malicious code.

It may be necessary to go back to the original
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distribution media and completely reload and
re-customize the system.  To facilitate this
worst case scenario, a record of the original
system setup and each customization change
should be maintained.  This is where a good
configuration management process plays a
role, as well as, good records of actions taken
on the systems from system birth to present.
In the case of a network-based attack, it is
important to install patches for each operating
system vulnerability which was exploited as
well as updating the operating system for all
current patches where possible.

The most straightforward way to maintain
accurate records for a system is some sort of
system log.  This log is intended to be a
chronological source of information about
actions taken on a system when you need it.
Often times this is the only way to see how a
system was originally configured along with
changes implemented on the system.  It also
provides a means to review the configuration
to determine if the configuration itself may
have caused some of the vulnerabilities.  A
security log can be most valuable during this
phase of removing vulnerabilities. The logs
showing how the incident was discovered and
contained can be used later to help determine
how extensive the damage was from a given
incident.  The steps taken can be used in the
future to make sure the problem does not
resurface.

If a particular vulnerability or set of vulnerabili-

ties is pinpointed as the cause ofthe security
incident, the next step is to find a mechanism
to protect your system from these vulnerabili-
ties being exploited. The security mailing lists
and bulletins would be a good place to search
for supporting information, and you can get
advice from incident response teams.

Good sources include www.sans.org,
www.bugtraq.com, and
www.securityfocus.com.

Below are some of the critical steps in the
eradication process:

Mirror System(s)
In order to conduct an analysis of the
system, it is best to treat every incident
like a forensic analysis.  This will allow the
opportunity to secure the evidence if it is
needed later for prosecution, while simul-
taneously giving them the means to review
the data on the drive so the system can be
sanitized for restoration. This process
provides a mirror image of the data on the
storage media, which is copied bit for bit
to include deleted and hidden files.

If you do not have a software solution that
will mirror the system without modifying the
data then it should immediately contact an
utside source to assist in the incident.  Any
modification to the system can result in
vital evidence being erased/changed.

Investigate
Utilizing a copy of the system (preferably
stored on a non-writable media), have the
administrator(s) of the system and the
Incident Response Team members as-
signed go through all of the logs, files, and
hidden data looking for items that could be
signs of intrusion/modification.
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o Begin Investigation on the
mirrored image

Compare file sizes and
dates with a clean
system to check for
discrepancies.  Modified
files can be signs of
backdoors or other
malicious code.  New
files on a system nor-
mally not modified can
be evidence as well.
Look for programs that
will allow network sniffing
or logging of activities.
Look for new user
names and/or unusual
rights on existing names.
Look for unusual activity
times or other traces of
an intruder (a lack of
logs or information on a
normally busy system
can show that the logs
were modified/erased.)
Look for unusual/addi-
tional ports open on that
system (the system
administrator should
know what services are
running on the system
and what ports are being
used.
If the software is avail-
able go through deleted
file space and swap file
space to look for evi-
dence.

o Determine the cause of the
incident

o Determine solution
o Verify solution
o Gain approval from CCB to

implement  solution (if required)
o Implement  solution

It can be difficult to create a blanket set of
step-by-step procedures to cover every
organization and system because each
organization and each operating system are
different. Different risk factors will have to be
set dependant upon the operations and
function of the organization.  But you can
follow some basic procedures that keep you
within the acceptable boundaries of action
during eradication.   These parameters have
to be set before an incident occurs, otherwise
there will be disorganization and confusion
while trying to contain the incident.  Clearly,
Preparation (see article:  Incident Response
Part 1: Preparation) is still the most important
step in the incident response process.

Next IR article, we will be discussing Incident
Response Part 5: Recovery.

© Security Horizon Inc. 2004

Dr. Greg Miles, CISSP, CISM is the
President of Security Horizon and a
regular contributor to The Security
Journal.

If you’d like to contact Dr. Miles, you
may reach him at the following:

greg@securityhorizon.com,
www.securityhorizon.com
 719-488-4500.
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Social engineering is by no means a new
idea.  Con-artists have been doing this for
years.  Whether they are trying to get a free
lunch or trying to swindle someone out of their
life savings, it is still a form of social engineer-
ing.  Two movies that come to mind are
House of Game (1987) with Lindsay Crouse
and Joe Mantegna and Dirty Rotten Scoun-
drels (1988) with Michael Caine and Steve
Martin. Both of these movies show what you
can do when you gain someone’s trust.  The
goal is the same whether you are Steve
Martin trying to swindle someone or a com-
puter hacker trying to steal a new product
from a large company, in either case, you are
trying to get something or gain access to what
you did not have before.

Who are these social engineers and how do
they gain your trust and get your information?
A social engineer is anyone who wants to
gain information by exploiting human nature.
These individuals can be current or former
employees, the competition, professional
hackers, a support person, a support person
from another company, your janitor, a repair
man, a consultant, etc.  Social engineers play
on your emotions, they try to intimidate, they
may even try to make you feel guilty, or they
give you the impression that they themselves
are helpless in order to get what they want.  A
hacker can take many forms of attack by
impersonating a person of authority or taking
advantage of a person who is in desperate
need.  They can impersonate someone who
may have a reason to contact you; a creditor,
service provider, or a medical professional.
They can even call and identify themselves as
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an actual person from your company.

How do these individuals gain access to
something they do not have?  They start with
gathering information about the company or
organization.  How big is the company/organi-
zation?  Where is the company/organization
located?  Is this company/organization in
multiple locations spread out across the state
or possibly the country?  What are their hours
of operation?  Are there people that travel or
work from home?  Other avenues a hacker
may use to gain access might be to obtain a
copy of the organizational chart or a phone
directory for the target.

How do intruders find information about a

company?  They can usually get some infor-
mation from the phone book, such as the
address and a main number.  The internet is
also a great place for them to start.  Go to
www.whois.com, www.whois.net, or
www.networksolutions.com and type in the
company’s name or web page.  These sites
can give a hacker information such as, when
the domain was created, organization name
and address, the administrators name and
number, server names, ip_address, etc.  A
hacker can use search engines like Yahoo or
Google, by typing in the company name,
company product name, email extension
(“@companyname.com”).  Some of the
information that can be retrieved from this
type of a search, are press releases, current
projects, and people in the organization.

The hacker may know someone at the com-
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pany  they have access to. This is often times
the case with a disgruntled employee or an
employee that has been laid off.  When a
hacker has someone on the inside, that
insider could be the source of a wealth of
information about the organization.

Even if a hacker does not know anyone on the
inside they can pick up the phone and call the
company or organization they are trying to
hack into.  Sometimes voice mail messages
can be very helpful by giving out names,
extensions, and even titles.  There are even
times when the automated service will give a
caller  the office hours, other office locations,
and who to call in case of an emergency.

There are many other methods  a potential
intruder can use  to gather the information he/
she needs without getting online or picking up
the phone.  Most companies throw a lot of
valuable paperwork away.  Think about the job
you have now or the jobs you have had in the
past.  Many people think if you put it in the
trash it’s gone.  We all know that isn’t always
the case.  I was involved in a company move
where we did the moving.  There were old
files and PC’s that we knew would not be
used in the future.  So we threw the old things
in the dumpster so we would not have to move
it.

“There are many
other methods a

potential intruder
can use to gather

the information he/
she needs...”

This brings us to good old fashioned
dumpster diving.  In our case, a hacker would
have found organizational charts, time sheets,
and old projects.  Other things a hacker would
have come across would have been old hard
drives and backup tapes.  Hard drives and
backup tapes you might call a jackpot.  The
moral of the story is, be mindful of what your
organization is throwing away.  A hacker can
take some of the simplest information and
find a way into your systems.

How do you protect yourself against these
types of attacks? Remember that these types
of attacks depend on the security of people
and the network.  A lot of time and money go
into protecting the network, but little is done to
prevent these types of attacks.  Here are a
few things you can do to help protect yourself
from a hacker using social engineering tech-
niques.

· Develop a security policy that ad-
dresses social engineering.

· Give your employees a security con-
tact if they think someone is trying to
get information, gain access to the
facility, etc. for the purpose of hacking?

· Tell your employees when it is alright to
give out your username and password.
The answer I usually give is NEVER
but your employees need to know this.

· Lock your workstation when you are
not there.
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· To prevent a hacker from physically
infiltrating your company, stop and
question people you don’t recognize.
Any suspicious individuals should be
reported to your security administrator.

· Have an outside organization do an
Information Security Assessment of
your organization to determine what
your security posture is.

· Provide training for your employees to
identify social engineers, and what
steps to take if you suspect foul play.

· Invest in a paper shredder to lower the
risk of someone finding valuable
information in your trash.

· Role-play a hacker trying to call in and
gather information about the company.

Anyone in your organization can be a victim.
Your security is only as strong as your weak-
est link and unfortunately that’s usually us.
Most of the time we don’t even know it hap-
pened to us.  We talk to someone on the
phone, we hold the door open for someone,
and we give access to our computer because
they said something that made us think we
could trust them.  Provide training and educa-
tion to your people so they can be aware of
hacker techniques.
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Matthew Hoagberg is a security consult-
ant working for Security Horizon in
Colorado Springs..

If you’d like to contact Matthew, you may
reach him at the following:

matt@securityhorizon.com,
www.securityhorizon.com
 719-488-4500.

AVAILABLE NOW!

Written by the staff of Security Horizon,
Inc., this book goes into details about the
ins and outs of conducting an organiza-
tional security assessment based on the
National Security Agency’s INFOSEC
Assessment Methodology.

The book includes sample case studies to
provide examples for new assessors and
templates for frequently used assessment
documents.

This books is available NOW from
Security Horizon, Inc. by visiting our
website at:
http://www.securityhorizon.com

or you can order via phone by calling our
offices at 719.488.4500.

You can also order this book online from
Amazon.com.  http://www.amazon.com
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This is a common question that many compa-
nies and organizations have asked.  The
standard answer is to ensure that you have
met your “due diligence” requirements.  But
just what are the due diligence requirements?
Though some of these laws may not apply to
your organization, these are just the big ones
of the federal and state relating to privacy and
information technology security.  Not only can
any organization’s computer systems be the
target of unauthorized access from the out-
side, but also individuals with authorized
access to those systems can use them for
unauthorized activities such as attacks on
other computer systems and networks.  Public
access terminals located around higher
educational institutes, shopping malls and
public hot spots, are particularly vulnerable,
both as a means to obtain access to networks
or to harass others anonymously.  As a result
of these trends, administrators, IT profession-
als, and legal counsel or solicitors should
become familiar with the federal and state
computer theft and privacy laws that may give
rise to criminal prosecution or civil claims
against the organization or it’s personnel.

Federal laws as well as state computer crime
laws and common law or statutory rights of
privacy may be applicable where unautho-
rized access or use of a computer system has
occurred.  The problem with these laws is that
they have not kept pace with technology.  The
result in many organizations is the creation of
uncertainty, placing strain on already scarce
resources and sometimes inaction as a result
of concerns over legal exposure.  This is the
result of the absence of a single set of stan-
dards leaving administrators and IT manage-
ment trying to decide how best to protect their
organization while at the same time complet-
ing the business mission.

The legal environment in which organizations
operate reflects an overlapping system of

state and federal regulation.  Various activi-
ties may be governed by a combination of
federal and state regulations, as well as by
accrediting organization standards for those
in higher education.  In addition to these
promulgated standards, in many cases orga-
nizations are subject to civil lawsuits.  The
result is that multiple federal, state and foreign
laws could apply when it comes to laws that
relate to the use or misuse of information
technology.  While this is an increased chance
that an organization could be faced with a
lawsuit from another jurisdiction, it also may
provide the organization with the ability to file
their own lawsuit locally against defendants
that have abused their system from other
jurisdictions.

There is no single, comprehensive set of
federal laws mandating either specific privacy
practices or information security measures.
Although the Federal Trade Commission
(FTC) has aggressively pursued misleading
customer data and privacy practices under its
broad deceptive practices jurisdiction under
Section 5 of the FTC Act, the FTC’s Section 5
jurisdiction does not extend to non-profit
organizations.  As a result, while this white
paper addresses the FTC’s rules implement-
ing the Gramm-Leach-Bliley Act, it does not
address the FTC’s deceptive practices
enforcement initiatives.

Instead, depending on the particular organiza-
tion and the nature of the activity at issue,
organizations may be required to comply with
any number of potentially applicable federal
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Thlaws and regulations.  The list of acronyms
is becoming well known: FERPA, HIPAA,
ECPA, and CFAA are just some of the federal
laws that are applicable to organizations,
along with the hastily enacted PATRIOT Act
that have electronic privacy and security
implications.

It also is noteworthy that Congress is consid-
ering additional privacy-related laws that, if
passed, will only add to the complexity in this
area. Some, such as the Online Privacy
Protection Act of 2003 (H.R. 69), are quite
broad, while others address more specific
privacy concerns.  Some examples are; H.R.
70, proposes restrictions on the use of Social
Security Numbers (SSN) by Internet Service
Providers (ISP); H.R. 71, proposes restric-
tions on the use of wireless call location
information; H.R. 637, proposes to limit the
use of SSN and impose criminal penalties for
misuse; S. 153, proposes criminal penalties
for “aggravated identity theft”.

FERPA
Family Education Rights and Privacy Act
(FERPA) is the key federal privacy law for
higher educational institutes.  FERPA gener-
ally imposes confidentiality around student
educational records, prohibiting organizations
from disclosing “personally identifiable educa-
tion information,” such as grades or financial
aid information, without the student’s written
permission.  FERPA also grants to students
the right to request and review their educa-
tional records and to make corrections to
those records.  The law applies with equal
force to electronic records as it does to those
in file cabinets.  While violations not resulted
in legal action, the U.S. Secretary of Educa-
tion established the Family Policy Compli-
ance Office that has the power to investigate,
adjudicate violations, and to terminate federal
funding to any higher educational institute that
fails to “substantially” comply with the law..

At risk under FERPA is that the number of
electronic records created by or relating to
students that are stored in higher education
databases has increased resulting in the
number of potential “educational records” that
must be protected.  Faculties want the conve-
nience of submitting grades electronically;
students want to retrieve grades and register
for courses via a web-enabled student infor-
mation system; financial aid offices want to
electronically process applications for loans
and grants.  Course materials are increas-
ingly transmitted and stored electronically.
Deciding exactly what constitutes an “educa-
tional record” is becoming ever more complex
in an ever increasingly technological environ-
ment.

HIPPA
Health Insurance Portability and Accountability
Act of 1996 (HIPAA) was enacted to protect
the rights of patients and participants in
certain health plans.  In 2000, the U.S. Depart-
ment of Health and Human Services adopted
copious regulations granting consumers the
right to receive written notice of the informa-
tion practices of entities subject to HIPAA.
Any organization that is affiliated with health
care providers are considered covered
entities and must provide written notice of
their affiliated health care provider’s elec-
tronic information practices.  Most employer-
sponsored health plans also are considered
to be “entities” subject HIPAA.

HIPAA generally requires covered entities to;
adopt written privacy procedures that de-
scribe, who has access to protected informa-
tion, how such information will be used, and
when the information may be disclosed;
require their business associates to protect
the privacy of health information; train their
employees in their privacy policies and proce-
dures; take steps to protect against unautho-
rized disclosure of personal health records;
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and designate an individual to be responsible
for ensuring the procedures are followed.  Or-
ganizations may be obligated to comply with
HIPAA in connection with a broad range of ac-
tivities.  The result is that many organizations
have been forced to dedicate significant re-
sources in attempting to comply with the com-
plex language of HIPAA and in applying it to their
distributed environment.

ECPA
Unlike FERPA and HIPAA, which are specific
to certain types of entities, the Electronic Com-
munications Privacy Act (ECPA) broadly pro-
hibits the unauthorized use or interception by
any person of the contents of any wire, oral or
electronic communication.  Protection of the
“contents” of such communications, however,
extends only to information concerning the “sub-
stance, purport, or meaning” of the communi-
cations.  In plain English, the ECPA probably
would not protect, from disclosure to third par-
ties, information such as the existence of the
communication or the identity of the parties in-
volved.  As a result, the monitoring by organiza-
tions of network use or of network usage pat-
terns would not be prohibited.

The ECPA also prohibits unauthorized access
to or disclosure of electronically stored wire and
electronic communications.  The risk from the
ECPA is that it imposes liability on any person
who intentionally accesses without authorization
a facility through which an electronic communi-
cation service is provided, or exceeds an au-
thorization to access that facility, if that person

thereby obtains, alters or prevents authorized
access to a wire or electronic communication
while it is in electronic storage.

While the ECPA restricts providers of public
electronic communication services (providers
of public access terminals and other public
services) from divulging the contents of stored
electronic communications, it does not ap-
pear to place the same restrictions on provid-
ers of private electronic communication
services.  Organizational e-mail systems and
networks constitute private electronic commu-
nication services that fall into this category
and allow organizations to monitor and ac-
cess e-mail accounts.  Though computer use
policies normally strike a balance between
user privacy rights and network security
concerns by authorizing inspection of e-mails
or other communications only when there is
reasonable basis to suspect improper use of
a computer or network.

One last thought on the ECPA is that distrib-
uted networks often serve multiple communi-
ties of users and the correct application of the
ECPA may depend on the defined relation-
ship between the organization and the user.
Thus the right to monitor electronic communi-
cations, or its obligation or ability to comply
with a law enforcement request, may vary
depending on whether the user in question is
a student, an employee, or a member of the
public such as in the case of an organization
allowing mail relay to occur.  The ECPA also
contains specific exceptions allowing disclo-
sures to law enforcement agencies under
certain circumstances. Certain provisions of
the USA PATRIOT Act, discussed later, sub-
stantially broaden the authority of law enforce-
ment officials to obtain information under the
ECPA.

CFAA
The Computer Fraud and Abuse Act (CFAA)
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criminalizes unauthorized access to a “pro-
tected computer” with the intent to obtain
information, defraud, obtain anything of value
or cause damage to the computer.  A “pro-
tected computer” is defined as a computer
that is used in interstate or foreign commerce
or communication or by or for a financial
organization or the government of the United
States.  In light of the “interstate or foreign
commerce” criterion, the act of “hacking” into
a secure web site from an out-of-state com-
puter could be considered a CFAA violation.
The fact that both ECPA and CFAA are
criminal statutes considerably raises the
stakes.

PATRIOT Act
The USA PATRIOT Act, passed in just six
weeks after September 11, 2001, grants law
enforcement increased access to electronic
communications and, among other things,
amends FERPA, ECPA and the Foreign
Intelligence Surveillance Act of 1978 (FISA),
in each case making it easier for law enforce-
ment personnel to gain access to otherwise
confidential information.  The USA PATRIOT
Act also amends the portion of the National
Education Statistics Act of 1994 (NESA) to
permit the attorney general to petition a judge
for an order requiring the Secretary of the
Department of Education to provide data
collected by NCES for matters relevant to an
offense concerning terrorism.

A significant impact of the USA PATRIOT Act
is its mandate to the INS requiring the INS to
develop and implement the Student and
Exchange Visitor Information System or
“SEVIS.”  SEVIS is an Internet based system
that will allow schools to transmit information
on foreign students to the INS for purposes of
tracking and monitoring.  The system will
compile students’ personally identifiable
information including admission at port of
entry, academic information, and disciplinary

information. FERPA restrictions have been
waived to allow schools to disclose this
information without the student’s consent.
While many see this as a necessary require-
ment for national security it should be noted
that this Internet based system has been
hacked and could be exploited again for us in
identity theft or launching other attacks on
computer systems.

GLBA
The Gramm – Leach – Bliley Act (GLBA) is
applicable to organizations that provide
financial services, including higher educa-
tional institutes, and creates obligations to
protect customer financial information.  The
GLBA includes requirements to take steps to
ensure the security of personally identifying
information of financial customers, such as
names, addresses, account and credit infor-
mation, and SSN. The GLBA also sets forth
extensive privacy rules, which require such
organizations to provide customers with
privacy statements describing their informa-
tion privacy practices. The GLBA customer
financial information security rules require
organizations that provide financial services
to develop comprehensive security programs,
assess the need for employee training, and
include obligations in their agreements with
third parties that have access to financial
records covered by the rules.
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State Law
Organizations naturally tend to worry most
about federal requirements, but there are
numerous state laws relating to security and
privacy. Many states have enacted computer
crime laws that expressly criminalize tamper-
ing with computers or accessing certain
computerized records without authorization.
Several states are considering or have en-
acted privacy legislation that deals with
collection of information relating to children,
disclosure of health care information, or
collection of consumer information. Other laws
have been developed to deal with very spe-
cific privacy concerns. Many states have laws
that expressly provide for the confidentiality of
library records, including patron information.
Other states have passed laws that restrict
the use and/or disclosure of SSN.

“Organizations natu-
rally tend to worry

most about Federal
requirements.”

California, for example, recently enacted a
law that defines the specific crime of identity
theft, as well as a law that requires companies
that do business in California to promptly
disclose to affected individuals any breach of
network security that results in the disclosure
of personal information.  This requirement
imposes an obligation even if the only busi-
ness presence is electronic transactions that
are not stored in California.

What can be done?
Improve the security posture of the organiza-
tion by implementing third party validation of
the organizational security posture on a
reoccurring basis.  This should be done to

provide proof that the organization has ap-
plied “due diligence” to the protection of the
information contained in their systems.  To do
this the organization should have a program
that provides for security audits or posture
reviews on an annual basis.  These assess-
ments should include but are not limited to the
identification of applicable legislation and a
trusted third party (like Security Horizon) to
perform independent assessments to validate
the current security posture.

Organizations could be open to legal issues if
they focus only on federal requirements and
ignore the possibility that states or municipali-
ties may also impose constraints in the areas
of information privacy and electronic security.
With state and local laws proliferating organi-
zations would be wise to coordinate with their
legal advisors to properly assess and analyze
applicable state laws and municipal ordi-
nances.  Organizations are already reviewing
their system security policies and technical
controls.

At the same time management should bear in
mind that conducting an effective security
audit is a complex process and that identify-
ing potential weaknesses is only a part of the
equation.  One part of the equation is the
remediation of the potential weaknesses.
Another part of the equation is proving that the
audit and remediation is valid.




