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Notes From the Editor

Russ Rogers, CISSP, CISM
Managing Editor

It seems as if security professionals have a
love for acronyms and obscure terms that can
often leave a normal person lost in waves of
confusion and nausea after even the briefest
encounter. But truth be told, these terms
make tremendous sense if you understand
the context within which they're used. To my
own chagrin, I have found myself using these
same specific terms to describe the security
process to my own customers. Fortunately,
I’'m not yet so blind that | don’t notice the blank
stares and glazed eyes that are reflected
back at me from customers. So itis with
those looks in mind that I've decided to try
and clarify a few of these terms.

Best Practices

These practices normally vary from industry to
industry based on the actual needs of the
customer or the regulatory compliance ex-
pected from the industry. But in most cases,
the basic premises are the same. There are
certain steps that can be taken by any com-
pany, to improve their security posture, that
are considered normal and standard. These
might include having a firewall installed at the
perimeter of the network, conducting annual
security assessments and evaluations, or
perhaps creating an executive level position
that controls and enforces security policy
within the organization. The security profes-
sional you use should have a very good
understanding of the requirements of your
industry and what steps are considered
normal baseline precautions to protect corpo-
rate information assets.

Defense in Depth

Simply put, Defense in Depth says that imple-
menting just one step in the security process
is not enough to really protect your information
assets. Forinstance, afirewall may help to
protect your network perimeter from nefarious
individuals on the Internet, but it fails to take
into account the users inside the network. On
the other hand, the creation of a security
policy won't, in and of itself, ensure that users
are using strong passwords or conduct rou-
tine virus scans of their own systems.

Assessments and Evaluations

Assessments are easily one of the most
misunderstood aspects of information secu-
rity. This is due partly to the fact that many
security professionals refer to different activi-
ties as assessments when they're actually
doing something different. The National
Security Agency (NSA) defines an assess-
ment as activities that define the critical
information and systems within a customer
organization, define security objectives,
identify security holes in policy and implemen-
tation, and measure current security posture.

Security evaluations, on the other hand, are
more technical in nature and are intended to
measure the security posture of the technical
components of an organization. This is where
the security team runs scans and tries to see
what network components can be compro-
mised. The real problem with these terms is
that they are often used interchangeably even
though they occur in distinctly separate
stages.

Hopefully, as you read through this issue of
The Security Journal, you'll gain a better
understanding of the broad concepts of
information security. You don’t need to be an
expert, you just need to be educated.

Peace and well being, my friends.
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Mark Your calendars for June 6 - 9, 2004
We're happy to announce the joining of two great conferences!

THE 2004 TECHNO SECURITY CONFERENCE

The Gth Annual Techno Security Conference will include Incident Response and Forensics, Wireless Security
Workshop, Intrusion Detection, Body Armor for CyberCops, Technical Counter-Termorsm, Privacy |ssues,
Managed Security Services, Steganography, Anti-Hacking Sirategies, Techno Tools, Legal Liabilities,
Biomatrics and Physical Security Bonus Sessions, and many more timely topics.

GUIDANCE SOFTWARE'S 2004 COMPUTER AND ENTERPRISE INVESTIGATION CONFERENGE

Guidance Software's 3rd Annual Computer and Enterprizse Investigations Conference (CEIC) will
include detailed incident response, forensics and investigations labs and lectures in a multi-track format.
Attendees will garn CPE credits for each lab and learn the latest technigues from active duty investigators.
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For the 2004 conference, we will be providing birds-of-a-feather sessions for ocur allendees who are
members of the Electronic Crimes Task Force, ASIS, InfraGard, HTCIA, ISACA, CPAC, Senior Forensics
Examiner group and EnCE Cerdified Investigators. Our conferance has become a secondary mesating place
for many groups over the past three years.

This will be an unprecedented opportunity to attend two great conferences for one low SuperPass prica. All
attendess will ba able to altend any parl of either conference throughout the three-day event. Register early
to ensure sealing. Each conference will be limiled to 500 altendess.

For more information, pleases go to : Hipfesw Techno2004.com or Hip:Aesww CEIC2004 com




Incident Response: Part 5 - Recovery

By: Greg Miles

Last issue we took a look at the eradication process and the critical steps
to remove the cause of the security incident. This article is the fifth of a
six part series in Incident Response (IR). IR professionals have adopted a
basic core set of activities that encompass the IR discipline that includes
IR preparation, identification, containment, eradication, recovery, and

follow-up.

Professional organizations that provide
advice in the IR arena include but are not
limited to the Carnegie Mellon Software
Engineering Institute CERT® Coordination
Center (www.cert.org), the SANS Institute
(www.sans.org), National Information Protec-
tion Center (www.nipc.gov), Federal Com-
puter Incident Response Center
(www.fedcirc.gov), and the Forum for Incident
Response Security Teams (FIRST)
(www.first.org). This article focuses on IR
Recovery.

Preparation

Identification

Containment

Eradication

Recovery

Follow Up v

The Incident Response Process

The primary goal of the Incident Response
Team is to maintain/restore business continu-
ity. A major part of this goal is to get back to
normal or better operations following an

incident. The purpose of recovery is to as-
sure the organization is back at full opera-
tional capability as it was before the incident
occurred. Mandia and Prosise (Incident
Response: Investigating Computer Crime,
2001, p.29) state the following “The goal of
the recovery phase is to restore the relevant
systems to a secure, operational state.” Key
emphasis is on the words secure and opera-
tional.

The recovery process can be broken down
into four primary functions:

[ Finalize all investigation activities

[0 Restoring system and networks to their
full operational state

[ Verifying operations to assure full
recovery

[ Testing the recovered system to as-

sure the same vulnerability cannot be

exploited again

Finalize Investigative Activities: Before
any recovery activities can occur, you must
first complete all investigation activities, as
the recovery process is more than likely going
to destroy any evidence of the incident.

Restoring system to full operation: The
actual starting point for the recovery process
depends on what had to be done to eradicate
the incident. These eradication activities will
drive the additional level of effort for the
recovery process. The three primary actions
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Identity Theft By: Matthew Hoagberg

Ask if you can use a different number.
The last couple of times | have filled out
a form that asked for my social | asked
if | could substitute another number it
its place and they told me to just leave
it blank. They don’t need it. Some-
where along the line it just became
common place to ask for an
individual's social security number.
People think because it's on the form

cases, you have to be a victim of fraud
inorder to put a freeze on your account,
but you do have the option to put a
fraud alert on your account. The credit
agency will call you and let you know
that someone is or has applied for
credit. | personally have called and put
this fraud alert on my account and it
doesn’t always work.

they must need it for something. This Stolen Identity-What to do first:

is not always the case; you need to Once you have discovered that you are a
question why someone needs your victim of identity theft you need to get the word
social security number. out and document your actions. Call your

» Know your credit report! Check your local police department and file a report.

creditreport annually. Know whatison  After you have filed a report call your bank
your report. If someone has used your  and any other organization that could be
information to open a new account, this  effected by the theft of your identity such as
is a great way to identify any new your credit card company and the credit
activity. Too many times, illegal activity  organizations:

on your credit is discovered only after
you've been turned down for credit.
Eventually this activity will be uncov-
ered, but after you are declined for a
new loan or pre-approval for a new
home.

» Read your bills and your bank state-
ments. Make sure you understand
what you are reading. Are there any
withdrawals from your account that you
guestion. If someone is using an
account that you opened, this will be
the place to identify the identity theft.

Remove your name from public lists. Some of
these things cost money so you need to
assess the risk compared to the price. You
can remove your name from the phone book,
remove your name from marketing lists, sign
up for the no call list (for the federal list go to
https://www.donotcall.gov/default.aspx or call
888.382.1222. For the states that have a no
call list go to http://www.the-dma.org/govern-
ment/donotcalllists.shtml), put a fraud alert on
your account, or freeze your account. In most
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Equifax Consumer Fraud Division
P.O. Box 105069

Atlanta, GA 30348

1 800 525 6285

Experian Consumer Fraud Assistance
P.O. Box 949

Allen, TX 75013

1888 397 3742

Trans Union Fraud Victim Assistance
Department

P.O. Box 6790

Fullerton, CA 92834

1 800 680 7289




Identity Theft By: Matthew Hoagberg

Log on to www.consumer.gov/idtheft or call
the FTC at 1-877-438-4338 and report the
theft. Close any accounts that may have been
open or used without your authorization. Your
police department, Bank, credit organiza-
tions, etc. will all have more information that
will help you recover from being a victim of
identity theft.

Identity theft is a crime. Even though in many
cases, if the theft is caught early enough, the
victim is not responsible for paying out a lot of
money, unfortunately the theft can affect your
credit and good name for many years to
come. Work with your credit organization,
document everything, and continue to protect
your information.

Matthew Hoagberg is a security consult-
ant working for Security Horizon in
Colorado Springs..

If you’d like to contact Matthew, you may
reach him at the following:

matt@securityhorizon.com,
www.securityhorizon.com
719-488-4500.
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Physical Security Holes

By: Jack Wiles

The Easiest Way To Break Into Your System!

As a pioneer in the worlds of physical security and computer security,
| have seen a lot during the past three decades. If | were to write just
one statement describing my feelings about security today it would be
the statement that | used for the title of this article.

I've made another statement several times in
presentations this past five years or so —“If
you have physical security holes, | don’t care
what resources (countermeasures) that you
throw at technical security, they will fail! If I can
walk up to your work station and log in as you
using the information stuck to the side of your
monitor, 'M YOU!

During my three years as an inside penetra-
tion team leader, my job was to get our teams
inside the target’s building(s) and attack their
networks and phone systems from their own
desks. Unfortunately, our teams were always
successful and | retired from that (sometimes
fun) line of work UNDETECTED! We were
able to gain access to their buildings and
ultimate control of their networks using the
same techniques that we have been reading
about for years. All of our successes were
possible because of our not being challenged
or reported by any employees that we came
in contact with. They just weren't trained in
what | would call security awareness counter-
measures. These are the same kinds of
countermeasures that we all need to be
aware of now that our country has been a
victim of international terrorism.

When attacking these companies (obviously,
we were hired to do that to test their vulner-
abilities), we used most of the standard tricks
in the book to include social engineering, lock
picking, tailgating into buildings, getting our
hands on company phone directories,
dumpster diving, re-assembling strip cut
shredded documents, key board monitoring

and becoming really good friends with the
cleaning crew. This combination of low hang-
ing fruit types of attacks was successful every
time. Our only requirement when starting one
of these jobs was that we couldn’t use forced
entry to open anything. We didn’'t need to!
What's most frightening to me personally is
that | know that we were good at what we did,
but | also know that there are many ‘real’ bad
guys out there who are much better at physi-
cal access than we were.

How about some Countermeasures? If there
is one single suggestion that | can make itis
this — Security Awareness Training. | have
been preaching about the need for continued
awareness training (at least annually) for
every employee of every company. Our em-
ployees are our only human line of defense.
They are also a major vulnerability if they are
not made aware of the kinds of things that
might be coming at them when they least
expect it. This is especially true for the people
who work other than normal hours from the
rest of the employee population. That's why
we used our well-honed social engineering
skills to befriend the cleaning crews that we
came in contact with. One of the main rea-
sons for this was that they usually knew where
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Physical Security Holes

By: Jack Wiles

everything was in the building, and most of the
time they had a building master keys that
would open just about any door. We really
liked them. It's not that they weren’t smart.
They were. It's just that they were not trained
to be just a little suspicious when strangers
showed up on the scene. In this post 9/11
world, we all need to be just a little more
suspicious from time to time. On several
occasions, we were actually able to borrow
their keys for a few minutes (just enough time
to cut a copy using the portable key machine
that we brought with us) and then return the
keys to them with a warn “Thanks”! Of all
people in a company, the cleaning crews and
all others who work the grave-yard shifts need
awareness training.

Here are a few more quick suggestions:

» Take aninventory of all keys and locks
in your buildings and make sure that alll
of the locks are working properly.

» Ifpossible, always use cross-cut
shredders. As cheap as they have
become, we recommend that every
important person have one in their
office (and at home). Some of our
favorite targets were the recycle boxes
where executives would place their
‘important’ papers until the box filled up
and was taken to the recycle bin (which
was frequently unlocked).

* Look closely at your corporate policy
for addressing strangers in your build-
ings. Is there a tail-gating policy, or can
someone simply enter a door behind
an employee who just unlocked it with
their access card?

* Remove signs from important office
doors. Is there a need for a sign that
reads “Computer Room” or “Telephone

Switch Room™? The people who work
in the room certainly know where itis.
Why let the bad guys find it so easily?
These rooms might also warrant
special high security locks.

» Consider placing cameras with motion
sensors near your dumpsters if they
are easily accessible to the public.

This brief article is not intended to be all-
inclusive in addressing the many issues of
physical security. I'll end it with a statement
similar to the one that | started it with. The
money that you spend on firewalls, intrusion
detection systems, event monitors and just
about any other technical countermeasure
could be greatly compromised by someone
logging into your network from a desk that sits
inside of all of those countermeasures. Physi-
cal security is as much a people issue as it is
a technical issue and your people need to be
trained and made aware of how they can help.

Jack is a senior security specialist with over
25 years experience in the fields of technical
and physical security. He is also a senior
partner with TheTrainingCo. and the Master
of Ceremonies of their annual International
Techno Security Conference at Myrtle
beach, South Carolina. www.techno2004.com
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Security Management

By: Ed Fuller

Security is a fundamental business process in the real
world. No viable organization would even consider begin-
ning operations without implementing some protection
against theft, fire and vandalism.

However, organizations engaged in com-
merce routinely skimp on the protection of key
information assets and systems. Asingle
security breach in the electronic world can be
far more damaging than it would be in the
physical world in terms of information loss,
bad publicity, loss of customer and/or partner
confidence, and stakeholder liability. Once
this realization hits, information security
quickly becomes a key priority for the organi-
zation.

Complicating the issue is a general lack of
security management awareness at all levels
of an organization. From senior management
to customers and suppliers, security is per-
ceived at best as a necessary evil. Atworst, it
is an expensive and unwanted intrusion into
the normal day-to-day business operations.
This is an attitude that must be overcome in
order to establish consistently good security
practices. Without a clear demonstration that
security management adds value, any security
process will likely be subverted by its users.
Both individuals and business units must
understand that security managementis an
enabler that accelerates achievement of
business goals.

A successful security management solution

should begin as an integral part of an
organization’s overall business strategy.
Once security management is accepted as a
core business operation, it requires the
development of guidelines that create the
security practices needed to support the
business strategy. These guidelines are what
most organizations understand to be their
security policy. This security policy in turn
drives the development of the security man-
agement architecture. Finally, this framework
is monitored for vulnerability, attack, misuse,
or abuse. The end resultis improved informa-
tion asset confidentiality, integrity, and avail-
ability, for both inside and outside the organi-
zation.

“Security Is a
fundamental business
process in the real
world.”

It sounds straightforward. Butthere is one
significant obstacle — very few organizations
really know what information assets reside on
their networks, where the information assets
are located, who has access to what informa-
tion assets, and what the cost of having the
information assets compromised would be.
This lack of self-knowledge is the most crip-
pling factor when it becomes time to convert
guidelines into a usable and enforceable
security policy and practices. If the guidelines
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It’s Coming!

The INFOSEC Evaluation Methodology is currently being reviewed by the National Security
Agency! This means that IEM training courses will most likely begin in the Spring of 2004,

If you’ve been waiting to take the INFOSEC Assessment Methodolgy Course, then wait no
longer! Be prepared when the IEM is released.

Learn a standard methodology for Learn the tools considered standard
conducting technical evaluations! during the evaluation process!

Get hands on experience with some of Get information on security tools used
today’s best security tools! on Windows and UNIX platforms!
Provide your customers with a Learn how to create valuable matrices
customized security roadmap to based on industry standards and
increase their security posture! customer input!

See how to provide a valuable metric
for trending the increase in security
posture at customer organizations!




