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Notes From the Editor

I just finished taking a certification exam.  Over the years there have been 
many debates about being certified.  I mostly agree with the group that states 
being certified does not mean you know what you are doing.  I am a fairly 
good test taker so the exams do not bother me.  I know a number of people 
that completely freak out just hearing the word “test”.

If you look at my tag line you will see an alphabet soup after my name.  
Just because I do not believe in the absolute need for certifications I do 
understand their place in the business world.  I just wish HR departments 
could understand they are not a cut and dry litmus test of one’s knowledge or 
ability.

Of the certification tests I’ve taken over the past year one thing has really bugged me.  Many 
of the questions are just completely out of date and the “correct” answer would fail all due care 
requirements.  The process behind updating tests takes too long.  I dislike having those new to 
the field learning some of these outdated concepts/answers.  

I have no answers for how to fix the dilemma.  Everyone has to make his or her own peace 
with the process.  Join me on the Facebook page for The Security Journal (1) and share your 
thoughts.

Yes, The Security Journal has joined the world of social media.  To help foster communications 
and the sharing of ideas we created our own page.  If you wish to talk about the articles this 
would be a great place.

In this edition of TSJ the articles is a great article with some different thinking, The Shared 
Fundamentals of Golf and Information Security.  The ability to explain security without using 
technical jargon is a difficult task for most in our industry.   Here is a great way to start thinking 
and communicating in a different manner.  

If you have suggestions for changes or are interested in contributing an article to TSJ please 
let me know at editor@thesecurityjournal.com

Submission deadline for the Fall edition is 1 August, 2011.

~bri

(1) https://www.facebook.com/pages/The-Security-Journal/166329413412707

Brian Kirouac, CISSP, PMP, QSA, ISAM, ISRM, CISA is the Chief Technology Officer and 
Vice-President for Security Horizon, Inc. (www.securityhorizon.com), Editor-In-Chief of 

The Security Journal (www.thesecurityjournal.com), and a professor with the University of 
Advancing Technology (www.uat.edu).  You may contact him at editor@thesecurityjournal.com 

or bkirouac@securityhorizon.com.
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Identity and Privacy in the Digital Era tim godlove

There is a growing consensus that if the jumble of state and federal statutes, 
consumer pressure, and self-help s to be unified into meaningful privacy 
protection in the digital age, then we will have to do more than pass a law. The 
law in general, and each of us in particular, will have to make some fundamental 
adjustments in the way we think of personal information and electronic 
communication. In doing so, we will ultimately have to change our idea of what 
we can reasonably expect to keep private. 

						      Ellen Alderman and Caroline Kennedy 

Introduction

In the digital era of the 21st century, when issues of privacy are discussed so are issues of 
identity. Closely related to privacy is personal identity: “when your identity is not known, you 
tend to have more privacy” (Cavoukian, 2006). When it is possible to link information to one’s 
identity, this is considered personal information. The right to privacy is the right to exercise 
control over the collection, use, and disclosure of this personal information. Entities we trust to 
protect our personal information do not suffer when information gets exposed. It is individuals, 
who suffer when their personal information is exposed and do not have the capability to protect 
that information. Personal information is valuable and it becomes more valuable once stolen. 

People are connected through their computers, mobile phones, the Internet, and a variety 
of other digitally based technologies. Each time an individual connects via digitally based 
technologies; personal information is collected and stored, with or without that individual’s 
knowledge or consent. Often this information is tracked and used by other by people, 
governmental agencies, organizations, insurance or marketing entities, and even thieves. 
Along with access to information, people also are losing personal privacy. Personal privacy and 
the protection of one’s identity are serious concerns expressed by the general public and this 
concern over privacy is not new.

The Nature of Privacy

For decades, the United States government has drafted legislation to protect personal 
identity and the exchange of personal information. The danger of the misuse of information 
was recognized nearly forty years ago when the U.S. Privacy Act of 1974 was established 
that included guidelines for basic privacy standards known as the Fair Information Practice 
Principles (FIPP). According to FIPP, those who use personal information must give notice 
to data subjects of their privacy policies. Data cannot be used or disclosed to others without 
data subjects’ consent. Information stored must be protected from corruption or theft. Because 
we live in an era when transactions take place in without face-to-face interaction and identity 
is verified through the comparison of information recorded and stored in databases, FIPP 
requires that people should have access to the data that is collected and stored in order 
to verify data accuracy. Finally, policies and procedures must be established that enforce 
accountability of FIPP guidelines and outline punishment for data information use and security 
breaches. 
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Inherent in the FIPP guidelines is the idea that people should be informed by the data user 
when their personal information is being used. What becomes a central question is what 
yardstick is used to determine what is considered private and non-private information and 
what legally constitutes “fair” use of personal, private, and non-private information. Other 
questions include what is considered fair notice, consent, security, access, and accountability 
in the gathering, use, and exchange of this information. Essentially, the FIPP guidelines do not 
protect the actual data. It is written to provide regulation of the collection and use of the data in 
specific contexts.

Regulatory Dilemma in the Digital Era

The explosion of digital technology and the ability to collect, store, and exchange vast amounts 
of information pose both enormous benefits as well as potential for significant harm. New 
storage technology has expanded the collection, organizing, and monitoring capacities of data 
users. Often the decisions about how the collected information will be used are done without 
human interaction; sophisticated pre-programmed algorithms automate the decision process 
on how the information is used and when and with whom this information is exchanged. 
Furthermore, there is virtually no cost to collecting and exchanging data over digital networks.

In addition to personal information, tracking technologies of digital information allows for 
other types of personal information to be collected and stored. This includes a digital trail of 
a people’s behavior as they use different digital technologies. For example, the information 
that is collected by a grocery store when people use their club cards is used to develop a 
behavioral profile of peoples’ spending behaviors. Digital technology provides capabilities of 
data information users to integrate and process information derived from multiple sources. This 
information is then reintegrated using state-of the art data processing software that allows raw 
data information to be dissected and recombined to develop digitally stored personal profiles 
of activity and behavior patterns. This information is then used to obtain insight about an 
individual that can be used in both positive and negative ways. 

Digital technologies have provided public and private sector entities the capabilities to use 
information in-house and to sell or exchange this information across both public and private 
entities, often without the knowledge or permission of the data subject. The intrusion into 
privacy and has grown over the last twenty years as information technology grew increasingly 
sophisticated with the personal computer and distributed networks becoming ubiquitous. 
Now sole and small business owners along with large international corporations have the 
capabilities to gather and process vast amounts of data in whatever manner is desired. Public 
entities, often forced by shrinking budgets, increasingly have relied on private sector entities 
to manage the gathering and processing of information used by service providers. This has 
resulted in the privatization of public services. This trend has been increased with the use 
by state and federal agencies’ reliance on private sector entities to use data collection and 
management activities to support antiterrorism efforts.  

A problem arises in the protection of personal data because of differences in regulations that

Identity and Privacy, cont. tim godlove
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span across both United States state boarders as well as international borders where different 
jurisdiction come into play as data is exchanged across these boarders. Those individuals 
in countries with strict data protection laws have concerns about the safety of their personal 
information when this information is sold or exchanged with an entity in a country with 
less stringent data protection legislation. One problem in this privacy issue is the different 
interpretations of privacy and what information can be collected and how it can be used. 
For example, is the searching of a computer hard drive through digital technology as one 
is connected to the Internet or network connection the same as a physical search of one’s 
home? How does one know when this hard drive search has taken place?

What has happened is the explosion of digital technology has blurred the lines on what is 
private and public and how this information can be collected and used. This has contributed 
to the straining of the ability of privacy legislation to protect the individual from the collection 
and use of personal information. For example, in the name of national security, anti-terrorism 
legislation has expanded the power of state and federal agencies to gain access to information 
collected by private sector entities (e.g., e-mail records from private e-mail accounts, mobile 
phone records, and data from financial institutions).

Privacy Rights

The challenge in the digital 
technology and privacy 
conundrum is how to provide a 
reasonable expectation of the 
protection of one’s identity and 
privacy in the digital era such as 
fair levels of notice to individuals 
on what information is being 
collected and how it is being 
used as well as a self-regulation 
by those who collect and use 
this information. This protection 
of privacy is dependent on the policies, strategies, and technology that are developed and 
used by data users. In the United States, federal legislation has outlined privacy rights in the 
context of demands for a codified set of rules for how information is gathered and exchanged.  

The challenge for data users is finding a useful set of formal guidelines that define the specific 
rights of people and organizations in relation to the ownership of personal information. To 
protect their interests, businesses want a consistent set of rules that are applicable across 
borders. Currently, data users must develop a coherent set of guidelines and rules based 
on the general FIPP principles that define the rights associated with control over personal 
information that is collected and used.

Identity and Privacy, cont. tim godlove
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In terms of data privacy, the financial and medical industries are highly regulated in the use 
and exchange of personal information. The Financial Modernization Act of 1999 (Gramm-
Leach-Bliley Act)  requires financial institutions to notify their customers and given them 
the ability to “opt-out” of this information exchange when personal information is shared 
with affiliates or exchanged with third party institutions. However, while individuals must 
be notified about the sharing of their information, they typically do not have the ability to 
prevent information from being gathered or to correct misinformation collected. In the medical 
industries even more stringent regulations about the collection and use of information exists. 
Medical Privacy Rules enacted in 2001 requires written consent by individuals for their medical 
information to be shared and provides the right of individuals to review their medical records 
and have changes made if necessary. 

Finally, different from the highly regulated financial and medical industries, many business 
sectors (e.g., direct marketing industry), have no formal regulations that govern the notice or 
consent of the use of personal information. Overall, businesses do not have to account for the 
data collection procedures, and people have no specific rights in this area.

Monitoring and Enforcing Privacy Rights Regulations

When FIPP principles have been codified into information privacy protection regulations, 
these regulations only are effective to the extent that these specific rules are monitored and 
enforced. European countries are ahead of the United States in this area. Many European 
countries have established a comprehensive set of statutory rules that regulate how personal 
information is collected and exchanged by both government agencies and private organization. 
This allows for the enforcement of personal information use across all industries and sectors. 
This is different from the sectoral approach to regulation of the United States. 

In many European countries, an oversight entity (often a national regulatory system) monitors 
compliance with a comprehensive set of regulations that govern how personal information 
is collected and used by both governmental and private entities. For example, in the United 
Kingdom, a centralized data protection authority regulates compliance while in Germany, 
a decentralized network of regulators have been established at both the state and federal 
level. In the United States, no central monitoring and enforcement entity exists. Regulatory 
compliance rests primarily on private sector, non-governmental entities, that follow an 
uncoordinated set of laws governing the use of personal information.

In the United States, there are some sector specific monitoring (e.g. the financial industry); 
however, no federal privacy monitoring agency exists to enforce regulatory compliance. 
Monitoring and enforcement are heavily dependent on market-pressure and self-monitoring 
in those sectors without a formal privacy rules dictating protection of personal information. 
Monitoring is often accomplished through third party entities such as the Better Business 
Bureau that serve as watchdogs, provide information about businesses in compliance with 
privacy laws, and offer information and procedures on how to resolve disputes over the use of 
personal data (Holtzman, 2006).

Identity and Privacy, cont. tim godlove
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Conclusion

As long as we live and breathe we’ll be paranoid. We always have to be careful, 
but it isn’t going to stop the movement of this technology. 

								        David Barram

The private sector has used the lack of governmental protection of personal information 
as an opportunity to develop privacy enhancing technology to sell to the general public. 
Sometimes individuals do not even know that organizations maintain a record about them. 
Even more typical is the marketing of privacy enhancing technologies to businesses, who 
then offer privacy management of personal information as an additional service to customers. 
However, the business sector has employed privacy enhancing technology more as a means 
of developing consumer trust and protection of brand recognition and reputation. The greatest 
incentive for the business sector to use personal data in ethical ways may be the potential for 
significant consumer backlash. Even though, privacy enhancing technology will always lag 
behind the technology used to collect and process information. Still, consumers may not want 
to purchase privacy enhancing technology because of the lack of comprehensive regulations 
over individual privacy rights and weak legal rights to claims of this protection. In the end, 
as digital technology such as data mining and processing capabilities increase, so does the 
emphasis on developing and enacting regulations that provide greater protection over the 
collection and use of personal information.
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We all learned at a very young age how to manipulate people.  
We started learning how to manipulate people starting with our parents as a baby.  A baby 
cannot communicate wants or needs.  All a baby knows is how to cry.  As a baby gets older, 
the baby develops different types of cries to communicate wants and needs.  The baby will 
have one type of cry when hungry and another for other attentions.

As a child gets older, the child tries different approaches to manipulate people in order to 
satisfy wants and needs.  A child may try crying, when crying is no longer effective, a child 
will try different ways to try to satisfy wants and needs.  A child will try things like throwing a 
tantrum, pouting, begging, pleading, and proposing a deal.  We have all experienced this at 
some level.  Some of us have experienced this directly, others through observation.  Grocery 
stores and retail stores are good places to observe this behavior.  A child will try several tactics 
to manipulate the parent in order to obtain the desired item in the store.

As adults, we do the same things in different ways.  We try to manipulate people in order to 
obtain items we want.  A classic example of this behavior is an attractive woman will flirt with 
a man in order to gain an item for either a reduced price or free.  The man thinks the woman 
is interested in him and succumbs to the manipulation perpetrated by the woman.  The man 
doesn’t realize the manipulation has taken place until later when he tries to contact the woman 
and she has no interest in him.  The woman manipulated the man in order to get what she 
wanted from the man.

Security experts call this type of behavior “Social Engineering”.  Social engineering is the art of 
manipulating people in order to obtain a desired result.  People generally want to be helpful to 
other people.  It is part of human nature.  A manipulating person will use this knowledge in an 
advantageous way.  Some of the advantageous ways this could be used are to purchase an 
item at a reduced price, receive a desired item for free, or gather sensitive information.

Companies have sensitive information and this information should be protected.  We hear 
about sensitive information being leaked from companies frequently in the news.  How do 
all of these companies keep having information leaked?  One of the ways is through social 
engineering.  Taking advantage of people’s helpfulness is one of the best ways to gain access 
to the sensitive company information.  There are several techniques and ways to exploit a 
person’s willingness to be helpful, but that is not the point of this article.

So, what is the point of this article?  The point is to explore the concept of social engineering 
in different ways.  I recently watched the movie, “Inception”, starring Leonardo DiCaprio.  The 
premise of the movie is about being able to manipulate a person’s mind.  This manipulation 
takes place in a person’s dreams.  A team of attackers enter a shared dream and the objective 
is to extract a piece of sensitive information from the victim’s mind.  This is called extraction.  If 
a thought can be extracted from a person’s mind while the person is dreaming, can a thought 
also be planted?  The answer, according to the movie, is yes.  The process of planting the 
thought into a person’s mind is called inception.  The dream state is used for extraction 
and inception because when a person is in the dream state, the mind is more relaxed and 
susceptible to being attacked.  At least this is the how the story goes in the movie.

This is social engineering on a whole new level.  Social engineering is all about instant or near 
instant gratification.  How do I obtain this item for the lowest possible price right now?  How do 
I gain access into a company’s computer resources right now?  Sometimes it can take some

Social Engineering? shane morris
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time to set up the manipulation in order to gain the desired result.  For the most part, social 
engineering is all about the here and now.

Extracting a thought from a person’s mind, or exposing a hidden secret in a person’s memory 
is similar to what we will call regular social engineering.  The sensitive information is locked 
away in the person’s memory and the goal is to determine where the sensitive information 
resides and how to retrieve it, in the shortest amount of time.

Inception, on the other hand, is all about planting the thought or idea to be used at some point 
in the future.  Planting a thought or idea is more complex than gaining access to a person’s 
memory.  The complexity is based on the fact that in order to plant the thought or idea, it has 
to be owned by the victim.  This planted thought or idea needs to be planted in such a way to 
ensure it becomes the victims thought or idea and not rejected because it has been planted.  
In this case the planted thought or idea has to be intermixed with the victim’s own thoughts to 
make it take root and grow in the victim’s mind.  There is no guarantee the planted thought or 
idea will stick or fully develop into something actionable on the attacker’s part.  If the planted 
thought or idea does stick and develop into something the attacker can use, then it is a huge 
success.

The implications of performing this type of attack on a person are endless.  It could be used 
to perform corporate espionage, promote a political agenda, or gain access to government 
secrets.  Those are a few quick examples on how this type of attack could be used.  I’m sure 
that you can come up with several more ways.

From a security perspective, what are some of the ways you can protect against extraction and 
inception?  In the movie, the discussion regarding building defenses to protect against these 
types of attacks is raised.  Leonardo DiCaprio’s character states he can show a person how 
to guard against the extraction and inception attacks.  This is a fox in the hen house scenario 
because the character is also the one who performs the attacks.  When a mind is 
guarded with the techniques provided, there is security in place.  The problem is the security 
mechanisms in place can be defeated because of the known strategies used by the 
security mechanisms.

So, how do you secure your thoughts?  How do you set up defense in depth safeguards to 
handle these types of attacks?  Granted, this makes for a good Hollywood movie, and the 
concept seems to be more science fiction, but think about it.  Haven’t governments all around 
the world tried to extract information from people and get them to think a certain way for years?  
Governments have tried torture, brainwashing, and other techniques to perform similar attacks.  
This is just one example on how these types of attacks could be used and by whom.

If these types of attacks were to materialize, how could we defend against them?  Share your 
thoughts and comments regarding this topic on the Security Journal Facebook page.

Social Engineering, cont. shane morris
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of Golf and Information Security
Recently I decided to go play some golf, and I attempted 
to gather enough folks for a full golf four-some, but didn’t 
succeed. Well, it was in the afternoon on a workday; so 
it’s not too surprising. Regardless, I wanted to play so I 
went out as a single golfer and was grouped with 2 others 
(we didn’t have a fourth). FYI, I really enjoy golf, and love 
the networking opportunities it presents. You just never 
know whom you are going to be grouped with, what you 
may learn, or what you may teach someone. 

	
After teeing off, we began with the usual small talk such 
as, “So, what do you folks do for a living?” It turns out one 
of the golfers is a City Manager for a city in Denver Metro 

area, and the other is a course pro at a golf course in Scottsdale, AZ. To protect the identities 
of those presumed innocent, let us call the city manager “Joe”, and the course pro “Tim.” 
Hmm, a rather interesting group: golf course pro, city manager, and me - the resident security 
evangelist/geek. Of course one of the questions they asked was, (seems like many people ask 
this question) “can you teach me to hack?” /sigh. I always just laugh off the question and move 
the conversation along. 
	
Oops, I almost forgot to tell you the catalyst for this article. It was during a previous round 
of golf at the very same course. At the time, I was distracted by an information security 
(INFOSEC) issue that I was trying to solve and my golf game was suffering because of the 
distraction (like I need any help being bad at golf. Haha). Then, in a brief moment of clarity, 
I started noticing similarities between my failing golf game, and the hiccups I was trying to 
correct in an INFOSEC program (the mental distraction I mentioned). What I noticed is that 
many of the golf fundamentals I focus so hard on implementing in my game are very similar 
to several INFOSEC fundamentals. So I brought this thought up to the rest of the group (both 
of them) to get their thoughts. All I got back was blank stares. DOH! My bad; sometimes I get 
so excited about an idea or revelation I forget to translate geek <-> human (we speak such 
different languages unfortunately). After briefly explaining some INFOSEC concepts, and how I 
thought they related to golf, the conversation became lively.
	
Tim, the course pro, brought up the book by Ben Hogan called, “Five Lessons: The Modern 
Fundamentals of Golf,” and immediately started seeing parallels between the fundamentals of 
golf and the fundamentals of INFOSEC I had explained. 

In Ben Hogan’s “Five Lessons: The Modern Fundamentals of Golf”, Mr. Hogan believes that 
a solid, repeatable golf swing involves only a few essential elements, which, when performed 
correctly and in sequence, are the essence of the swing. Those lessons/

The Shared Fundamentals... chuck little
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elements are:

1.	 The Grip
2.	 Stance and Posture
3.	 The First Part of the Swing
4.	 The Second Part of the Swing
5.	 Summary and  Review (tying it all together)

The Information Security fundamentals I am referring to include:

1.	 Confidentiality
2.	 Integrity
3.	 Availability
4.	 Authenticity
5.	 Non-Repudiation
6.	 Defense in Depth

Obviously there is no direct one-to-one match/correlation between the fundamentals of golf 
and INFOSEC, but they do share many commonalities. Which reminds me of another gem of 
knowledge Ben Hogan gave us.  Mr. Hogan stated, “Movements of the golf swing are like a 
chain action in physics.” What Mr. Hogan is saying is that each link in the golf swing (chain) 
interacts with, and affects, all other parts of your swing (links). So, it is essential to develop golf 
swing fundamentals that work cohesively and synergistically (wow, spell-check didn’t even bat 
an eye at that one) with one another in order to form a powerful, efficient, repeating golf swing. 
With this in mind, consider carefully the following statement—the golfer who thinks he or she 
needs to improve only one thing in order to begin hitting the ball well is not going to improve, 
and in most cases will make things worse. 

Now you are probably asking yourself, “Chuck, what are you talking about, and when are 
we getting back to INFOSEC.” Good question, but I’m way ahead of you. The same concept 
applies to Information Security.  Just as the movements/components of the golf swing affect all 
the other associated movements/components; INFOSEC components affect the components 
and processes that depend on it. For example, let’s say that your organization has a router 
doing egress/ingress filtering, a firewall with a solid rule base, a security awareness program 
in place, antivirus on all systems, etc. Sounds like a good set up, right? But even the best 
defense-in-depth INFOSEC strategies can be circumvented, intentionally or unintentionally, by 
a disgruntled or unknowing employee, a server misconfiguration, or any number of potential 
INFOSEC hazards.  My point is, every link in an organization’s Information Security chain is 
important and requires due consideration.

	 Though we may not have time to discuss each of the golf and INFOSEC fundamentals 
I have mentioned, I do want to discuss a few of them with you. Perhaps we can discuss the 
other, or additional, concepts another time.

The first of the “Five Lessons” addresses “The Grip.” Ben starts off by saying “Good golf 

The Shared Fundamentals, cont. chuck little
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begins with a good grip.” First thing that comes 
to mind is “good INFOSEC begins with good 
policies and procedures.” Just as the Grip is the 
foundation of a good golf swing (since that’s your 
only connection with the golf club and all power 
is transferred from your body through your grip to 
the club), policies and procedures are required 
as a solid foundation for any INFOSEC program.  
Look at it as the power/viability of your INFOSEC 
program being linked to your organization and 
business practices by policies and procedures.  
If your organization’s policies and procedures 
are weak, ill defined, or not enforced, then your 
organization’s INFOSEC posture is negatively 
impacted. In golf parlance, your organization “just 
sliced the ball off the tee into the woods.”

The second of the “Five Lessons” is: “Stance and 
Posture.” Ben states in this chapter “The proper stance and posture enable a golfer to be 
perfectly balanced and poised throughout the swing. Only then will his (or her) legs, arms, and 
body be able to carry out their interrelated assignments correctly.” This lesson relates quite 
well to “defense in depth,” and I view this as applicable to an organization’s overall INFOSEC 
posture. Where the proper stance and posture enables the golfer to be balanced and poised, 
the proper INFOSEC posture permits the organization to balance their business requirements 
and security requirements.  Additionally a good INFOSEC posture will permit an organization’s 
employees to carry out their assigned duties correctly and securely, with no significant 
negative impact to the organization. In fact, an employee with good security awareness will 
generally have a positive impact. They become a “human firewall” that assists in protecting the 
organization’s information assets.
	
Regarding the third and fourth of the “Five Lessons”, which are: “The First Part of the Swing,” 
and “The Second Part of the Swing.” I will not be addressing these lessons during this 
discussion due to time constraints. Additionally, I view these two lessons as the implementation 
and maintenance cycles of the GSDLC (Golf Swing Development Life Cycle), and think they 
deserve a discussion of their own; perhaps in another article, in an online discussion, or over 
beers at the local watering hole.
	
This brings us to the fifth and final of the “Five Lessons, Modern Fundamentals of Golf”: 
Summary and Review. Initially, the title of this chapter/lesson threw me off a bit. It doesn’t seem 
to be a lesson per se, but exactly what the title says it is; a summary and review. Question: 
Is that a lesson? Actually, yes it is. Whenever an organization conducts disaster recovery 
operations, business continuity testing, has a security incident, etc, a solid and necessary part 
of the maintenance and improvement of your INFOSEC posture is to prepare an After Action 
Report or Lessons Learned document. That way, the organization can go over what happened, 
what was expected to happen, perform a gap analysis of the two, and utilize the analysis 
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.results as a “feeder” back into the over-all processes and procedures. So, Summary and 
Review are pretty essential components; not only of one’s golf swing, but of an organization’s 
INFOSEC posture. 

An INFOSEC program is not a static entity, at least it shouldn’t be. The landscape of INFOSEC 
threats, attack vectors, and those with ill or misguided intent, is constantly changing. Just as 
every person’s golf swing is a bit different, each organization is different, with different needs, 
requirements, assets, etc. But each good golfer, as with each good organization, integrates 
fundamental core concepts into their game (business practices). With solid fundamental 
processes and procedures in place, an organization is more able to adapt to the environment, 
while maintaining a valid security posture, and still keep the bad guys out of your valuable data 
as well as your computing resources.

I think Ben Hogan summarizes it very well with the following observation: “It is my genuine 
conviction that all that is really required to play good golf is to execute properly a relatively 
small number of true fundamental movements.” And to paraphrase his comment so that it 
applies to Information Security, “It is my genuine conviction that all that is really required to 
secure the information assets of an organization is to execute/implement properly a relatively 
small number of true fundamental security practices.”

Information Security, as in Golf, is a never ending battle and learning experience; but 
by applying some key fundamentals, taking security seriously, I think you will see your 
organization’s security posture improving (probably quicker than your golf game).  Now if only I 
could get my golf handicap down, like I’ve done for my INFOSEC risk posture.  
We’ll see you on the course!
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So here we go again, the question is how good is your security?  Several times 
over the last few years I’ve written about the scoring system that the Information Security 
Assessment Methodology creates.  This is good as it shows how your security is, at a single 
point in time.  But the question being asked lately is…how good is the security program?  Or, 
are we making any progress in security?  Annual organizational security assessments give you 
an answer for a single point in time, but not the continuing process called the security program.  
So what is needed is a tracking system is simple, repeatable and can show at anytime how the 
program is working.  Security metrics.

Don’t panic and quit thinking security metrics don’t work.  To make security metrics work 
you need to keep it simple.  You need to know three things and you can develop security 
metrics for any organization.  1 – How simply can the metrics be understood without much 
explanation?  2 – What are you measuring against? (Can you say standards?)  3 – What is the 
source of your security metrics?  (This is the tough one.) So let’s address these in order.

First simple displays can make for easy understanding.  I don’t recommend fancy graphs.  If 
you are with a Federal or large organization that wants graphics, I recommend you minimize 
clutter, lines, and colors as much as possible.  I actually prefer to either make the final output 
either scaled or graded.  I really don’t like displays like the “stop light” as they don’t really tell 
you anything and actually, IMHO, can be misleading.  Depending on who your audience is, 
chose what they use for most executive reporting.  Scaled can be a simple percentage score.  
Grading can be as simple as the grading scale used by most education institutions. (A, B, C, 
D, and F)  I actually find grading to be the most effective and it does use scaling so is easy to 
understand.

0-59 = F
60-69 = D
70-79 = C
80-89 = B
90-100 = A

Second understand the standard that your program is based on.  Ad-hoc security programs 
that don’t use a consistent standard will always have holes, because something is either 
forgotten or overlooked.  That is just a fact of life.  The two (2) standards that most commonly 
used are NIST (National Institute of Standards and Technology) and ISO (International 
Standards Organization).  Either one works and are actually pretty close to each other, easily 
mapped from one to the other.  In fact if you look at NIST SP (Special Publication) 800-53 
revision 3, Appendix H it is already mapped for you.

Third is really the hardest part.  Determining the source of your metrics.  While I don’t have a 
perfect solution, I always try to automate the collection as much as possible.  Documentation 
such as policy and procedures can be Boolean, it either exists or it doesn’t.  Another factor can 
be the review cycle of documentation.  Has it been reviewed within the organization’s specified 
period of time?  Again, Boolean, it either has been or it hasn’t.  Some things can be simple like 
total servers and average vulnerability findings per server.  Others get more complicated such 
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as flaw remediation where you need to know:

1 – Patches, Service Packs, and Hotfixes pending installation.
2 – Average time to test and install the Patches, Service Packs, and Hotfixes.
3 – Flaws discovered during testing or third party assessments.
4 – Incident response activities.
5 – System error reporting.

And probably a few more that you can think of right now.  How far you drill down and 
complicated it will be is your choice.  I really advise you to keep it as simple as possible.  So, 
to give an example to ponder about how this can work…let’s look at NIST SP 800-53, revision 
3, RA-5, Vulnerability Scanning. 

The controls from this standard are what we will use to score are:

The organization:
a. 	 Scans for vulnerabilities in the information system and hosted applications [Assignment: 
organization-defined frequency and/or randomly in accordance with organization-defined 
process] and when new vulnerabilities potentially affecting the system/applications are 
identified and reported;
b.	 Employs vulnerability scanning tools and techniques that promote interoperability 
among tools and automate parts of the vulnerability management process by using standards 
for:
	 –	 Enumerating platforms, software flaws, and improper configurations;
	 –	 Formatting and making transparent, checklists and test procedures; and
	 –	 Measuring vulnerability impact;
c.	 Analyzes vulnerability scan reports and results from security control assessments;
d.	 Remediates legitimate vulnerabilities [Assignment: organization-defined response 
times] in accordance with an organizational assessment of risk; and
e.	 Shares information obtained  from the vulnerability scanning process and security 
control assessments with designated personnel throughout the organization to help eliminate 
similar vulnerabilities in other information systems (i.e., systemic weaknesses or deficiencies).

We first decide how we want to display the result.  In this case I’m going to use the grading 
system. (Explained above.)  Second we have the standard.  For this example I’m using NIST 
SP 800-53, revision 3.  And lastly, the source…using the outline above:
a.	 Are scans are scheduled and conducted on a regular basis?  This is Boolean, are they 
accomplished or not?  Yes=1, No=0.
b.	 Are the scans automated and complete?  Again this can be Boolean.  Yes=1, No=0.
c.	 Analysis of results conducted?   Simply skimming the results for highs or critical findings 
is not enough.  The results need to be analyzed for valid findings.  Again, Boolean.  Yes=1, 
No=0.
d.	 Remediation is scheduled and tracked.  This is done through a Plan of Action and 
Milestones (POA&M) for Federal systems, but can be anything that fits your organization and 
allows for oversight on the process.  I would recommend using another grading scale of 90% 
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accomplished on schedule as the goal and allow you to make this Boolean also. Yes=90% or 
more findings are closed on time (1), No=89% or less are closed on time (0).
e.	 Is the information shared with appropriate personnel?  Again, this can be complicated 
as you need to determine who the appropriate personnel are, and how is notification 
accomplished.  I usually include, System Owners, System Managers, and System 
Administrators.  Yes=1, No=0.

So if you have all five (5) controls in-place and functional, you get 100% (A).  Or more 
commonly, that I see…A/B/E are accomplished no problem, but C and D are not adequate.  
The result three (3) out of five (5) are one (1) resulting in 60% or a grade of “D”.

One last thought you should consider, don’t prejudge what the score should be, it can lead 
to skewed results because you are trying to find data to support the desired outcome.  If you 
keep it simple the results can show you systemic issues that need to be addressed.

Security metrics are as complicated as you want to make them.  In this article I really tried to 
make it overly simplified, your results will and probably should be different.  The real value in 
security metrics is the ability to provide a real look at how the on-going security program is 
working.  It does take time, coordination, and by-in, to work, but is well worth the effort.

Additional reading that I recommend you look at prior to developing your own security metrics 
for the first time:

-	 NIST SP 	 800-137, Information Security Continuous Monitoring for Federal 
Information Systems and Organizations.
-	 Security Metrics, Replacing Fear, Uncertainty, and Doubt, Andrew Jaquith, ISBN 0-32-
134998-9, Copyright 2007 Pearson Education, Inc.
-	 Applied Security Visualization, Raffael Marty, ISBN-10: 0-321-51010-0, Copyright 2009 
Pearson Education, Inc.

Hey, I have a question for you…What would you like to read about?  Send an email to 
journal@securityhorizon.com and we will try to find an author to discuss your topic.
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