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Notes From the Editor

T By now, we are in the middle of our Summer

ll activities. Baseball is in full swing and | had the
opportunity to watch the Colorado Rockies beat the
Boston Red Sox’s in person. The game reminded me
of our efforts to keep things secure. The lead changed
several time before the end of the game. In the bottom
of the 9th inning with 2 outs, the Rockies hit a 2 run
walk-off homerun to seal the win at 11-9. Like the game,
in security you can never become complacent. ltis a
constant battle of give and take that leads to a successful
program. Never give up. If you lose the game (and
sometimes we all lose a game), it doesn’t mean you lose the series.

In this edition we have two great articles by Brooks Evans and Tim Godlove related to HIPAA
security, which has continued to be a sticking point for many organizations. We have an article
by Ed Fuller on NASA’s latest implementation of FISMA and how the NASA process may
benefit other Federal agencies that must deal with FISMA. Also in our Noobs section, we have
a Part Il on WEP Cracking by Dana Rollins and a primer on configuring security on an Ubuntu
9.10 system by William Howe. We have an interesting article on Teleworker Security by Tim
Godlove. In our New Technology section, we have an interesting article by Levar Hewlett

on Nanotechnology. Looking toward the future, we have to start thinking about the security
implications of the Next Generation 9-1-1 system as presented by Natalie Yardley.

We are looking at starting a “Letters to the Editor” section of The Security Journal. We invite
you to write to us at editor@securityhorizon.com and provide your thoughts and opinions on
any security related subject or any of the articles in the journal. We look forward to hearing
from you.

Protecting Cyberspace as a National Asset Act of 2010

In Early June 2010 a bill was proposed in the United States Senate called “Protecting
Cyberspace as a National Asset Act of 2010” (PCNAA) as an amendment to the “Homeland
Security Act of 2002”. This bill, in addition to several other things, is proposing giving the
President of the United States emergency powers to declare a National Cyber Emergency,
which some say will give the President the power to take control of and/or shut down US
Internet connections in the event of an attack on US Cyber Assets. As you can imagine, the
PCNAA has set off a firestorm of discussion on the both the legality and the technical ability to
actually accomplish this.

Section 249 (National Cyber Emergencies) of the proposed PCNAA states:
“The President may issue a declaration of a national cyber emergency to covered critical
infrastructure. Any declaration under this section shall specify the covered critical infrastructure
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Notes From the Editor

subject to the national cyber emergency.”
If such a Declaration is issued, the Dept of Homeland Security will:

+ Immediately direct the owners and operators of covered critical infrastructure subject
to the declaration under paragraph (1) to implement response plans required under
section 248(b)(2)(C);

+ Develop and coordinate emergency measures or actions necessary to preserve
the reliable operation, and mitigate or remediate the consequences of the potential
disruption, of covered critical infrastructure;

« Ensure that emergency measures or actions directed under this section represent the
least disruptive means feasible to the operations of the covered critical infrastructure;

» Subject to subsection (f), direct actions by other Federal agencies to respond to the
national cyber emergency;

+ Coordinate with officials of State and local governments, international partners of
the United States, and private owners and operators of covered critical infrastructure
specified in the declaration to respond to the national cyber emergency;

* Initiate a process under section 248 to address the cyber vulnerability that may be
exploited by the national cyber emergency; and

* Provide voluntary technical assistance, if requested, under section 242(f)(1)(S).

In addition to authorizing the US President emergency powers over cyberspace,

the PCNAA calls for the establishment of an Office of Cyberspace Policy in the
Executive Branch of the US Government and a National Center for Cybersecurity and
Communications under the Dept of Homeland Security.

| encourage you to not judge the proposed Senate Bill just on what you hear in the news.
Read it yourself. You can download a copy (current as of our publication date) at:
http://www.thesecurityjournal.com/journal/TSJ-2010-03-summer/cyberbill.pdf.

9

Gregory Miles, Ph.D. CISSP, CISA, CISM, is the Editor-In-Chief of The Security Journal

(www.thesecurityjournal.com), a Professor with the University of Advancing Technology.

(www.uat.edu), and the VP, Business Operations for Peak Security, Inc. You can contact
him through this publication at gmiles@securityhorizon.com.
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Telework and Mobile Computing... tim godlove

...oecurity Concerns and Risks

As the risks and technical challenges of telework and mobile computing multiply, so too does
the security and cost to organizations for protecting data in this complex environment. Telework
and mobile computing have taken the advantages and enjoyed the many benefits of today’s
high-capacity broadband networks. Although many of the world’s most successful companies
have already embraced the virtual workplace, one might think that because of the role telework
plays as a motivator, morale booster, and environmentally friendly alternative, everyone who

is eligible to telework would be doing so. The risks, the technical challenges, and the cost

of replicating the secure office environment are, however, no small feat. The proliferation

of mobile devices for today’s mobile workforce has exposed a vast amount of confidential
company data outside the physical office. The greater reliance on telework and mobile
computing raises numerous information security risks and concerns, including everything from
breaches of confidentiality, increased opportunities for unauthorized viewing of data, data theft
and leakage, and identity theft. Is the risk of cybercrime to the mobile workforce worth the cost
of stolen data in the long run?

More than a decade ago, analysts predicted that online communication would create teams

or task groups characterized by increased participation, more egalitarian participation, more
ideas, and less centralized leadership. Some who proffered opinions also believed that limited
social presence may encourage people to communicate more freely and creatively than they
might in person. The anonymity of the Internet was highlighted as enabling people to develop
more multiplex relationships. Connections on the Internet found that many on line ties do meet
most of the criteria for strong ties. At that time, telework was touted as a future trend, as the
growing number of teleworkers included many salespeople, managers, professionals, and
support personnel. On the other hand managerial resistance to telework proliferated in the
workplace, and it was frequently cited as a major problem, as fears that professionals would
suffer because of less visibility in the organization. It was argued that telework curtail informal
communication even though this might be mediated by employee status or organizational
support. It was also found that managers maintained tight control over teleworkers, suggesting
that communication remained roughly the same.

Teleworking involves doing most of one’s work at home or at a remote location, but the concept
is also being incorporated into a broader idea of the so-called mobile employee. The “mobile
employee” is an employee who makes use of a laptop, cell phone, or handheld device at a
remote location, often gaining access to the company network or database. When the precepts
of telework were first established more than a decade ago, it was also a time in which many

of the limitations of telework were established. As Friedman & Hoffman (2008) notes, today
close to 81 percent of executives in companies around the world have a mobile device, and
nearly 75 percent of the U.S. workforce will soon have mobile capabilities in terms of access to
company networks.

While inappropriate for some people, tasks, and organizations, telework appears suitable for
jobs that require the interpretation, communication, and manipulation of information, making
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Telework and Mobile Computing, cont. tim godlove

the teleworker a worker with specialized knowledge. Thus, in many respects, telework can
shape those firms that are primarily knowledge-intensive. In such organizations, the capability
to exploit existing knowledge and to create new knowledge is what gives a firm a sustainable
competitive advantage. Based on the belief that knowledge is the main source of competitive
advantage of the knowledge-intensive firms, the potential impact of telework and mobile
computing could have deleterious effect on the organization if its knowledge and data are not
protected in a telework or mobile computing environment.

Security Concerns

In each case of security, a company must weigh the benefits of remote access against the
inherent dangers. It is now clear the perimeter-based model that supports traditional IT security
is out of step in the more complex remote environment. As IT departments are told to let down
the drawbridges and allow remote workers to access enterprise data, this has extended the
enterprise. Any time an executive takes his laptop home and uses the Internet from home,

or a mobile worker messes with the configuration of his or her computer in a hotel room, the
connection could contract a virus that moves quickly through the company server, causing
enormous damage. The very emergence of the 3G phone means that every phone has an
Internet protocol address complete with wide-open ports waiting for someone to take it over.
Such open-ended access could add up to millions of conduits into the corporate network, which
in turn could equal millions of new ways for the mischievous or downright malicious to gain
access to critical company data. Often most companies deal with security matters only when

a problem emerges, which is already too late. The reactive mindset of organization security,
therefore, needs to be altered, or new technologies that cancel out the negative effects of the
mindset need to be in place. However no matter how private and closed an organization’s
network is, a risk exists.

New technology is making the line between office and road disappear. New developments

in database and software application companies allow people on the road to check on
customer orders and corporate inventories before heading to a meeting. Today’s high-capacity
broadband networks help people work productively from anywhere. As jobs continue to shift
from manufacturing toward knowledge-based services, workers, managers, and society at
large increasingly realize the benefits of telework with more and more workers opting for its
various forms. Mobile corporate computing is coming to the masses primarily because of
superfast wireless networks, innovative communications software, and a host of relatively
cheap devices from notebook to palm-size handhelds. Many of the top companies are
distinguished by their embrace of anytime-anywhere computing. Companies have adopted
mobile computing because employees tend to work more for the same pay, and the company
can slash overhead at headquarters. One reason for this growth is that mobile computing is
becoming more secure and concerns over lost equipment and unauthorized access, a brake
on telework development over the past decade, are now disappearing. Disabling devices,
firewalls, and other security devices now have allowed even some companies to allow remote
access to customer information. Further, thumb drive devices as small as key fobs which can
plug into PCs anywhere receive and display regularly updated security codes.
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Telework and Mobile Computing, cont. tim godlove

The need for information of mobile users will drive the need of mobility computing. In the
case of healthcare, where healthcare is an information-intense field, healthcare providers
are now using handheld devices and have found that using such devices help them with
their professional confidence. The information derived from handheld devices has resulted
in significant gains in self-perceived confidence in clinical decision making. Even now mobile
phones provide new ways to gather information both manually and automatically over wide
areas.

Security Risks

While the lines between telework and mobile employment are often blurred, both are part of
a trend that brings with it enormous security risks. Telework continues to develop although

a number of barriers persist. In the area of federal government employees, a gap exists
between those eligible to telework and those actually teleworking. It may be that some of the
requirements of telework, such as remote access to an organization’s IT infrastructures, still
makes managers nervous, and that might well be true in the context of a federal agency. One
way to circumvent barriers is to adopt an “opt-in” policy according to which every employee in
the organization is made “telework eligible” even if not ready to do so. It is also essential that
the technological parameters of telework be carefully framed, as defining specific, authorized-
user devices and connections make safe and managed telework easier to accomplish. It is
only through such a plan that data security issues can be given full consideration. Top-down
managerial support as well as training is also essential for carrying out this plan.

The popular press and increasingly academic literature is replete with reports on malicious
attacks on company systems, raising security concerns for all IT systems, especially when
remote access is easy. Reports on a widespread injection of malware into the SONY
Playstation Web site in July 2006 were typical of attacks by malware taking place at breakneck
speed. The malware was injected into the system through a fake security scan offer, which
actually downloaded malware if a user pressed “yes.” For the untrained remote user, this
social-engineering scare tactic has become increasingly common among online criminals.

The fact that the virus spread through an unsuspecting fan pressing yes to a security offer
emphasized the need for remote user education.

Recent losses and thefts of laptops containing confidential employee and customer data have
proved extremely costly and embarrassing to leading companies and government agencies.
Hackers see that so-called mobile or enterprise employees are an excellent way of gaining
access to corporate networks. They have noticed—even if many companies have not—that
mobile devices typically are both the most vulnerable computers in the enterprise and the least
defended. One of the main problems is that mobile systems connect to the Internet or shared
networks directly, thus bypassing the corporate defenses. While employees in the office work
inside impervious LANs, mobile workers use Wi-Fi hotspots that are vulnerable to many types
of interception and spoofing. It is also true that loss or theft of company laptops is common and
widespread. Many companies spend millions to secure their on-site computers, but then take
the view that privately owned laptops and mobile telephone security issues are the individual’s
concern. There are many types of security threats to mobile devices. For purpose of assessing
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Telework and Mobile Computing, cont. tim godlove

and setting priorities, the threats can be grouped in the seven categories:

Malware

Phishing and social engineering

Direct attacks by hackers

Data communications interception and spoofing
Loss and theft of devices

Malicious insider actions

User policy violations

NoOahkwN =

Malware itself has caused billions of dollars of damage to corporate networks, but new types
of malware have been created that specifically target laptops and handheld devices. Moreover,
malware creators now use short-span attacks to transmit the malware to millions of users in

a few hours; serial variant attacks, whereby variations in the malware allow it to subsequently
evade detection; and designer malware targeting specific targets so there is no chance to
identify the malware and develop a signature of the attack. A number of specific malware
programs have been created to shut down cell phone and other handheld devices, and, worse
still, roaming laptops can acquire malware and then infect corporate networks when users
return to the office and attach to the corporate LAN from inside the firewall. A common way for
a corporate network to become infected is when users synchronize home and work computers,
inadvertently transporting malware. Adding to this problem is that most updates for spyware
are only linked to corporate networks, leaving mobile devices vulnerable. The mobile blind spot
is a problem created by the fact that mobile devices of teleworkers can travel for weeks without
direct contact with the network, and thus miss updates of security in the interim.

Phishing or social engineering involves efforts to dupe computer users into sending
confidential information to a third party. Sending bogus e-mails, online contests, persuading
persons to download items with Trojan horses attached, and drive-by downloads are all ways
in which phishers can obtain and exploit personal data. Phishing can become so devious that
even if a user visits a legitimate site he or she may inadvertently download a secretly implanted
malware, or in the case of MySpace overlays of redirecting URLs were utilized to download
malware into victim PCs. As many as one in ten of all the URLs on the web will attempt to
perform a malicious act against site visitors.

Mobile users are also described as veritable “sitting ducks” when it comes to direct hacking. In
terms of spoofing, wireless communication is vulnerable because of how easy it is to intercept
it, and because they often connect to hotspots that can in turn be spoofed by hackers. Most
Wi-Fi connections do not have encryption capability, with the result that data are literally flying
through the air, easily captured by those with malicious intent. A sniffing tool called Wireshark
can sniff out the presence of mobile workers using a Wi-Fi hotspot to e-mail the office and thus
gain access to corporate networks. Also, again because Wi-Fi hotspots offer no encryption,
any usernames and passwords can be sniffed and stolen. Many mobile computer users from
remote locations cannot distinguish between real and spoofed hotspots, meaning that while
logging on they are giving away personal information.

The amount of loss and theft of mobile devices and the resulting loss of personal information
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is rampant. A clearinghouse that records these crimes suggests that the number of personal
records exposed since the beginning of 2005 now exceeds 500 million. The fact that the
increasina number of teleworkers are also downloadina data into USB thumb drives and

¥ handheld devices has contributed

w to this vulnerability. There are many

L 3 cases where IT managers have found
company employees were using
USB storage devices, despite a clear
corporate policy stating that anyone
found storing data on removable
devices was subject to termination.
Security is still a more difficult
problem for many companies, who
usually cannot afford IT professionals
to advise them in security matters.
In general, the approach to security
in telework and mobile computing
places the burden on management.

Conclusion

Do people overplay the risk of cyberwar and cyberterroism? They are sexy, and they do

get media attention. And at the same time, however, people underplay the security risks of
cybercrime and the risk of the telework and mobile workforce. It is impossible to eliminate all
security risks to teleworkers and mobile computing that drive cybercrime. However confronting
and addressing these risks and concerns could reduce the frequency and magnitude of future
incidents.

As telework and mobile computing increase, organizations must act to reduce vulnerabilities
before criminals can exploit teleworkers and mobile computing. No single organization or
program alone will reduce cybercrime, but combining efforts and aggregated initiatives can

be effective. Telework and mobile computing information security risks and concerns are real
to due to the sheer number of teleworkers and rapidly changing information technology. The
greater dependence on communications requires increased remote access to an organization’s
data to perform the work and is to some extent a function of the increasing geographical
distance among workers and between workers and the headquarters. The increase in the
number of teleworkers and the frequency and scope of official and unofficial telework has
exposed a vast amount of confidential organization data outside the physical office and has
increased the likelihood of security breaches. The ever-growing use of teleworking increases
convenience and efficiency; however, the mobile workforce can have significant implications
on organizations’ data security and information technology operational strategies. Even though
organizations believe in a technological solution to this problem, there is another solution that
is often times overlooked, namely: enhancement of mobile workforce security through peer
pressure on teleworkers’ adoption of information security measures.
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FISMA Can Finally Be Effective ed fuller

Remember back in early 2000 when the U.S. Federal Government
acknowledged that they had rampant vulnerabilities in their computer
systems? They came up with a solution, The Federal Information Security Management Act
(FISMA), signed into law in 2002, intended to implement security standards and inventory of
all Federal Information Systems. Though there have been multiple legislative changes in the
last ten (10) years and there are more proposed for this year, FISMA has continued to be an
administrative drain on agencies who are more worried about their annual FISMA score than
significantly improving the security posture.

The National Institute of Standards and Technology (NIST) was given the task of developing
the FISMA program and guidance for all Federal Agencies. The Office of Management

and Budget (OMB) was given the oversight and tasked with measuring the effectiveness

of the agency security programs. There was supposed to be two sides to FISMA; System
Requirements and Service Provider Accreditation. Thanks to NIST, we now have the
standards (including tons of paperwork). But what happened to the accreditation? Nobody
seems to know. OMB developed the FISMA score card that is heavily dependent upon
paperwork and is not an effective measurement tool of the actual security posture of agencies.
In fact, the FISMA score card is a publicity tool. OMB has no enforcement power to take action
against failing grades (D or F) and the result is that any agency that gets a failing grade can
expect to get bad publicity as they know they will be called in front of Congress for a hearing
on what went wrong and what are they going to do about it. The normal answer “We are
revamping our program and with additional funding this will be fixed.”

The result is extensive and expensive paperwork that does not meet the intention of FISMA
and a reporting system that has nothing to do with the reality of maintaining secure systems.
Last month the National Aeronautical and Space Administration (NASA) announce a new
approach to meeting FISMA requirements. One that takes a more realistic approach and Ill
bet that not everybody is going to agree with.

First let's take a look at what FISMA intended:

» First and foremost: Every agency must develop, document, and implement a security
program to provide for the security of data and the IT systems that process, transmit, or
store information. This includes not only their own IT systems but any system that connect
to the agency systems.

» Second: The agency must assign the security responsibilities to appropriate officials that
have the authority to enforce the security.

« Third: Periodically review the security controls to ensure that they are effective and
appropriate.

» Fourth and finally: Authorize the system for processing prior to operations and periodically
thereafter.

The first, second and last bullets are, for the most part, working well. The problem is the third

bullet. Implementation of FISMA has resulted in reams of paper that show a snap-shot in time

of the security posture of the IT systems and every three years the paperwork is regenerated
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FISMA, cont. ed fuller

and security budgets are increased to cover the costs of doing the paperwork. Many agencies
have tried to stager the timeframes of systems Certification and Accreditation (C&A) to

spread the cost over multiple fiscal years, but still the cost increases. Plans are designed and
implemented to ensure no paperwork expires in order to generate OMB scores that are not
“‘D’s” or “F’s”, but don’t address changing threats and new vulnerabilities.

Second let’s look at what the actual guidance is:

* Federal Information Security Management Act (FISMA) Implementation Project <http://csrc.
nist.gov/groups/SMA/fisma/index.html>

« National Vulnerability Database <http://nvd.nist.gov>

» Federal Desktop Core Configuration (FDCC) <http://nvd.nist.gov/fdcc/index.cfm>

» The Information Security Automation Program and the Security Content Automation
Protocol <http://scap.nist.gov/>

These NIST initiatives were implemented to develop the guidance and standards for
Information Security management and have the following key aspects:

« Standardize categorizing information and IT systems by impact
» |dentify the minimum security requirements

« Provide guidance for selecting controls

* Provide guidance for measuring control effectiveness

* Provide guidance for the C&A process

The resultant foundation publications, that anybody who is involved with C&A should be
intimately familiar with, are found at <http://csrc.nist.gov/publications/> and consist of:

+ FIPS 199 (Feb 2004): Standards for Security Categorization of Federal Information and
Information System

* FIPS 200 (Mar 2006): Minimum Security Requirements for Federal Information and Federal
Information Systems

« NIST SP 800-30 (Jul 2002): Risk Management Guide for Information Technology Systems

* NIST SP 800-37 Rev. 1 (Feb 2010): Guide for Applying the Risk Management Framework
to Federal Information Systems: A Security Life Cycle Approach

* NIST SP 800-53 Rev. 2 (Dec 2007): Recommended Security Controls for Federal
Information Systems

* NIST SP 800-53 Rev. 3 (Aug 2009): Recommended Security Controls for Federal
Information Systems and Organizations

* NIST SP 800-53 A (Jul 2008): Guide for Assessing the Security Controls in Federal
Information Systems

* NIST SP 800-53 A Rev. 1 (May 2010): DRAFT Guide for Assessing the Security Controls
in Federal Information Systems and Organizations, Building Effective Security Assessment
Plans

All of these documents and others provide the guidance for implementation of the FISMA
framework and are very appropriate to most agencies that are Windows® based. The biggest
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area that is lacking in the guidance is for network devices, mainframes, minicomputers, and
voice over internet protocol (VOIP).

NASA’s new approach, that | hope all agencies follow, is to conduct a full C&A for all new
systems, or systems which have undergone significant changes, prior to authorization to
operate (ATO). Once a system is certified and authorized to operate, replace the three year
paper drill with continuous monitoring of control implementation and effectiveness.

The continuous monitoring essentially means using the tools that already exist to see how
effective the controls are working, not just every three years but monthly and even weekly.
Adjusting controls as threats and vulnerabilities change. Consider that most agencies, if not
all, have effective control monitoring already in place.

Patch management has matured to the point that most systems can be scanned to ensure
the proper implementation of necessary and critical patches. Standard configurations,

based on the operating system or application, from NIST provide the guidelines for control
implementation. Vulnerability scanning has matured to allow for near continuous scanning for
common vulnerabilities that can be address in a rapid manner. There will always be one-offs
that must be independently address, but the overall resource requirements can be much more
cost effective.

All of the information available from continuous monitoring can be aggregated to produce a
risk rating or score showing the actual security posture. This score can then be used to show
where resources are needed to be allocated to best increase the overall security posture of
the agency. Consider how the Organizational Vulnerability Criticality Matrix (OVCM) that we
teach in the Information Security Assessment Methodology (ISAM) classes organizes the
vulnerabilities into a roadmap for any organization. Vulnerabilities are aggregated to allow
for management “big picture” views, but still provide the capability to drill down to any specific
system within the organization. Taking the scoring from the OVCM and adding in a patch
management score could easily provide a standardized score that can be agency based and
allow for drill down through bureaus down to specific systems.

With the dwindling budgets, effective security cannot continue to rely on paperwork drills.
Validation that necessary security controls are in place and functional before system
operations commence is still necessary. But the overall program must utilize real-time
processes that monitor the effectiveness of controls to meet the changing threat landscape.
Consider the approach that NASA is implementing and you may find a system that actually can
work for both the public and private sector.

5]
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Securing Ubuntu Linux william d. howe

Introduction

Computer security is a never-ending battle. With the amount of viruses, spyware, cases of
identity theft, and break-in attempts out there, knowing how to secure a system is becoming
just as important as knowing how to check e-mail.

Another consideration is that default settings after
just about any operating system installation usually
leave a system more open than secure. The goal
of this documentation will be to tweak settings and
customize Ubuntu 9.10 so it is better protected
against unauthorized access by software or people.
Important topics such as passwords, user access,
permissions, sudo, root, firewalls, anti-virus, system
services, and physical access will be touched upon.
Following this guide will not guarantee system
security, as nothing is ever 100-percent secure, but
it will greatly improve it. After reading this guide,
you will have an understanding of how to improve
Ubuntu system security and be able to apply this
knowledge to your own system.

http://www.thevarguy.com/wp-content/
uploads/2008/02/ubuntu_logo.png

The remainder of this article can be found at:
http.//www.thesecurityjournal.com/journal/TSJ-2010-03-summer/SecUbuntu.pdf.

ybunty®
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HIPAA brooks evans

Introduction

The US Health Insurance Portability and Accountability Act, or HIPAA, certainly is a strange
animal. The overall task of HIPAA is to provide some protection to the employed as they
change jobs and to standardize electronic transactions among the healthcare industry. In
addition, the regulation provides a set of security and privacy requirements to protect the data
of the medical patient.

The security and privacy requirements of HIPAA are widely misunderstood, poorly interpreted,
and open for vast differences in interpretation by those in the legal profession. Worse still

is that the technologists in the healthcare industry are often left to implement technology to
further their organization’s compliance goals without a clear understanding of the regulations.
Recent developments in legislation have resolved some of these issues, but have opened new
issues with which to contend.

Common Misconceptions with HIPAA

The largest misconception in the general IT community is that HIPAA applies to all medical
records. This is not quite accurate in that it only applies to certain entities. It typically only
applies when these entities are engaged in billing for medical purposes, and only for certain
transactions. For example, let’'s say you work at a car wash and fall washing a car and break
your hip. Many would assume that HIPAA prevents your employer from releasing information
related to your accident, when it in fact doesn’t impact your employer at all. It might however
impact your insurance company and the doctor who provides care for your injury. Until recently,
it didn’t even apply to organizations who store medical records but do not participate in certain
covered transactions.

There is also a misconception that products can be HIPAA-certified or HIPAA-compliant. It is
almost as if companies advertise they have passed some government certification. There is
no such concise list of requirements or accrediting body. No single product can be purchased
to make an enterprise compliant. The same is true for security vendors who claim that their
security reporting or metrics will provide reporting required by HIPAA. With the exception of
logging retention, HIPAA is fairly silent about what types of security metrics and reports you
must maintain.

New Legislation, EMRs, and EHRs

In 2009, the US passed the Health Information Technology for Economic and Clinical Health
Act (HITECH) which was part of the American Recovery and Reinvestment Act of 2009
(Stimulus Act or ARRA). HITECH has pushed many organizations towards implementing
Electronic Medical Records (EMRs) and Electronic Health Records (EHRs) through medical
incentive payments to providers. However it also offers some exciting new twists for those
tasked with implementing these new technologies. It has been said that it places such

high reporting requirements on EHRs and EMRs that it is more of a deterrent towards
interoperability of health records. HITECH steps in to add to the certified HIPAA marketing
confusion by bringing forward the Certified Electronic Health Record (Certified EHR). While few
tried technologies presently exist in this space, HITECH has provided some certification criteria
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for EHRs. With the typical finesse of the HIPAA regulations, HITECH leaves the vague promise
of new standards which are to come at a later date. The industry may see these standards
implemented in official format as a rule, or more likely as informal, public responses from HHS
to frequently asked questions.

New Responsibilities and Penalties

Fortunately HITECH has addressed some of the misconceptions or shortcomings of the
original HIPAA regulations. HITECH helped provide additional assurance of privacy to the
patient by expanding the scope of the HIPAA regulations to cover additional entities. Not

only do the original covered entities have to comply, now their business associates, those
acting on their behalf to perform a covered service also have to comply. In addition to this
requirement, the US Department of Health and Human Services (HHS) is tasked with auditing
for compliance. Penalties have been extended to employees and individuals who are negligent
in handing Protected Health Information (PHI). Statutory penalties have been raised and the
regulation empowers HHS and state attorneys general to pursue civil action against violators.
Few actions have been taken since these provisions were released, but the tools are now in
place to give the security and privacy provisions of HIPAA the needed teeth to tear into non-
compliant organizations and individuals.

Breach Notification

HITECH was responsible for the first national breach notification requirement for healthcare.
The HITECH Act requires covered entities to report breaches of medical information. While
not included in the original bill from Congress, HHS included a “probability of harm” statement
in the new rule. This means that your medical provider can lose your records, but not notify
you if they determine there is little probability that you'll be harmed due to the inappropriate
disclosure or loss. In typical HIPAA fashion, no easily quantifiable measure of harm is given.
Fortunately this rule closely parallels California SB 1386 and the majority of other state
breach notification provisions. This federal requirement may find clarity through the existing
interpretations of these state provisions.

A Shift in Liability

While providing a modicum of clarity to existing issues and a needed push towards
interoperability, HITECH further muddies the water to those trying to comply with a set
of large and complex regulations. Instead of HIPAA experts arguing over the best way to
mitigate threats to privacy and security, it has left them grasping to cover their organizations
from increased liability. Until now, most covered entities placed a high level of diligence into
ensuring not only their compliance, but also that of their business associates. Typical business
associate agreements required business associate participation in the covered entity’s security
and privacy awareness programs, reporting of suspected incidents, and regular proof that
the business associate was also complying with each piece of the regulations. Now that business
associates have some direct responsibility for compliance to HHS, covered entities are pulling out of
their role in demanding compliance of these business associates. For a covered entity to identify a
threat and insist a business associate take steps to mitigate might imply some liability upon the covered
entity. Since business associates are directly responsible to HHS, it may be advantageous to let the
business associate identify and mitigate threats in a vacuum and therefore allow the covered entity step
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out of the chain of responsibility from business associate, to covered entity, and finally to HHS. This
ambiguity leaves organizations searching for legal interpretation of compliance instead of securing their
environment and protecting the data of the medical patient.

Conclusion

HITECH has provided some excellent clarity to issues with HIPAA that have plagued the industry for
quite a few years. It has given an impetus to move forward with interoperable health records. It has
standardized breach reporting across the country. It has vastly improved the chances for enforcement
through increased penalties for non-compliance and new legal tools for HHS and state attorneys
general. With the good comes the bad in that HITECH leaves uncertainty for existing covered entities
as to their role in protecting the data of their client. It increases responsibility of business associates
directly to HHS, but dissuades covered entities from participating in the compliance of their associates.
HITECH also leaves open many questions which need attention from HHS if implementation is to
proceed smoothly and benefit the privacy of the patient.
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WEP Cracking Part Il

Welcome back, Noobs! This article is the third in a series designed to introduce you to several
basic wireless security activities: signal strength mapping, and WEP cracking. By working
through these exercises, you will gain a better understanding of wireless security and the tools
and techniques used.

In the last article in this series, we learned to crack a sample WEP key using WinAircrack on
some sample packet captures. In this article, we are going to take those same principles one
step farther by performing packet captures and packet injections on a live access point.

Required hardware:

. A computer with Internet access

. Your own WEP-enabled Wi-Fi network with a 64-bit WEP key you created

. A compatible wireless adapter (I used two adapters: an Edimax EW-7318USg adapter
and Cisco’s Linksys WUSB600n adapter)

. A thumbdrive with at least 2G

Required software:

. BackTrack 4 LiveUSB thumbdrive
. UNetbootin

WEP Reviewed

In Part | of this WEP cracking exercise, we went over the basics of WEP. Just in case you
have World Cup Fever, we'll review some of those basics again. If you're familiar with these
principles, you can skip ahead to the Tools section.

WEP, or Wired Equivalent Privacy, is a deprecated algorithm used to secure IEEE 802.11
wireless networks; it has been superseded by Wi-Fi Protected Access, or WPA. WEP uses the
RC4 stream cipher for confidentiality and the CRC-32 checksum for integrity. WEP uses 64-
bit, 128-bit, and 256-bit keys. These keys are concatenated with a 24-bit initialization vector
(IV) to form the RC4 traffic key.

WEP uses two methods of authentication: Open System authentication and Shared Key
authentication. In Open System authentication, the WLAN client can authenticate with the
Access Point without providing any credentials. This means any client can authenticate itself
with the Access Point without verifying its WEP keys. The WEP keys are not used until the
data frames are encrypted.

In Shared Key authentication, a four-way challenge-response handshake is performed.
The client sends an authentication request to the Access Point, and then the Access Point
responds with a clear-text challenge. The client then encrypts the clear-text challenge using
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the WEP key and sends it back to the Access Point in another authentication request. The
Access Point then decrypts the challenge text, compares it to the original clear-text challenge
it sent to the client. If the challenge data matches, the Access Point sends a positive response
to the client and allows access.

So, if WEP is using authentication, what’s the problem? WEP’s issue lies in the fact that it is
possible to capture the challenge data during the authentication process. Four years after it
was introduced, in 2001, cryptanalysts revealed they could crack a WEP key within minutes
using publicly available software. The fact that WEP uses a single shared key rather than

a complex key management protocol makes cracking a relatively simple task, which will be
demonstrated in this article. By 2004, the IEEE deprecated WEP due to its vulnerabilities and
replaced it with WPA. Despite its shortcomings, WEP is still being used today.

Tools

There is more than one way to crack WEP, and numerous tools out there that automate WEP
cracking; any Noob can Google a tutorial and start cracking in minutes. | selected this method
because it illustrates the principles behind WEP and helps us better understand what it is we
are doing when we are performing attacks. Using UNetbootin, a BackTrack 4 LiveUSB drive,
and the Aircrack-ng suite included in BackTrack 4, you will crack your own WEP key and gain
insight on how WEP works and how we can exploit its vulnerabilities.

BackTrack 4 is a Linux-based penetration testing distribution. It is fully loaded with security
tools and can be used as a primary operating system, a bootable LiveDVD, or a bootable
thumbdrive. In this exercise, we are going to install BackTrack 4 on a thumb drive. In order
to create a BackTrack 4 LiveUSB, we first need to install UNetbootin, an application that will
create a bootable USB drive with the BackTrack 4 iso installed already. The tutorial will walk
you through this process.

Aircrack-ng is a collection of tools that aid in our Wi-Fi activities. Conveniently for us, these
tools are already included in BackTrack 4. To learn more about these tools and to get some
beginner tutorials, visit the Aircrack-ng website at http://www.aircrack-ng.org. The tools we will
use include Airmon-ng, Airodump-ng, Aireplay-ng and Aircrack-ng.

Tutorial

Let’s get started! Note that the installation of UNetbootin will take some time, so | recommend

starting this process then walking away for a few hours.

» First, open your web browser and download UNEtbootin from: http://unetbootin.
sourceforge.net

* For this exercise, | selected the Windows download to use on a Windows XP machine.

* Once the download is complete, navigate to the location you saved it to and double click on
the unetbootin-windows.exe file.
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» The UNetbootin setup window will appear. Under “Distribution,” select “BackTrack” from
the drop-down menu. You will see the second drop-down menu default to “4f.” This means
BackTrack 4 Final will be installed.

* Click the “OK” button and UNetbootin will begin creating the BackTrack 4 LiveUSB.

- e
| o 1
=l Run BackTrack 4
(=) Distribution BackTrack | |4f “w
Homepage: hikpe: s, backbracklins . org) AS soon as you r BackTrack 4
Description: BackTrack is a distribution Facused on network analysis and penetration testing. . | o .
Install Notes: EackTrack is booted and runin live mode; no installation is required to use it L|VeUS B IS flnlShed, reconﬂgu re

your system to boot from the USB
drive. Reboot your system in
BackTrack 4. When you log on to
BackTrack 4, you will be prompted
for a username and password.

# (BEE = (-] | The username is “root” and the
O custom e} (... ] et [.] | password is root spelled backwards:
Options: ] “toor.” Once you log in, launch
[] show &ll Drives (Use with Care) KonSOle- -I-.h|S IS BaCkTraCk S
SN <5 Crive ] orve: [0 8 o [ corce ] command line terminal WllndOW. You
should be able to see an icon for it
Figure 1 - Creating our BackTrack 4 LiveUSB on the lower left corner of the

toolbar. All of the commands that follow will be entered in Konsole.

Configure Your Wireless Adapter

Before getting started, let me say a few things about wireless adapter drivers. Configuring
drivers can be the most frustrating part of any wireless security activity. For this tutorial, | used
my “OI’ Reliable” adapters that | have used for several years. They work in many wireless
security tools, and BackTrack 4 readily recognizes them. If you are having any problems
configuring your wireless adapter, | recommend going to the manufacturer’s web site and
downloading the drivers. The BackTrack web site also has a fabulous page on wireless driver
compatibility: http://www.backtrack-linux.org/bt/wireless-drivers/.

You will configure your wireless adapter interface using Airmon-ng. Airmon-ng is a script that
enables monitor mode on wireless interfaces. Monitor mode, or RFMON (Radio Frequency
Monitor), enables wireless network cards to monitor all traffic running on the wireless network.
When a wireless card is running in monitor mode, it can capture packets without having to
associate with an access point first. This mode contrasts with promiscuous mode, where the
card performs packet sniffing by associating with the wireless access point first. To set your
adapter to monitor mode, do the following:

« Widen your Konsole window. When we begin capturing Wi-Fi traffic, you want the Konsole
window to be wide enough to see the full ESSIDs (I learned this the hard way while on the
job at a Customer site... | was looking for a particular SSID and kept seeing what looked
like the SSID, but only the first 6 characters. Turns out | was indeed seeing the
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correct SSID, | just didn’t have my Konsole window open wide enough to see the full SSID!
Duh....) You should be able to mouse over the corner of the Konsole window and drag and
drop it to the appropriate size.

« Enter “airmon-ng” and press “Enter.” This command will display all wireless adapters
available to Airmon-ng and helps us confirm our adapter interfaces are up. Note the name
of your interface- you will use it in the following commands. Just substitute your interface
wherever you see (interface) listed below, without the parentheses.

« Enter “airmon-ng stop (interface)” and press “Enter.” This will stop the wireless adapter
interface.

» Enter “ifconfig (interface) down” and press “Enter.”

+ Enter “macchanger —-mac 00:11:22:33:44:55 (interface)” and press “Enter.” This
command changes the MAC address on our wireless adapter to a spoofed MAC address.

* Now enter “airmon-ng start (interface)” to restart your adapter interface in monitor mode
with its new MAC address.

Now we will run a basic injection test to ensure your card successfully supports injection.

* Enter “aireplay-ng -9 (interface)’

« If your card is successfully injecting packets, you will see a message stating, “Injection is
working!” You will also see the access points that responded to the broadcast probes or
received beacons. You will continue to receive responses to the directed probe requests.
Look for an access point that responds to a Ping; you will see “Ping (min/avg/max)” with
the ping times calculated, followed by a percentage. The access points with the highest
percentages are the ones you can successfully communicate with.

Now let’s begin cracking! First we are going to run Airodump-ng. This tool captures raw
802.11 frames and is what we will use to collect our WEP IVs against Aircrack-ng.

« Enter “airodump-ng (interface)” and press “Enter.”

* Write down the “BSSID”, the “Channel,” and the “ESSID” of the target. You will need this
information for the commands that follow.

* Now enter “airodump-ng —c (channel) —w (filename) —bssid (BSSID) (interface)”.
Airodump-ng will now display all the wireless access points within your range, and a list of
connected clients (listed as “Stations”).

Now we are going to try associating with the access point using Aireplay-ng. This tool is used
to generate enough traffic on the target wireless network by injecting frames. These data
frames are called IVs, or Initialization Vectors. We must collect 10,000-200,000 IVs to crack

a 64-bit WEP key, and 200,000-700-000 1Vs to crack a 128-bit WEP key. If the network is not
generating enough IV’s, as is often the case, we can stimulate it with Aireplay-ng, which injects
packets into the network to generate a sufficient number of IVs. Once we have collected the
appropriate number of IVs, we will use Aircrack-ng to crack the key; this can often be done
within minutes.

The “1”7 in the options below perform “Fake authentication” attack. A fake authentication attack
performs two types of WEP authentication- Open System and Shared Key. It also allows

you to associate with the access point. The “0” in the options sets the reassociation timing in
seconds to zero, thereby keeping us from having to reassociate with the access point.
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Figure 2 - Airodump-ng displaying available access points

* Open a new Konsole window and enter “aireplay-ng -1 0 —a (BSSID) —-h
00:11:22:33:44:55 —e (ESSID) (interface)”

Now we are going to perform an ARP request replay attack by using the “-3” option. ARP
(Adress Resolution Protocol) replay attacks are the most efficient way of generating 1V’s.
Aireplay-ng does this by listening for ARP packets then retransmitting them back to the access
point (AP). The AP repeats the ARP packet with a new 1V, then Aireplay-ng retransmits the
same ARP packet over and over. Each ARP packet that is repeated by the access point has a
new IV. The more IVs we can generate, the greater our chances of cracking the WEP key.

+ Enter “aireplay-ng -3 —b (BSSID) —h 00:11:22:33:44:55 (interface)” and press “Enter”
« Wait until you have over 10,000 in the “#Data” column

Once you have generated enough 1V’s, you can begin to crack the WEP key using Aircrack-ng.
Some access points require more |V’s than others; if you have not yet generated enough IV’s,
Aircrack-ng will display a warning message recommending you wait until you have X number
of data frames before trying again.

. Open a new Konsole window and enter “aircrack-ng —b (BSSID) (file name you used
above)” and press “Enter.”
- (hint: enter the first few letters of the file name and press the “tab” key. The rest
of the file name should automatically fill in)
. If successful, you will see a “KEY FOUND!” message!

Once you successfully crack the WEP key, you can use it to authenticate to the access point.
Just open your system’s wireless network manager and enter the WEP key when prompted.
You should be able to authenticate and gain access to your access point.

Summary

Although WEP has been deprecated, it is still in use. As security professionals, we need to
understand how WEP works and why it is so easy to crack. This exercise discussed WEP
encryption and its weaknesses, and then we demonstrated how simple it is to crack WEP keys
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Figure 4 - Successful WEP key crack!

with publicly available tools. In the grander scheme of things, this means that anyone can
duplicate this exercise and crack a WEP-encrypted access point and gain access to a network,
compromising the confidentiality and possibly the integrity and availability of the data on that
network. Now that you understand WEP in greater detail, you understand why this form of
wireless encryption has been deprecated.

That concludes this exercise! Thank you, Noobs, and stay tuned for the next article!
Disclaimer: It is against the law to intentionally pass traffic over someone else’s wireless

network without their consent. It is against the law to actively crack someone else’s encrypted
WEP key. This tutorial DOES NOT promote any illegal activity. Use your own access point for

this exercise!
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Introduction

More healthcare data is becoming digital every day. Over the next several years, the amount
of digital personal medical information online will grow exponentially. The increase of new
opportunities for hackers to expose personal data, unlike financial data, this personal data
could cause permanent damage to privacy of individuals. The U.S. Department of Health
and Human Services (HHS) has set a deadline of 2015 for healthcare facilities to being
using electronic health records (EHRSs), thereby ushering in the digitalization of all patient
information. As patient data is aggregated on health networks, it becomes a bigger target for
those who want to steal it and exploit it on the Internet.

However, a number of barriers must fall before electronic patient records, personnel data
and other sensitive data becomes the norm. This is because when it comes to digital
healthcare, even just one security breach can be extremely costly, both from damaging the
medical facility’s reputation as well as actual damage to the bottom line. The expenses of
security breaches must therefore be balanced out with the costs of in-house security experts
to manage the implementation and upkeep of data security systems. Although an in-house
security staff can be expensive, and outsourcing may seem on the surface to be the most
reasonable option for obtaining cost-effective security, the safest way to keep digital health
data secure is to manage it in-house.

From the perspective of the patient’s, there are widespread concerns about the use and
abuse of digital healthcare data. Standards and procedures have not kept up with the
speedy availability of information. Digitalized medical databases cross state lines, though
laws regulating the confidentiality of patient’'s medical records vary widely. In particular,
many Americans are afraid that their personal and “private” medical information might be
used against them to limit their insurance coverage or ruin their chances of a getting a job
or promotion. Overall, there is a widespread concern about what digital health records mean
for privacy in general. Unfortunately, these concerns are not unfounded. For example, very
recently, “At Marysville’s Rideout Memorial Hospital, 17 security guards rifled through the
personal health data of 33 patients, using computers to peer into what should have been
private and protected electronic health records”.

Sadly, this is not an uncommon type of incident. Between 2000 and 2007, security breaches
in the healthcare industry constituted 11 percent of all nationwide electronic security breaches,
and almost half of those occurred in hospitals. More recently, it has been reported that
“Between September 22, 2009, and February 15, 2010, at least 47 instances of breaches of
unsecured protected health information occurred in the United States, each affecting at least
500 individuals with one affecting more than 500,000” (Goedert, 2010).

Trends

A major part of the problem stems from a lack of compliance to regulation. A 2010 Identity

Force survey, involving over 200 compliance experts across the United States, revealed that

despite increases in laws and regulations relating to compliance with security standards, the

number of security violation incidents in the healthcare industry continues to rise. The CEO of
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Identity Force, Steven Bearak had this to say:

“It turns out that addressing the problems of data breaches and medical identity
theft is proving more complex and time-consuming than hospitals counted on. It's
interesting that many compliance experts now call into question whether or not
even the new Healthcare Reform Law will ultimately help on these issues. We are
simply copying, digitizing and disseminating personal information faster than we
can control it.”

There is a “prima facie” obligation on part of the healthcare institution to arrange its
information structures in such a way as to permit the establishment of data-need profiles,
based on specialty and information needs, which would allow the system to flag (or exclude)
unacceptable access to parts of the patient record. In this way, the institution would guarantee
that the genuine data needs of the relevant health care professionals are met irrespective

of whatever changes might occur in the professional environment, while at the same time
fulfilling its obligation of privacy and confidentiality towards its patients. However, at the same
time, the institution, while fulfilling its duties towards its patients, must be careful not to erect
unreasonable access barriers in this regard since its ability, its functioning, and the ability of the
professionals to access it is all rooted in a need for faster, more efficient flow of information.
Ultimately, the challenge is to find the right balance between too much restriction and not
enough.

Importance of Protecting Data

The importance of security measures to protect data is extremely important in the healthcare
industry because of the sensitive nature of patient information. Even the largest healthcare
organizations do not always have the most effective data security systems. Security breaches
can affect anyone at any time, no matter how powerful and organization may seem to be. Yet
at the same time, it is important to recognize that being too cautious can defeat the entire
purpose of digital records, which are designed to provide instant answers to critical problems
without delay.

The basic premise that underlies an examination of the information-relative rights and
obligations of a health care institution, whether from an ethical or a legal perspective, is that
health care institutions are entities to whom ethical and legal considerations apply in the

first place. Patient records in general and electronic patient records in particular, occupy a
special place in health care decision-making. Operationally, this results from the fact that the
data which constitute the records are the basis of the information that is used in health care
decision-making about patients. It is in fact, the inherent value of medical records that makes
them so vulnerable to misuse.

Patient Concerns

Patient records are not, however, the only concern when it comes to privacy and ethical issues
related to e-health. According to Sanchez-Abril and Cava (2008), online health networking
websites create problems of their own:
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“The many privacy risks posed by online health networking involve a complex web
of real-life and cyber-relationships, questionable duties to the cyber-patient, and
the technological capabilities to widely and permanently publish another’s private
information. Consequently, health networking privacy breaches can have several
perpetrators: a malevolent blabbermouth, a mercenary web operator, a medical
identity thief, or even an impulsive cyber-patient with a false sense of security” (p.
246).

Few things are of more concern to patients than the privacy of their medical information.
People generally do not want other people talking about their medical problems, but they
want to discuss them with others online. Unfortunately, despite anonymity, privacy is difficult
to maintain. To avoid the types of problems that can occur in networking situations it is
recommended that Internet Service Providers offer cyber-patients the following tools:

* Providing clear language defining anonymity and educating users about the level of
protection against identification on the website and how it is affected by altering privacy
settings;

« Providing users with available technological tools to mask their identities in appropriate and
clearly-defined circumstances (anonymization through technology);

» Assuring third parties will not gain access to identified information; and

* Indicating the precise circumstances (such as a government-issued subpoena) under which
the ISP will provide a party with user information, whether content-related or otherwise .

It is undeniable that the Internet has created a number of opportunities for society. As a tool of
commerce, the Internet offers consumers easy access to a wide range of goods and services
and offers businesses a new medium through which to market and sell their products and
services. As a tool of communication, the Internet also provides individuals with access to a
broad array of information. While providing these and other benefits, the widespread use of the
Internet has also raised some cause for concern, especially as far as the protection of personal
information is concerned.

Identity Theft

Ultimately, effective data security is about more than just finding and implementing the best
technology. The true challenge lies in ensuring compliance with the policies that regulate
access to medical information. The greatest data security systems in the world will not be
any more effective than the most well-intentioned laws if people do not respect them. People
with mal-intent and the know-how to take advantage of technology will be inclined to do so.
As such, identity theft is another major concern regarding digital medical records. In fact, a
recent report by Javelin Strategy & Research revealed that “data theft related to exposure of
medical records rose in one year more than 100%, from 3% in 2008 to 7%, or 275,000 cases,
last year”. Once the cyber thieves obtain this information, they can use it for anything from
standard identity theft purchases to major insurance scams.

While medical identity theft is still in its early stages, a recent article in U.S. News and World
Reports indicates that it is an ever growing problem:
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“Medical identity theft currently accounts for just 3 percent of identity theft crimes,

or 249,000 of the estimated 8.3 million people who had their identities lifted in 2005,
according to the Federal Trade Commission. But as the push toward electronic
medical records gains momentum, privacy experts worry those numbers may

grow substantially. They’re concerned that as doctors and hospitals switch from
paper records to EMRs, as they’re called, it may become easier for people to gain
unauthorized access to sensitive patient information on a large scale. In addition,
Microsoft, Revolution Health, and, just this week, Google have announced they’re
developing services that will allow consumers to store their health information online.
Consumers may not even know their records have been compromised”.

Digitized Health Information

President Barack Obama recently instituted the “HITECH Act” to help solve the types of
problems associated with digital medical records and online health information. The Federal
Government has made a commitment to Health Information Technologies (HIT) by creating the
Office of the National Coordinator for HIT. Limited funding has been devoted to establishing
Federal HIT standards and supporting the development of a national health information
network. A recent Executive order directs Federal agencies to promote HIT as a means for
improving the quality, efficiency, and transparency in the health care system. In addition,
bipartisan legislation aimed at furthering the use of HIT and the exchange of digitized health
information has recently been passed in Congress.

Despite the public policy attention being paid to the use of technology in health care settings,
implementing a national HIT and Health Information Exchange (HIE) infrastructure will be a
complex and difficult task. The significant number and diversity of stakeholders, the legal,
privacy, and security issues, the lack of agreed on standards for data exchange and storage,
the source of funding for these technologies, the uncertain return on investment, and the
uneven distribution of the return present persistent issues that must be addressed if these
technologies are going to achieve wide-scale improvements in our health care system.

Conclusion

On one level, electronic patient records are merely electronically based devices that fulfill

the same role as their previous material counterparts, much as is the case with computer-
based medical imaging, telemetry, etc. In that sense, the development of electronic patient
records parallels developments in the latter areas. They are merely more easily accessible
than the old-style material records, more easily manipulated, and potentially give a much more
complete representation of their subjects than could previously be achieved. However, as in
so0 many instances, what on the surface appears to be merely a change in technology hides a
much more profound development in the nature and status of what was thus changed.

In this particular instance, the technological switch from paper-based records to electronically
based records facilitated a functional development that radically altered the relationship
between the subject of the record and the record itself, and widely expanded the uses to
which the record could be put. It is this change in relationship, and this expansion of usage
that gave rise to a whole series of ethical problems: problems that center on issues that
encompass everything from invasion of privacy to identity theft to the professional misuse of
confidential information. There is no blanket solution to address these complex issues, and in
all likelihood, there never will be. However, on the whole, the benefits of modern technology in
the healthcare profession seem to outweigh the negatives.
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Nanotechnology & the Manufacturing Industry
The smallest things make the biggest impact

Nanotechnology is a relatively new technology that is quickly revolutionizing the modern world.
This technology has already shown itself in many industries.

For instance, in the clothing industry, Eddie Bauer is currently developing khakis that have
embedded nano-particles to create new stain-repellant khakis.

“What impact could this have on the world?” some would ask. If these pants are developed,
the consumer will not be the only one impacted. The dry cleaning industry will see business
declining; detergent manufactures will find less of their products coming off the shelves; stain-
removal companies will experience the hardest impact — with their businesses decreasing
dramatically.

This seemingly simple application of nanotechnology is just the tip of an iceberg; with the
coming years as scientists start becoming more familiar with such technology, the applications
are endless.

Imagine a car that is scratch-resistant, lightweight, and rustproof, and is stronger than current
cars on the market, with improvements in weight, dramatic fuel cost drops and vehicle
longevity? Now what if parts of that car were already being implemented for the past nine
years? In 2001, Toyota started using nano-composites in their bumpers which would yield a
62% lighter, twice-as-tough, scratch-proof bumper (NASA and other space-bound companies
are applying this technology to their vehicles to drop the costs of parts, fuel and other
assorted things, eventually leading them to transport more things into space). The impact of
said technology implemented throughout the car industry will be greater with less impact on
consumers. However, dependent industries will be impacted more--for example, repair shops
will see a decrease in customers, and insurance companies will have fewer claims.

The implications of such advancing technology are quite large. Many are stating that such
technology is a danger to the public and, because of the level of safety standards needed for
working with such volatile technology, should be stopped. While that may be an argument, the
greater good demands this technology be furthered. A majority of the time the improvements
that are made with nanotechnology would only improve certain industries with having only
positive effects.

Researchers at Pacific Northwest National Laboratory have developed a coating process to
create sponge-like silica that latch onto toxic metals that are in the water. It captures metals
such as lead and mercury, which are then contained in place forever (3). This technology
will impact many industries in different ways — some for the better, others not so much — but
society will inevitably recover and move on with better, improved technology towards a much
brighter future.

Starting around 2010, workers will begin to gain expertise within systems of nanostructures.
One application of this technology could involve the guided self-assembly of nano-electronic
components into three-dimensional circuits and complete devices. The medical field could
utilize said systems to improve the compatibility of implants, create scaffolds for tissue
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regeneration, or even to build artificial organs.

Nanodyne manufactures a tungsten/carbide/cobalt composite powder that is used to make a
sintered alloy as hard as diamond, which in turn is used to produce cutting tools, armor plate
and jet engine parts. (4) Each and every industry that has a part in this type of technology will
greatly improve their processes with better, stronger tools that will last longer and inevitably be
a better investment.

Over time, nanotechnology should benefit every industry and health care field. It should also
help the environment through more efficient use of resources and better methods of pollution
control. Nanotechnology does, however, pose new challenges to risk authority as well. On
an international scale, more needs to be done to collect the scientific information needed to
resolve the many grey areas and to install the proper regulatory oversight.

Helping society to perceive nanotechnology in a manner outside of the entertainment industry
that will retain human values and quality of life will also be essential for this powerful new
technology to live up to its full potential. When society does not fully understand a certain
subject matter or new technology, they are not quite willing to support it, yet they ridicule it and
grow afraid. More information about nanotechnology could be an important step in educating
the world and allowing the growth of this technology.

Nanotechnology has already taken small steps to improve our current world, from cleaning
our water to improving the safety of our vehicles. Lawmakers and concerned citizens make a
valid point when it comes to the practice of creating this technology; as with everything else
in this world, this new technology can be used to do harm. With time, laws and policies will be
passed to ensure that the public is protected from the people who wish to do them harm with
the technology. Ultimately, nanotechnology will continue to improve our society in more ways
than we can possibly imagine.
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Purpose

The intention of this report is multifold: to inform local government officials of Next
Generation 9-1-1; advise current, specific 9-1-1 security management goals; and

forecast recommendations to prepare the public safety organization for future nationwide
implementation. In the first section, the author will provide the following: an introduction;
historical overview; explanation of current 9-1-1 services and usage; and Next Generation
9-1-1 technologies and explore possible security issues already addressed by national
public safety organizations. The second section will address public safety communication
security management goals and possible 9-1-1 information security risks, and will identify
best practices to minimize risk, reduce system vulnerabilities, and maintain 9-1-1 computer
services (Merkow & Breithaupt, 2006). The last section will illustrate a developmental plan in
preparation for the future nationwide implementation of Next Generation 9-1-1.

Introduction

Technology has expanded the way societies communicate, particularly in the last few
decades. Today, cell phones are prevalent and individuals can easily conduct voice and video
conversations, using computers on wired or wireless Internet networks. People can instantly
send and receive text messages, photos and videos from their cell phones. A few individuals
still communicate the old fashioned way, using a landline telephone. However, when it comes
to the technical capabilities of public safety communications, society’s expectations and the
reality of what 9-1-1 is able to handle are further apart. Due to this wide gap of expectation
verses reality, public safety communication is currently developing critical and profound
changes.

The report’s interest delves into the public safety communication industry’s quest to make

the change from analog 9-1-1 systems to IP-based systems, designated as Next Generation
9-1-1 (NG 9-1-1). Analog 9-1-1 systems are not compatible with most of the current consumer
technologies, and converting to digital systems will allow the variety of communication devices
to work with public safety systems. The impact of this change will essentially affect the entire
populace, regardless of whether an individual ever uses 9-1-1 within their lifetime. Potential
problems can range from unavailability of 9-1-1 services due to Internet connection issues, to
data breaches from cyber-attacks. The author will: amalgamate the information from collected
research sources, concentrating on three specific areas in order to illustrate the genesis of 9-
1-1 and different service types; provide discussion of current 9-1-1 usage; and conclude with
future next-generation technologies and security issues.

History/Types of 9-1-1 services

In order to understand and discuss the current changes of today’s 9-1-1 systems, it is best
to briefly review where and how 9-1-1 began as well as the current types of 9-1-1 services.
Jason Barbour’s (2008) article provides an overview of the history of 9-1-1, spanning from its
inception in 1967, between the public and private sectors. It is also important to note the
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humble beginnings of the first 9-1-1 call -- made February 16, 1968, in the small town of
Haleyville, Alabama -- to the current day and ever-changing technologies. Barbour’s historical
perspective tells how the technological advances throughout the years have benefitted the
profession of saving lives and illustrates the importance of modest technological strides from
the thousands of public safety agencies nationwide. He also admits that keeping up with
consumer technology has always been a challenge and that some of the difficulty has been
with the lack of synchronicity between the public and private sectors.

According to the National Emergency Number Association or NENA's website (2009), the
different types of 9-1-1 Systems currently used are Basic, Enhanced, Wireless Phase I, and
Wireless Phase Il. Basic 9-1-1 is when the three-digit number is used, and either voice or TDD
(Telecommunication Device for the Deaf) is received by the local public safety answering point
(PSAP). Enhanced 9-1-1 builds on the basic service and provides dispatchers the caller’s
location, phone number and the PSAP responder information for the caller’s address. It is
important to understand that both Basic and Enhanced 9-1-1 only apply to landline phones --
not wireless.

NENA's website (2009) also explains the next two phases, Wireless Phase | and Phase II.
Wireless Phase | displays only the cell phone number, and Wireless Phase Il provides the cell
phone number and the location of the caller. For Wireless Phase I, the location is based off
the closest cell towers and can span quite a distance -- depending if the caller is located in an
urban or rural area.

Voice over Internet Protocol is spreading rapidly with consumers, and the 9-1-1 communities
have only begun to complete Enhanced 9-1-1 capabilities for VoIP 9-1-1 (NENA, 2009).

The Federal Communications Commission’s website (2008) discusses VolP 9-1-1 services,
explaining that since the communication uses Internet protocol instead of traditional analog
systems, not all VoIP services connect through 9-1-1. Next Generation 9-1-1 is the last phase
currently in sight. It is such a new and significant upgrade, 9-1-1 communities only have a
tentative begin phase deployment date of late 2010 (NENA, 2008). It will be defined and
explained in more detail during the next two topics.

Current 9-1-1 Usage

Current 9-1-1 statistics are provided by the National Emergency Number Association (NENA)
website under the category of “Public & Media”(December 1, 2009):

United States has 6,190 primary and secondary PSAP and 3,135 Counties which include
parishes, independent cities, boroughs and Census areas. Based on NENA's preliminary
assessment of the most recent FCC quarterly filings:

- 96.4% of 6,190 PSAPs have some Phase |
- 93.8% of 6,190 PSAPs have some Phase Il
- 91.6% of 3,135 Counties have some Phase |
- 87.9% of 3,135 Counties have some Phase I
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- 97.6% of Population have some Phase |
- 96.3% of Population have some Phase Il

As the information above shows, even Phase | and Il are not provided to 100% of homes
nationwide. It is estimated that about 20% of households in the United States do not use
landline phone services; instead, they rely on wireless services (NENA, 2009). The overall
finding of the final project report is that this number is increasing.

Even though there is no official phase of Next Generation 9-1-1 deployment nationwide,
there are a few agencies sprinkled throughout the United States that are using portions of it
-- either working on a test PSAP or with a very small percentage of IP-based technologies
working alongside the main analog systems. Black Hawk County, lowa is the first PSAP to
allow text messages to be sent directly to 9-1-1, though it is only through one wireless provider
(Mannion, 2009). Charlotte County in Florida received a Florida State grant and is using it to
begin implementing different Next Generation 9-1-1 capabilities (Hamilton, 2009). The U.S.
Department of Transportation (2009) tested various IP-based technologies with five PSAPs
that gathered the information currently assisting the 9-1-1 communities like NENA and APCO
(Association of Public Safety Officials), along with the government officials, in developing the
nationwide plan.

The United States government is a very important part of the development of regulations for
9-1-1 technologies, from 9-1-1’s first inception in 1967 by the president’'s Commission on

Law Enforcement Administration of Justice (Barbour, 2008) and continuous active pursuits of
legislations, to the ENHANCE 911 Act of 2004 and NET 911 Improvement Act of 2008 -- which
address the concerns raised by emerging technology and how it affects 9-1-1 services (Moore,
2009). With governmental actions and support from the other readings in this section, 9-1-1 is
and always has been working to improve its range and services with the evolving technology.

Currently, the 9-1-1 communities are in the developmental stages with items such as
deployment timelines and system recommendations, with possible completion in late 2010.
The beginning of full Next Generation 9-1-1 implementation for public safety agencies will start
in 2011 (NENA, 2009).

The Future — Next Generation 9-1-1

Next Generation 9-1-1 has been mentioned many times, but what different technologies does
it involve? At the moment, the technologies that are being looked at for Next Generation 9-1-1
capabilities are: IP voice; video; text (instant messaging, Short Messaging Service), data, and
telematics (DISPATCH Magazine, 2009). It is established that Next Generation 9-1-1 is on the
way, but what are some of the security issues or cautions to keep in mind while employing
IP-based systems? Much of the security discussions researched revolve around VolP, which is
not surprising since it is the more established IP-based technology.

The FCC (2008) states that some of the issues with VoIP 9-1-1 are that calls may not connect
to the PSAP or may improperly ring to the administrative line of the PSAP -- which may

Page 36



not be staffed after hours or answered by trained 9-1-1 operators. VoIP calls may correctly
connect to the PSAP but not automatically transmit the user’s phone number and/or location
information. VoIP service may not work during a power outage, when the Internet connection
fails or becomes overloaded. This can be a problem for citizens, such as when emergencies
occur in masses or when the power is out. Because of these issues, there are efforts to include
enhanced VolIP that address things like language-based call routing and the ability for 9-1-1
operators to call back a disconnected call (Kim, Song, & Schulzrinne, 2006).

Another Next Generation 9-1-1 technology attractive to PSAPs for cost savings and shared
resource solutions is virtualization. However, there are security risks that come with a virtual
environment. Hilton Collins’ (2008) main concern is that virtualization in government agencies
-- particularly public safety and law enforcement -- will bring greater exposure for exploits and
security breaches. The article elaborates the risks involved with virtual networks, like hackers,
and illustrates that attackers seek out poorly-configured and exposed servers. Many agencies
do not have dedicated information security personnel to monitor data traffic. All systems that
are interconnected with the agency could be compromised, as it only takes one open network
machine to be a possible threat of opening the door to a secured system or systems.

Another change for Next Generation 9-1-1 that Douglas (2008) discusses is that dispatchers
will need to use another set of sensory skills to perform duties. Currently, the information
received is heard -- either by the caller’s actual voice or from a relay service for the hearing
impaired. In the future, the service will rely more on visual information rather than audible data.
It makes completing interactive functions while multitasking much harder. Douglas (2008) also
touches upon how 9-1-1 centers will have to re-evaluate their training curriculums and hiring
processes to adapt to the changes. These personnel and training issues could be looked at as
vulnerabilities and could be exploited by individuals or organized groups.

A final overview of possible risk and security issues is through Lynette Luna (2008), who
takes the social approach on how consumer technologies and the lack of integration with the
current 9-1-1 systems may affect emergency situations. She uses well-known incidents such
as the Virginia Tech shootings to make a strong argument that the ability of 9-1-1 centers to
accept text messages could have possibly saved lives. For the purpose of risk assessments
to upgrading to next generation 9-1-1, it is good to have a social perspective of 9-1-1
technologies because the point is to provide safety and security to citizens.

The remainder of this article may be found online at:
http.//www.thesecurityjournal.com/journal/TSJ-2010-03-summer/NextGen911.pdf
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