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Notes From the Editor

e Springtime in the Northern Hemisphere invokes
N thoughts of warmer weather, budding trees,
and blooming flowers; in short CHANGE. As
Information Security professionals, we are the
ones that must think toward the future. This
includes finding solutions for not only securing
today’s technologies, but the technologies of
tomorrow. Some of the most insightful work

is coming out of our universities. One of the
technologies of the future is Neural Networks.
The concept has been discussed for 20-30
years. But as it becomes closer to reality, are we going to be prepared for
implications on security and privacy of this technology? This edition, we have an
article on Neural Networks that will introduce you to the concept.

As most of you have heard, President Obama has recently been successful in
forcing through legislation on health care reform, which once again highlights
the health care industry. In this edition, we will be discussing the privacy of
Electronic Healthcare Records.

Also included in this edition is discussion on Voice over IP (VOIP) security,
centralized security management, and a Cyber Security article from our friends in
Uganda and India.

We wish everyone an excellent Spring in the Northern Hemisphere and an
incredible Fall in the Southern Hemisphere. As always, we are open to feedback
on improving our periodical for our readers and are always looking for new and
compelling articles from industry professionals.

~Greg
9]

Gregory Miles, Ph.D. CISSP, CISA, CISM, is the Editor-In-Chief of The Security Journal (www.
thesecurityjournal.com), a Professor with the University of Advancing Technology. (www.uat.
edu), and the VP, Business Operations for Peak Security, Inc. You can contact him through

this publication at gmiles@securityhorizon.com.
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Privacy Concerns... tim godlove

...Regarding Electronic Health Records

Introduction

The increasing use of electronic health records (EHRs) over the past decade or so has brought
up numerous concerns regarding the confidentiality of patient data. EHR systems, which allow
patient records to be accessed by authorized medical personnel anywhere and at any time, are
designed to provide a variety of benefits. The benefits claimed for EHRs are that by being able
to quickly and accurately access a person’s entire health history, deaths due to medical errors
(estimated to be 100,000 a year in the U.S. alone) will be drastically cut, billions of dollars in
medical costs will be saved annually, and patient care will be significantly improved.

Clearly, these are very important advantages. However, as with just about everything in

life, you have to take the good with the bad; and there are just as many disadvantages to
EHRs as there are benefits. The disadvantages stem from not only the lack of privacy and
confidentially associated with these records, but also from the inability to properly control who
has access to them. While the best intentions would have only qualified medical personnel
looking a these records, the reality is that interested parties, such as insurance agencies,
pharmaceutical marketers, news reporters or anyone else with less than honorable intentions
could conceivably hack their way into these files.

Security Breaches

These concerns are not just based on speculation. Actual security breaches of EHRs have
already occurred on numerous occasions. In December of 2006, someone smashed the
window of a car belonging to an employee of Providence Health System in Oregon and stole
computer backup tapes and disks containing records of 365,000 home health patients.

This incident was just one out of many security breaches of patient records that have occurred
in recent years. Others include:

*  Wilcox Memorial Hospital in Lihue, HI, lost a thumb-sized data drive with information on
130,000 former and current patients.

» Backup tapes containing information on 57,000 enrollees of Blue Cross Blue Shield of
Arizona were stolen in a burglary of a managed care company that worked for the insurer.

* A hacker broke into a server and nabbed 42,000 patient records at the health center of
Colorado University in Boulder.

« Kaiser Foundation Health Plan was fined $200,000 by the state of California for posting
information on approximately 150 patients—without their permission—on a public website.

Clearly security and privacy issues are a major concern in regard to electronic health records.

But at the same time, for many people the idea of saving tremendous amounts of lives and

money makes EHRs seem worth the risk. For mental health professionals the dilemma is

especially tricky because many mental health patients would be devastated if their personal

information somehow got into the wrong hands and was made public. For example, in mental

health, effective treatment is built on a foundation of trust between clients and providers and
Page 4



Privacy Concerns, cont. tim godlove

often requires the sharing of sensitive information. Insurance and employment discrimination,
stigma, and financial repercussions can result when data are shared inappropriately.

Creating security systems that will ensure privacy and confidentiality is of the utmost concern
for mental health professionals and their patients. Most people do not want outsiders, like drug
companies, to be able to gain access to their health records, with
1, the exception of the need to perform medical research. People

_-';f ) are aware that computer security breaches happen all the time
' and they do not want to fall victim to this problem. This is quite
understandable considering that the annual loss due to computer
crime was estimated to be $67.2 billion for U.S. organizations,
according to a 2005 Federal Bureau of Investigation (FBI) survey.
Further the annual Computer Security Institute and FBI Computer
Crime and Security Survey for 2005 for example, reported that only
20 percent of business who suffered serious computer security
e breaches reported the incident to law enforcement. The key reason
: cited for not reporting intrusions to law enforcement, according to
: the Report, is the concern for negative publicity.

Paper Records

Of course, there is the argument as well that non-electronic records (traditional paper records)
could be just as vulnerable, if not more vulnerable to invasion of privacy. After all, at least

in electronic storage systems there are security measures taken to keep them safe. Paper
records usually have no more protection than a lock on a filing cabinet. On the other hand,
security leaks involving paper records are much smaller in scale than electronic leaks. An
individual who gets his or her hands on a stack of paper files is not going to gain anywhere
near the amount of data that someone who is able to hack a computer system is going to get.

Privacy measures for EHRs

Measures are, of course, being taken to ensure the privacy of electronic medical records.
According to a recent article in Healthcare Technology Management (2009) former U.S. Health
and Human Services (HHS) Secretary Mike Leavitt outlined eight “privacy principles” in a
speech given at the Nationwide Health Information Network Forum in December, 2008. These
included the following:

1. Consumers should be provided with a simple and timely means to access and obtain their
personal health information in a readable format.

2. Consumers should be provided with a timely means to dispute the accuracy or integrity of
their personal identifiable health information, and to have erroneous information corrected
or to have a dispute documented if their requests are denied.

3. Consumers should be able to add to and amend personal health information in products
controlled by them such as personal health records (PHR).

4. Consumers should have information about the policies and practices related to the
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Privacy Concerns, cont. tim godlove

collection, use and disclosure of their personal information.

According to Healthcare Technology Management (2009), the other principles focused

on issues of access permission, data integrity, and accountability. Leavitt also provided
information about how to avoid security breaches. All of this information is critically important
considering that President Obama has announced that he plans to have all health records
electronically stored within the next five years.

The U.S. Department of Health and Human Services has been working hard to make sure
that the healthcare profession is armed and ready to meet this challenge with as few threats
to privacy as possible. In a report titled “Enhancing Protections for Uses of Health Data:

A Stewardship Framework” (2007), and HHS advisory committee known as the National
Committee on Vital and Health Statistics (NCVHS) made a formal request for certain
frameworks and terminologies in the Health Insurance Portability and Accountability Act
(HIPAA) to be updated to suit current needs. Of particular concern regarding terminology
was the use of the phrase “secondary uses.” The phrase is currently used to refer to medical
researchers, but the vagueness of the phrase, and the loopholes it can open, have caused
the NCVHS to submit to the Secretary of Health and Human Services (HHS) that it “urges
abandoning this ill-defined and overly broad term in favor of naming each use of health
data—for example, reporting communicable diseases to public health, or informing the quality
improvement process”.

An additional concern that has reformers fired up is the fact that there are so many
incompatible systems. The current plethora of incompatible systems—personal and physician
health records, hospital records, lab tests, imaging, payer data, web portals—makes it difficult
to guarantee information security. Health reform should empower patients to easily access and
control release of their own health records, but it is hard for patients to assemble and share
complete records from multiple sources.

Policy Changes

Clearly, regulations are changing due to rapid changes in technology that have allowed EHRs
to be a viable possibility. It is likely that legislation and other reform efforts will continue as
more and more electronic records become accessible. However, while Congress should
establish a strong framework for health privacy and security, it must avoid a “one size fits

all” approach that treats all actors that hold personal health information the same. The
complexity and diversity of entities connected through health information exchange, and their
very different roles and different relationships to consumers, require precisely tailored policy
solutions that are context and role-based and flexible enough to both encourage and respond
to innovation.

As it is now, legislation governing EHRs already varies significantly between jurisdictions.
Various jurisdictions have established legal requirements of varying degrees of clarity on what
information is to be recorded, how long information is to be retained, and what the content
should be contain. Given that paper records have been the predominant source of patient
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Privacy Concerns, cont. tim godlove

information for centuries, it is understandable that new legislation needs to be enacted to
account for this major overhaul of traditional systems. As such, the rules, formulated for paper
records, are undergoing modification and extension to adjust to the new opportunities, cost
considerations, and risks introduced by the digitization of the medical record. Nonetheless,
online practice does not diminish patient protections; at least until the law becomes clearer, all
applicable laws should be applied to electronic records.

As of 2004, only thirteen percent of patient medical records were electronically accessible,
primarily due to the cost of transference. However with President Obama encouraging 100
percent transference within the next five years, drastic changes in legislation, practice and
security are bound to occur.

Privacy and Security Measures

The number of security breaches among medical institutions both large and small, continues
to increase despite the plethora of measures continuously devised

to combat intrusion. Even the U.S. government, whom one would | kY
think would have the most air tight computer systems in the world, 1 R*xx
has been vulnerable to hackers on numerous occasions. According ™

to the Privacy Rights Clearing-house, there have been over 500 -.:‘II

security breaches since 2005, many involving the most respected
organizations in the United States. This is evidence that security
breaches can affect anyone at any time, no matter how powerful
and organization may seem.

Many people tend to think of the corporate healthcare giants of being somewhat immune

to routine security problems, simply because they have the financial resources at hand to
combat them. However it is becoming increasingly clear that ‘money can’t buy security’ if the
impenetrable device does not yet exist or being developed. It seems with every new innovation
in security comes a new innovation in security breaching, and the race on both sides of

the fence seems infinite. Security measures and forensic techniques are becoming more
advanced, but have yet to surpass the rate at which intrusion technology is growing.

Currently, there are numerous perspectives as to what privacy protection and security
measures should entail. There is a fairly comprehensive list of security measures that few
could argue with and the following need to include:

Accountability-proof that an intended transaction indeed took place.
Confidentiality-protection of confidential information from an eavesdropper.
Integrity-assurance that the information sent is the same as the information received.
Authority-assurance that those who request data or information are authorized to do so.
Authenticity-assurance that each party is who they say they are.

Page 7
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Privacy Concerns, cont. tim godlove

Effective security programs must support the needs of the business without imposing
excessive cost or inconvenience to users. Overly stringent security controls can lead to
productivity loss among workers who wrestle with time-consuming processes. Overly restrictive
controls undermine efficacy, as in the example of a demanding password policy that leads
users to write passwords on sticky notes pasted to their monitors. Unnecessarily stringent
controls increase costs of technical support while delivering little incremental risk reduction.

By combining several non-intrusive security measures that work together, an organization can
achieve dramatic risk reduction without more costly and infringing controls. A less demanding
password requirement, combined with the right network configuration, on top of a properly
communicated and enforced human resources policy, can together provide greater security
than a single more powerful control.

The increased demand for online data has, in turn, created a variety of new security problems
for statistical enterprises, in particular, what are known as “tracker attacks”. Anomaly detection
techniques capture both known intrusions and unknown intrusions if the intrusions demonstrate
a significant deviation from a norm profile. Existing anomaly detection techniques differ mainly
in the representation of a norm profile and the inference of intrusions using the norm profile.
The disclosure limitation has been the primary focus of concern; however more attention needs
to be paid to software devices that prevent illegal access to critical, confidential information.
Ultimately, although secure software methodologies will continue to improve, bugs and
vulnerabilities in computer and network systems are inevitable due to the difficulty in managing
the complexity of such large-scale systems during their specification, design, implementation,
and installation.

Conclusion

As progressively more patient health records continue to become electronic instead of paper-
based, the need for advanced security systems to protect privacy will grow exponentially.
People’s fears about their personal, private information becoming available to outside parties
are, unfortunately, not unfounded. Security breaches continue to occur despite elaborate
measures being taken to prevent them. In the end, the issue comes down to what is more
important — saving hundreds of thousands of lives and dollars through an integrated online
system, or taking the chance of private medical records becoming public fodder. It may very
well be that people will have to be willing to sacrifice some of their feelings of personal security
in order to serve the greater good.
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Centralized Security-Event Management... raymond nutting
...Powered by OSSEC and Splunk>

Abstract

An effective centralized security-event monitoring solution for a global enterprise may be

seen by some critics as an idealistic approach to achieving the impossible. Every enterprise

is unique, which makes it very difficult to manage and correlate security-relevant data and
policies across heterogeneous environments. The solution must be flexible, scalable and
agile enough to effectively manage change in the environment without being intrusive to
critical resources on the network. Ultimately, the solution must complement defense-in-depth
strategies and be able to integrate into an organization’s security support structure. All of
these variables must be carefully considered and addressed prior to settling on an approach to
make what seems to be the impossible, possible.

Introduction

Recently, my company tasked me to identify a centralized Security Event Management

(SEM) solution that would have a small fiscal footprint on the overall IT budget. Our solution
must provide log analysis for SIEM (Security Information and Event Management) collection
devices, audit reduction capabilities, security-event correlation and trend analysis, and alerting
across a global enterprise; geographically located throughout the world and interconnected
over low-bandwidth connections. The fiscal limitations prompted my search to begin with the
open source community. | just had to find the right software to get me where | need to go.

| approached my objective in two phases, one —find a product that will help automate the
process of analyzing log data from multiple SIEM collection devices, correlating security-
events and alert forwarding; two — find a middleware product to act as a central repository

for ingesting the alerts, provides an investigative Ul (user interface) and extends visibility of
this data from an enterprise perspective. After being in the security industry for a while, |
remember coming across two very specific products that could help fill the void; OSSEC and
Splunk. The “Splunk + OSSEC Integration” post by Dale Neufeld also inspired me to research
these products a little further and see how we could build them into our new design.

Design

Our implementation of OSSEC could be classified as a typical Client-Server model, where the
clients (OSSEC agents) collect audit data and forward the data to the OSSEC HIDS (I will refer
to this server as the OSSEC HUB) server for analysis. This design would support a multi-
segmented network, each comprised of a Local Area Network running multiple nodes hosted
on various flavors of Linux, Windows and UNIX operating platforms. Each OSSEC HUB would
be responsible for locally analyzing the audit data, performing event correlation on the data
and alerting on security-relevant events back to a centralized security-event monitoring system
managed by Splunk.
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Centralized Security-Event Management... raymond nutting

Log Data Collection

The OSSEC agents are installed on the central sysloq server, Derlmeter network loaaina server
and Windows Servers. The SIEM data (web, ety \

database, OS logs, perimeter control logs, / INTERAL Land

etc...) is collected and processed by the _' '
OSSEC client through the ossec- Iogcollectori
service. The data is then forwarded to =
the OSSEC HUB over 1514/udp for log (
analysis and security-event correlation. 3
Figure 1 depicts the logical design and data
flow for local SIEM data collection. The
communication between the OSSEC client

and HUB is encrypted using pre-shared

keys with blowfish, a symmetric block cipher
encryption algorithm.

Security-Event Correlation and Alerting

The OSSEC HUB is responsible for correlating and alerting on the data received from the
agents. When the log data arrives at the OSSEC HUB it cycles through three main functions,
pre-decoding and decoding, and signature detection. The pre-decoder extracts known fields
such as the time while the decoder is a user-defined set of regular expressions to identify
strings of text that are of interest. These strings will be compared to a set of signatures/rules
that should be designed around the organizational security policy. This design will provide

the capability to filter audit log data at the OSSEC HUB, minimizing the load and latency over
remote low-bandwidth connections and only sending SIEM data, relevant to the organization
security policy. By sending a smaller capacity of data from each remote location, in the form of
alerts versus sending everything will help increase the active-response time from our OSSEC
HUB. The next step is to forward those correlated alerts from each OSSEC HUB to the central
SEM repository to extend visibility of security relevant data across the enterprise.

Security-Event Forwarding

Splunk, which is a data indexing application, will fill the void as the middleware component in
our new solution to ingest and index the alerts from the OSSEC HUBs. Each OSSEC HUB
will have its syslog_output module configured, so that all alerts are captured and forwarded

to the appropriate server IP address and network input port number, which is configured on
the Splunk server. The Splunk Search web application will provide the primary user-interface
for searching, investigating and reporting anomalies and computer mis-use across all the
systems. The data indexing engine will provide knowledge and retention, central management
and situational awareness of operations systems using the alert data from each OSSEC HUB.
Figure 2 describes the logic in the OSSEC alert forwarding process, from OSSEC Agent to
OSSEC HUB to Splunk. Splunk Search will optimize our ability to perform trend analysis
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across all of the SIEM data in the enterprise, S— —

to discover a pattern or trend in the information - IR~ 7 N ‘
over a period of time through its sophisticated -y :;ffrsrgg:m .

universal real-time indexing features and : ; =

Google-like search capabilities. It almost seems - =,
too good to be true!

Figure 2 - G33EC Aledt Formanding o Spluenk

Centralized Security-Event Management & -

Splunk stores all of its processed data in

indexes. Indexes in turn, are stored in

databases. All data that is imported or ingested into Splunk is done through a local or network-
based input. You can configure Splunk to accept any input on any TCP or UDP port. Our
Splunk server is configured with a dedicated UDP network input for each OSSEC HUB. The
remote connectivity is not always reliable, due to our low-bandwidth connections. If the alerts
are dropped due to a problem on the network, we can simply go back to the OSSESC HUB
and resend the alert if needed. The OSSEC HUB from each remote location forwards the
alerts over a VPN encrypted network to its respective network input port, configured on the
Splunk server. As the alert data arrives, Splunk will extract the date-time stamp (time-series
data) and if it can’t find or recognize a valid time stamp it will apply the current time to the data
as it indexes it. All data will be indexed in real-time so that the SIEM data is readily available to
you as you need it.

The free version of Splunk affords an indexing volume of 500MB per day, minus a

few important enterprise features after the 30 day trial license expires such as LDAP
authentication, RBAC, etc... You can find more information about the difference between
Splunk free licensing and enterprise licensing on the Splunk website. Recently, our Splunk
indexing volume reached a whopping total of 16MB; the highest it has ever been for any
given day. Currently, we have over three hundred and fifty thousand OSSEC alerts indexed

in our Splunk database and this number grows daily. We purchased an enterprise license at
an indexing rate of 500MB per day, only because we wanted the RBAC and LDAP support

in our solution. The OSSEC events are not large. So using OSSEC to do the analysis and
event correlation at the source vise sending everything at once will help save on the enterprise
indexing volume license. Not to mention that if you don’t need all of the bells and whistles you
get with the enterprise license, you could probably get away with just using the free licensed
version of Splunk.

Summary

This SEM solution was designed to process raw log data, automate the process of security-
event correlation, real-time response and alerting, and providing the ability to forward SIEM
data from remote locations to a central repository, to extend visibility across the enterprise.
OSSEC and Splunk have extended features and capabilities | did not address in this paper
however; | would encourage you to research these products further to see if these additional
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features could be leverage for your organization’s SEM solution. Not only has this solution
helped us centrally manage our SIEM data, but it has helped us identify miss configurations
in our architecture that were being buried in our raw audit logs. We never would have

been able to find these problems without this new capability. A Centralized Security-Event
Management system will never take the place of raw audit log data retention or storage. It
merely complements an organization’s current defense in-depth principles and enables senior
management to keep people honest with their technology.

Implementation

In this section | will walk through a generic set of procedures to build a SEM reporting and
investigating capability using OSSEC and Splunk. There is very little documentation out on
the Internet describing the “specifics” of the configuration and integration process between
OSSEC and Splunk, so | will try and sum up all of the knowledge | obtained through my
research and implementation efforts on this topic. Here is my test scenario, an OSSEC HIDS
forwarding alerts to a Splunk server on a private network. Here is what you need to do from a
test/configuration stand point:

Required Software

+ Latest version of OSSEC HIDS (v2.1 or later) for UNIX/Linux

* http://www.ossec.net/main/downloads/

« Latest Free version (30 day trial) of Splunk (v4.0.6 or later) for Linux (TAR archive)

* http://www.splunk.com/download/?ac=wiki_download

+ 2 dedicated Servers (or virtual machines) running CentOS v5 or later, one for OSSEC HIDS
and the other to host Splunk http://wiki.centos.org/Download

Setup the OSSEC HIDS

+ Install and configure CentOS v.5 on your OSSEC HIDS then configure it on the same
network your Splunk server will be on (example: 172.16.2.0/24)
* Download the OSSEC HIDS tar ball, version 2.1 or later
+ Configure OSSEC HIDS as ‘root’ by running the install.sh script that came with the archive
file and accept all the defaults. Be sure to configure this system as both an OSSEC server
and OSSEC client. You can read the installation files that came with your archive for more
detail
* Modify the ossec.conf and add a syslog_output block, specifying your Splunk system IP
address (172.16.2.2) and the network input port (10002) the server is listening on (can be
changed to what ever your configuration allows for)
<syslog_output>
<server>172.17.2.3</server>
<port>10002</port>
</syslog_output>
* Next, enable the syslog_output module and restart the ossec-control service using client-
syslog
Page 14
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Ivar/ossec/bin/ossec-control enable client-syslog
Ivar/ossec/bin/ossec-control restart

Setup the Splunk Server

» Install and configure CentOS v.5 on your Splunk server then configure it on the same
network your OSSEC server will be on (example: 172.16.2.0/24)
* Next, download the free version of Splunk version 4.0.6 or later for i386 or 64bit Linux.
Place the file in root’s home directory
« Extract the .tar ball in to the /opt directory (creates directory /opt/splunk)
cp SHOME/<splunk_linux_name>.tar /opt; tar xf /opt/<splunk_linux_name>.tar
* Make sure you update any local or network firewall rules where this new network traffic with
be traversing, then restart Splunk
/opt/splunk/bin/splunk restart
« Now open a Firefox or IE browser window (either from one of the servers or another
system that can communicate over the network to the Splunk server) and go to
http://172.16.2.3:8000 and login using credentials below:
(Replace the IP address with the IP address of your Splunk server)
User: admin
Password: changeme
+ On the main dash board page, click the Manager link in the top right hand corner of the
page
» Under “System Configurations” click on the Data Inputs link
» Click on the UDP link, then click the New button
» Enter the port (10002 or what ever you entered in during the OSSEC configuration for the
port Splunk will receive OSSEC alerts from)
+ Select Manual from the dropdown box pertaining to source type
« Enterin “ossec” in the Source Type text box, then click the Save button
* Now enable the data input feed for the port by clicking on the enable link in the row that
corresponds to your new UDP port/feed for OSSEC alerts
» Click on the Back to Search link in the top left hand corner of the web browser, generate
some alerts from the OSSEC server (example: fail to login locally via SSH as root) and the
alerts should be arriving into Splunk soon!!!

Considerations

Additional configuration options, outside the scope of this paper that you may want to
investigate or consider when expanding your SEM functionality:

» Regular Expressions for OSSEC development and Splunk searching
http://www.regular-expressions.info/examples.html
http://securityisfutile.blogspot.com/2010/02/creating-your-own-splunk-field-using.html

+ OSSEC agent less monitoring
http://praetorianprefect.com/archives/2009/11/ossec-agentless-to-save-the-day/

* Install and configure Subversion (SVN) for version control of OSSEC rule sets and
decoders. SVN provides an efficient means of pushing configuration updates out to your
remote OSSEC HUBs

http://www.howtoforge.com/apache_subversion_repository

» Install and configure nmap to work in conjunction with OSSEC
http://www.ossec.net/wiki/Know_How:Nmap

+ Install and configure iplog and arpwatch on parameter devices to report anomalies and
additional malicious activity back to OSSEC

http://www.ossec.net/wiki/Detecting_port_scan_with_Ossec_and_iplog
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Conclusion

In this paper, | highlight some of the difficult variables to consider when developing an
effective security-event management system. | wanted to tell my success story on how an
organization can leverage open source technologies to optimize their SEM alerting capabilities
and defense in-depth strategies. My organization is simultaneously monitoring alerts from
thousands of nodes, all geographically located throughout the world in near-real time. There
are some technical challenges to consider when using this solution. Some times you will have
to create and customize your own decoders and rule-sets to alert on technology that may not
have inherent support by the open source software. My organization has spent a significant
amount of time developing our own decoders and rule-sets around the organization’s security
policy. However, this allows us to remain flexible and agile enough to manage change in our
environment. Developing an effective security-event monitoring solution is a difficult task but
giving careful consideration to each variable you identify in your architecture will help you on
your journey for seeking out the solution that works best for you.
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...of Cyber Security - A Technical Review of Cyber Security

As the number and size of Computer Networks increase, the need for Cyber security in the
computer network grown in step. To reduce the overhead required for Cyber security.it is
desirable to have network processors perform inter-processor testing and diagnosis. Cyber
security is an application of information security to both theoretical and actual computer
systems. For the sake of simplicity, issues regarding privacy should be handled under the
subject of information privacy rights. For the purpose of this article, Computer security is

a branch of computer science concerned with risk management trade-offs in the areas

of confidentiality, integrity and availability (see CIA Triad) of electronic information that is
processed by or stored on computer systems.This paper describes about the standards and
measures neces-sary to be taken to safeguard the Cyberspace.

THE traditional approach is to create computing platforms, languages, and applications that
enforce restrictions such that agents (i.e., users or programs) can only perform actions that
have been allowed according to some specified security policy. Computer security can also be
seen as a subfield of security engineering, which looks at broader security issues in addition
to computer security. In today’s world, organizations of all sizes, as well as individuals, are
obliged to devote an increasing effort and resources in pursuit of computer security. Applied
Information Economics has been used to compute the cost of computer security, even when it
appears to be largely intangible.

A secure system should still permit authorized users to carry out legitimate and useful tasks.
It is important to distinguish the techniques used to increase a system’s security from the
issue of that system’s security status. In particular, systems which contain fundamental flaws
in their security designs cannot be made secure without compromising their usability. Most
computer systems cannot be made secure even after the application of extensive “computer
security” measures. Furthermore, if they are made secure, functionality and ease of use often
decreases.

The contents of the paper is arranged a follows, in sec-tion-2 the levels of network
interdependencies has been discussed, in section-3 different categories of networks have been
discussed, packet blur deficiencies and tech-nology developments are discussed in section 4,
in sec-tion- 5 a new trend and section -6 transfor network archi-tecture(TNA) and section- 7
different levels of software security attacks have been discussed, followed by planning of our
future work in section-8, and at last we shall conclude the objectives of this work in section 9.

The term ‘cyber crime’ is a misnomer. This term has nowhere been defined in any statute
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/Act passed or enacted by the Indian Parliament. The concept of cyber crime is not radically
different from the concept of conventional crime. Both include conduct whether act or omission,
which cause breach of rules of law and counterbalanced by the sanction of the state

Cyber crime consists of specific crimes dealing with computers and networks (such

as hacking) and the facilitation of traditional crime through the use of computers (child
pornography, hate crimes, telemarketing /Internet fraud). In addition to cyber crime, there

is also “computer-supported crime” which covers the use of computers by criminals for
communication and document or data stor-age. While these activities might not be illegal in
and of themselves, they are often invaluable in the investigation of actual crimes. Computer
technology presents many new challenges to social policy regarding issues such as privacy, as
it relates to data mining and criminal investi-gations

2.1 Reasons for cyber-security

It is believed the security of computer systems is important for two reasons. The increased role
of Information Technology (IT) and the growth of the e-commerce sector have made cyber-
security essential to the economy. Also, cyber-security is vital to the operation of safety critical
systems, such as emergency response, and to the protection of infrastructure systems, such
as the national power grid.

There are several methods of attack in cyber-warfare; this list is ranked in order of mildest to
most severe.

Web vandalism: Attacks that deface webpages, or denial-of-service attacks. This is normally
swiftly combated and of little harm.

Propaganda: Political messages can be spread through or to anyone with access to the
internet.

Gathering data. Classified information that is not handled securely can be intercepted and
even modified, making espionage possible from the other side of the world.

Denial-of-Service Attacks: Large numbers of computers in one country launch a DoS attack
against systems in another country.

Equipment disruption: Military activities that use computers and satellites for co-ordination
are at risk from this type of attack. Orders and communications can be intercepted or replaced,
putting soldiers at risk.

Attacking critical infrastructure: Power, water, fuel, communications, commercial and
transportation are all vulnerable to a cyber attack.
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Cyber counterintelligence are measures to identify, pene-trate, or neutralize foreign operations
that use cyber means as the primary tradecraft methodology, as well as foreign intelligence
service collection efforts that use tra-ditional methods to gauge cyber capabilities and inten-
tions.

The technologies of computer security are based on logic. There is no universal standard
notion of what secure be-havior is. “Security” is a concept that is unique to each situation.
Security is extraneous to the function of a com-puter application, rather than ancillary to it, thus
security necessarily imposes restrictions on the application’s be-havior.

There are several approaches to security in computing, sometimes a combination of
approaches is valid:

1. Trust all the software to abide by a security policy but the software is not trustworthy (this is
computer inse-curity).

2. Trust all the software to abide by a security policy and the software is validated as
trustworthy (by tedious branch and path analysis for example).

3. Trust no software but enforce a security policy with mechanisms that are not trustworthy
(again this is computer insecurity).

4. Trust no software but enforce a security policy with trustworthy mechanisms.

Many systems unintentionally result in the first possibility. The Approaches 1 and 3 lead to
failure. Since ap-proach 2 is expensive and non-deterministic, its use is very limited. Because
approach 4 is often based on hard-ware mechanisms and avoids abstractions and a multi-
plicity of degrees of freedom, it is more practical. Combinations of approaches 2 and 4 are
often used in a layered architecture with thin layers of 2 and thick layers of 4.

There are a myriad strategies and techniques used to design security systems. There are few,
if any, effective strategies to enhance security after design.

One technique enforces the principle of “least privilege” to great extent, where an entity has
only the privileges that are needed for its function. That way even if an at-tacker gains access
to one part of the system, fine-grained security ensures that it is just as difficult for them to ac-
cess the rest.

Furthermore, by breaking the system up into smaller components, the complexity of individual
components is reduced, opening up the possibility of using techniques such as automated
theorem to prove the correctness of crucial software subsystems. This enables a closed

form solution to security that works well when only a single well-characterized property can
be isolated as critical, and that property is also assessable to math. Not surprisingly, it is
impractical for generalized correctness, which probably cannot even be defined, much less
proven. Where formal correctness proofs are not possible, rigorous use of code review and
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unit testing represent a best-effort ap-proach to make modules secure.

The design should use “defense-in-depth”, where more than one subsystem needs to be
violated to compromise the integrity of the system and the information it holds. Defense-in-
depth works, when the breaching of one security measure does not provide a platform to
facilitate subverting another. Also, the cascading principle acknowledges that several low
hurdles do not make a high hurdle. So cascading several weak mechanisms does not provide
the safety of a single stronger mechanism.

Subsystems should default to secure settings, and wher-ever possible should be designed to
“fail secure” rather than “fail insecure” (see fail safe for the equivalent in safety engineering).
Ideally, a secure system should require a deliberate, conscious, knowledgeable and free
decision on the part of legitimate authorities in order to make it insecure.

In addition, security should not be an all or nothing issue. The designers and operators of
systems should assume that security breaches are inevitable. Full audit trails should be kept
of system activity, so that when a security breach occurs, the mechanism and extent of the
breach can be determined. Storing audit trails remotely, where they can only be appended to,
can keep intruders from covering their tracks. Finally, full disclosure helps to ensure that when
bugs are found the “window of vulnerability” is kept as short as possible.

Techniques for Creating Secure Systems

The following techniques can be used in engineering se-cure systems. These techniques, while
useful, do not of themselves ensure security. One security maxim is “a security system is no
stronger than its weakest link”

« Automated theorem proving and other verification tools can enable critical algorithms and
code used in se-cure systems to be mathematically proven to meet their specifications.

« Thus simple microkernels can be written so that we can be sure they don’t contain any
bugs: eg EROS and Coyotos.

A bigger OS, capable of providing a standard API like POSIX, can be built on a microkernel
using small API servers running as normal programs. If one of these API servers has a bug, the
kernel and the other servers are not affected: e.g. Hurd.

+ Cryptographic techniques can be used to defend data in transit between systems, reducing
the probability that data exchanged between systems can be intercepted or modified.

» Strong authentication techniques can be used to ensure that communication end-points are
who they say they are.

« Secure cryptoprocessors can be used to leverage physical security techniques into
protecting the security of the computer system.

» Chain of trust techniques can be used to attempt to ensure that all software loaded has
been certified as authentic by the system’s designers.
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« Mandatory access control can be used to ensure that privileged access is withdrawn
when privileges are revoked. For example, deleting a user account should also stop any
processes that are running with that user’s privileges.

« Capability and access control list techniques can be used to ensure privilege separation
and mandatory access control. The next sections discuss their use.

Some of the following items may belong to the computer insecurity article:

» Do not run an application with known security flaws. Either leave it turned off until it can be
patched or oth-erwise fixed, or delete it and replace it with some other application. Publicly
known flaws are the main entry used by worms to automatically break into a system and
then spread to other systems connected to it. The security website Secunia provides a
search tool for un-patched known flaws in popular products.

» Backups are a way of securing information; they are another copy of all the important
computer files kept in another location. These files are kept on hard disks, CD-Rs, CD-
RWs, and tapes. Suggested locations for back-ups are a fireproof, waterproof, and
heat proof safe, or in a separate, offsite location than that in which the original files are
contained. Some individuals and companies also keep their backups in safe deposit boxes
in-side bank vaults. There is also a fourth option, which involves using one of the file
hosting services that backs up files over the Internet for both business and indi-viduals.

» Backups are also important for reasons other than secu-rity. Natural disasters, such as
earthquakes, hurricanes, or tornadoes, may strike the building where the com-puter is
located. The building can be on fire, or an explosion may occur. There needs to be a recent
backup at an alternate secure location, in case of such kind of dis-aster. The backup needs
to be moved between the geographic sites in a secure manner, so as to prevent it from
being stolen.

» Anti-virus software consists of computer programs that attempt to identify, thwart and
eliminate computer viruses and other malicious software (malware).

+ Firewalls are systems which help protect computers and computer networks from attack
and subsequent in-trusion by restricting the network traffic which can pass through them,
based on a set of system administrator defined rules.

» Access authorization restricts access to a computer to group of users through the use
of authentication systems. These systems can protect either the whole computer - such
as through an interactive logon screen - or individual services, such as an FTP server.
There are many methods for identifying and authenticating users, such as passwords,
identification cards, and, more recently, smart cards and biometric systems.

» Encryption is used to protect the message from the eyes of others. It can be done in
several ways by switching the characters around, replacing characters with others, and
even removing characters from the message. These have to be used in combination
to make the encryption secure enough, that is, sufficiently difficult to crack. Public key
encryption is a refined and practical way of doing encryption. It allows for example anyone
to write a message for a list of recipients, and only those recipi-ents will be able to read that
message.

» Intrusion-detection systems can scan a network for people that are on the network but who
should not be there or are doing things that they should not be doing, for example trying a
lot of passwords to gain access to the network.
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« Social engineering awareness - Keeping employees aware of the dangers of social
engineering and/or having a policy in place to prevent social engineering can reduce
successful breaches of the network and servers.

Cyber security standards are standards which enable organizations to practice safe security
techniques in order to minimize the number of successful cyber security attacks. These guides
provide general outlines as well as specific techniques for implementing cyber security. For
certain specific standards, cyber security certification by an accredited body can be obtained.
There are many advantages to obtaining certification including the ability to get cyber security
insurance. Cyber security standards have been created recently because sensitive information
is now frequently stored on computers that are attached to the internet. Also many tasks that
were once done by hand are carried out by computer; therefore there is a need for Information
Assurance (IA) and security. Cyber security is important to individuals because they need to
guard against identity theft. Businesses also have a need for this security because they need
to protect their trade secrets, proprietary information, and customer’s personal information.
The government also has the need to secure their information. This is particularly critical since
some terrorism acts are organized and facilitated by using the internet. One of the most widely
used security standards today is ISO 17799 which started in 1995. This standard consists of
two basic parts. BS 7799 part 1 and BS 7799 part 2 both of which were created by (British
Standards Institute) BSI. Recently this standard has become ISO 27001. The National Institute
of Standards and Technology (NIST) has released several special papers addressing cyber
security. Three of these special papers are very re-levant to cyber security: the 800-12 titled
“Computer Security Handbook;” 800-14 titled “Generally Accepted Principals and Practices for
Securing Information Technology;” and the 800-26 titled “Security Self-Assessment Guide for
Information Technology Systems”.

ISO/IEC 17799

ISO/IEC 17799 is an information security standard published and most recently revised in
June 2005 by the In-ternational Organization for Standardization (ISO) and the International
Electrotechnical Commission (IEC). It is entitled Information technology - Security techniques
- Code of practice for information security management. The current standard is a revision of
the version published in 2000, which was a word-for-word copy of the British Standard (BS)
7799-1:1999.

ISO/IEC 17799 provides best practice recommendations on information security management
for use by those who are responsible for initiating, implementing or main-taining Information
Security Management Systems (ISMS). Information security is defined within the stan-dard in
the context of the C-I-A triad:

The preservation of confidentiality (ensuring that information is accessible only to those
authorised to have access), integrity (safeguarding the accuracy and completeness of
information and processing methods) and availability (ensuring that authorised users
have access to information and associated assets when required).
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After the introductory sections, the 2005 version of the standard contains the following twelve
main sections:

Risk assessment and treatment - analysis of the or-ganization’s information security risks

Security policy - management direction

Organization of information security - governance of information security

Asset management - inventory and classification of information assets

*Human resources security - security aspects for em-ployees joining, moving and leaving

an organization

Physical and environmental security - protection of the computer facilities

Communications and operations management - management of technical security controls

in systems and networks

8. Access control - restriction of access rights to net-works, systems, applications, functions
and data

9. Information systems acquisition, development and maintenance - building security into
applications

10. Information security incident management - antici-pating and responding appropriately to
information se-curity breaches

11.Business continuity management - protecting, main-taining and recovering business-critical
processes and systems

12.Compliance - ensuring conformance with informa-tion security policies, standards, laws and

regulations

aORrON~

No

Within each section, information security controls and their objectives are specified and
outlined. The informa-tion security controls are generally regarded as best prac-tice means
of achieving those objectives. For each of the controls, implementation guidance is provided.
Specific controls are not mandated since:

1. Each organization is expected to undertake a structured information security risk
assessment process to deter-mine its specific requirements before selecting controls that
are appropriate to its particular circumstances. (The introduction section outlines a risk
assessment process although there are more specific standards covering this area such
as ISO Technical Report TR 13335 GMITS Part 3 - Guidelines for the management of IT
security - Secu-rity Techniques.)

2. ltis practically impossible to list all conceivable con-trols in a general purpose standard.
(Industry-specific variants of ISO 17799 or ISO 27002 are anticipated to give advice tailored
to organizations in the telecomms, financial services and other industries).

ISO/IEC 17799 has directly equivalent national standards in countries such as Australia and
New Zealand (AS/NZS ISO/IEC 17799:2006), the Netherlands (NEN-ISO/IEC 17799:2002

nl, 2005 version in translation), Denmark (DS484:2005), Sweden (SS 627799), Japan (JIS

Q 27002), UNE 71501 (Spain), the United Kingdom (BS ISO/IEC 17799:2005) and Uruguay
(UNIT/ISO 17799:2005). Translation and local publication often re-sults in several months’
delay after the main ISO/IEC standard is revised and released but the national standard bodies
go to great lengths to ensure that the translated content accurately and completely reflects
ISO/IEC 17799
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The National Institute of Standards and Technology (NIST), known between 1901-1988 as

the National Bureau of Standards (NBS), is a non-regulatory agency of the United States
Department of Commerce’s Technology Administration. The institute’s mission is to promote
U.S. innovation and industrial competitiveness by advancing measurement science, standards,
and technology in ways that enhance economic security and improve quality of life. As part

of this mission, NIST scientists and engineers continually refine the science of measurement,
making possible the ultra precise engineering and manufacturing required for today’s most
advanced technologies. They also are directly involved in standards development and

testing done by the private sector and government agencies. U.S. technological innovation
and progress depend on NIST’s unique skills and capabilities, especially in four key areas:
biotechnology, nanotechnology, information technology and advanced manufacturing. NIST
had an operating budget for fiscal year 2006 (October 1, 2005-September 30, 2006) of about
$930 million.[1] NIST em-ploys about 2,800 scientists, engineers, technicians, and support and
administrative personnel. About 1,800 NIST associates (guest researchers and engineers from
American companies and foreign nations) complement the staff. In addition, NIST partners with
1,400 manufacturing spe-cialists and staff at nearly 350 affiliated centers around the country.

Common Criteria - ISO 15408

The Common Criteria (CC) is an international standard (ISO/IEC 15408) for computer
security. Unlike standards such as FIPS 140, Common Criteria does not provide a list of
product security requirements or features that prod-ucts must contain. Instead, it describes a
framework in which computer system users can specify their security requirements, vendors
can then implement and/or make claims about the security attributes of their products, and
testing laboratories can evaluate the products to deter-mine if they actually meet the claims.
In other words, Common Criteria provides assurance that the process of specification,
implementation and evaluation of a com-puter security product has been conducted in a
rigorous and standard manner.

Common Criteria evaluations are performed on computer security products and systems.

Target of Evaluation (TOE):- the product or system that is the subject of the evaluation.
The evaluation serves to validate claims made about the target. To be of practical use, the
evaluation must verify the target’s security features. This is done through the following:

» Protection Profile (PP) — a document, typically created by a user or user community,
which identifies security re-quirements relevant to that user for a particular purpose. A PP
effectively defines a class of security devices (for example, smart cards used to provide
digital signatures, or network firewalls). Product vendors can choose to implement products
that comply with one or more PPs, and have their products evaluated against those PPs.
In such a case, a PP may serve as a template for the product’s ST (Security Target, as
defined below), or the authors of the ST will at least ensure that all requirements in relevant
PPs also appear in the target's ST document. Customers looking for particular types of
products can focus on those certified against the PP that meets their requirements.
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Security Functional Requirements (SFRs):- specify indi-vidual security functions which may
be provided by a product. The Common Criteria presents a standard catalogue of such
functions. For example, an SFR may state how a user acting a particular role might be
authenticated. The list of SFRs can vary from one evaluation to the next, even if two targets
are the same type of product. Although Common Criteria does not prescribe any SFRs to
be included in an ST, it identifies dependencies where the correct operation of one function
(such as the ability to limit access according to roles) is dependent on another (such as the
ability to identify individual roles).

Security Target (ST) - the document that identifies the security properties of the target

of evaluation. Each target is evaluated against the SFRs established in its ST, no more

and no less. This allows vendors to tailor the evaluation to accurately match the intended
capabilities of their product. This means that a network firewall does not have to meet

the same functional requirements as a database management system, and that different
firewalls may in fact be evaluated against completely different lists of requirements. The ST
is usually published so that po-tential customers may determine the specific security fea-
tures that have been certified by the evaluation.

The evaluation process also tries to establish the level of confidence that may be placed in the

product’s security features through quality assurance processes:

Security Assurance Requirements - descriptions of the measures taken during development
and evaluation of the product to assure compliance with the claimed security functionality.
For example, an evaluation may require that all source code is kept in a change
management system, or that full functional testing is performed. The Common Criteria
provides a catalogue of these, and the requirements may vary from one evaluation to the
next. The requirements for particular targets or types of prod-ucts are documented in the
ST and PP, respectively.

Evaluation Assurance Level (EAL) - the numerical rating assigned to the target to reflect
the assurance requirements fulfilled during the evaluation. Each EAL corresponds to a
package of assurance requirements which covers the complete development of a product,
with a given level of strictness. Common Criteria lists seven levels, with EAL1 being the
most basic (and therefore cheapest to implement and evaluate) and EAL7 being the most
stringent (and most expensive). Normally, an ST or PP author will not select Assurance
requirements individually but choose one of these packages, possibly ‘augmenting’
requirements in a few areas with requirements from a higher level. Higher EAL levels do
not necessarily imply “better security”, they only mean that the claimed security assurance
of the TOE has been more extensively validated.

So far, most PPs and most evaluated STs/certified products have been for IT components
(e.g., firewalls, operating systems, smart cards). Common Criteria certification is sometimes
specified for IT procurement. Other standards containing, e.g, interoperation, system manage-
ment, user training, supplement CC and other product standards. Examples include the

ISO 17799 (Or more properly BS 7799-2, which is now ISO/IEC 27001) or the German IT-
Grundschutzhandbuch.
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Details of cryptographic implementation within the TOE are outside the scope of the CC.
Instead, national standards, like FIPS 140-2 give the specifications for cryptographic modules,
and various standards specify the cryptographic algorithms in use.

In this paper we tried to give the formal way to prevent Cyber Security. A formal approach of
Cyber Security is considered as the best solution to protect corporate resources with fewer
efforts. However, little work has been done in this aspect, though we are trying to provide
the techniques to alleviate the above Cyber Security attacks, which will provide best ROI

to organizations that inte-grate it as part of their Cyber Security development and Security
attacks.

The wide range of Cyber Security standards are required to safeguard Cyberspace from
Cybercrime threats.Further research is required to find new methods to counter the cyber
crime threats. Capacity of human mind is unfathomable. It is not possible to eliminate cyber
crime from the cyber space. It is quite possible to check them. History is the witness that no
legislation has succeeded in totally eliminating crime from the globe. Further | all together do
not deny that there is a need to bring changes in the Information Technology Act to make it
more effective to combat cyber crime. | would conclude with a word that if effective measures
for Cyber Security are needed and further research is required to find more effective ways to
implement cyber security measures and standards otherwise cyber crime will retard the growth
of the industry and prove to be counter-productive.
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Introduction to VOIP and VOIP Security

Most new technologies in the computer realm or anywhere else related to the internet are
rarely made with security in mind. Voice over Internet Protocol (VolP) is no exception. VoIP is
much like a telephone call except it is sent through the internet as packets and interpreted on
the other side and made into audio. After it was created, no one saw a need for security for it.
For the most part, VolIP is still very vulnerable, but it is still a very new technology. The reason
it is gaining popularity is because it is much cheaper than phones. Some companies want to
switch to it because of the low cost.

There are a few misconceptions about VolP and security. Some business administrators think
that, because it is over IP, they can simply plug these VoIP phone and services into their
already secured network and it will be secure. This is not the case. Additionally, many current
security measures for networks will not work by themselves; they need to be specialized

to VoIP. VoIP demands a high quality of service so that the voice does not get distorted
through the lines. It can’t have a high packet loss because it will reduce the quality of the call.
Therefore, implementing normal firewalls and other security measures by themselves would be
a problem.

Aside from security concerns, there are also cost considerations. Businesses may wish to

use VoIP in order to save money, but the startup costs can be prohibitive. You cannot use
normal routers or other equipment already in use at a business because it will have a few
seconds delay. This may be acceptable for data but not for voice communication. Special VolP
hardware needs to be used in order have a high-speed communication session. New VolP
technology has made it so that non-softphone VolIP conversations can have as good a quality
level as the standard telephone. A high-end PC is not needed to use a VolIP service. It only
requires 200MHz or faster processer and 64MB of ram. Both parties in the conversation over
VolIP do not need to have VolP; either party can use VoIP.

VOIP Flow

Delay Source (G.729) On-net Budget (ms)
Device Sample Capture 0.1
Encoding Delay (Algorithmic Delay + Processing Delay) 17.5
Packetization/ Depacketization Delay 20
Move to Output Quene/Queue Delay 0.5
Access (up) Link Transmission Delay 10
Backbone Network Transmission Delay Dnw
Access (down) Link Transmission Delay 10
Input Queue to Application 0.5
Jitter Buffer 60
Decoder Processing Delay 2
Device Playout Delay 0.5

Total 121.1 + Dnw

Figure 1.
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Figure 1 describes what the VolP has to go through in order to get from one end to another.
Current phone systems have a 150ms delay. As seen in the table it takes approximately 121.1
+ Dnw, which is the backbone network delay bound to 29ms. With the 150ms time constraint, it
leaves very little room for error. Also, the end points are not the only thing that can be slowing
it down. Security check points along the way can slow this down as well, as can going through
encryption points and decryption points. The Jitter Buffer is packets arriving out of order. If jitter
is high, packets can arrive in spurts when bandwidth opens up suddenly; this can greatly affect
the quality of service.

VOIP Vulnerabilities

One security issue to consider is phishing or “vishing” (vishing is exactly like phishing, but with
voice). The term “phishing” seems appropriate: you’re basically casting out a “line” and waiting
for someone to “bite.” Someone makes a call to you from a number they created to make it
seem like a legitimate call. Or they may use a bank’s number and call people until they get
someone with an account at that bank. If the person who is doing the phishing can get the
victim to think it is their bank (or any other non-suspicious organization), they may get them to
disclose personal information, such as bank card number or Social Security number. This may
not seem like it’'s that bad because no one can do any real damage unless you tell them the
info, but people do fall for this. This attack can be avoided simply by being aware of it. If you
need to give personal info to businesses, go there in person instead of doing it by phone.

Another vulnerability, like most internet-related things, is packet sniffing/stealing. People can
listen in on the conversations you are having and gather information from it. The attacker could
use this in combination with phishing and do some real damage. If they hear you use your
name in the conversation or other personal information, they could hook you with phishing
much easier because they will have personal information that you wouldn’t think just anyone
would know. If the attacker is lucky, they may skip the last step altogether because they
may catch you calling your bank or other organization and get the info right there. Protecting
yourself from this will be difficult because VolP doesn’t generally come with good protection.
One way of defending against this is to get better encryption. This isn’t that easy, however,
because you can’t have too much encryption; otherwise; you compromise the quality of
service. This is the big problem—the tradeoff between voice quality and security.

All of the attacks mentioned before are to get information out of people for personal gain, but
that’s not the only thing attackers will attempt. Some people—whether because they don't like
someone or are just bored—want to mess with your services.

One of the biggest issues in this category is spam. Spam may appear to be harmless, but, with
the calls going over the internet, a spammer could send the same message to thousands of
people by putting in different IP addresses, filling their voicemail box. No one wants to search
through 150 voicemails trying to look for the legitimate ones. A spammer could also change the
apparent origin point of the information. This would make voicemail for VoIP virtually unusable.
(I am unsure of how you could resolve this unless you had an email-like system where you
could look through numbers and names at a quick rate. If it is anything like my cell phone’s
voicemail, it would take hours to sort through them one message at a time.)
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Another weapon against unsuspecting VolP users is the Denial of Service (DOS) attack. This
appears to work by not letting you receive or make calls because all of your bandwidth is being
taken over by the DOS attack; many VolP services only require 12-20 kbps so it would not be
difficult to clog this up.

VolIP viruses could become popular. There are many possible variations of virus that could be
created for VoIP users (for example, a virus that makes your VoIP phone go off constantly);
these could become a real hassle. | am assuming that, like a computer, a VolP service could
have an anti-virus of some sort.

Another problem is the 911 emergency number. Whereas traditional phones are tied to a
physical location, VoIP has packet-switching technology, which allows a particular number

to be anywhere. This complicates the provision of the 911 service because, while a caller’s
location is normally provided to the 911 dispatch office, in this case it is not. Most VoIP vendors
have solutions for the 911 service, but the government regulators and the vendors are still
working out standards and procedures for the 911 services in a VolP environment.

It is likely many VolP exploits will surface as the years go on, and people will make fixes for
them. Security researchers at the University of North Texas, the University of California Davis,
Columbia University, and Purdue University were given $600,000 to search the subject to try to
save VoIP in the business and residential areas. They seek to save it because businesses and
residential people may not buy into it if it is seen as unsecure.

There are many attacks and threats that are emerging for VolP, but many companies may be
going to it because of the lower cost. There are many tips to help secure VolPs and highlight
issues that one should be aware of before trying to get a VolIP in their home or business.

VOIP Security Tips

In a business setting, having good network architecture is important. Separating voice and
data on logically different networks is a good thing to do. Disallow VolP protocols from the data
network. Use strong authentication and access control on the voice gateway system, as with
any other major network component. Use encryption at the router or other gateway instead of
the endpoints; this may increase speed and ensure that all the data gets encrypted. It does
create a bottleneck at the router or gateway, however—since most endpoint machines are not
as powerful as the gateways, it would slow it down too much having encryption at the endpoint
level. Ideally it would be best to have encryption at all jumps of the packet, but this could take
too much time and become discouraging.

One important step is to ensure that the organization can acceptably manage and mitigate

the risks to their information when deploying a VolIP system. It is difficult to manage security
when a new technology is introduced. Administrators are often untrained in using the new
technology, and they often do not understand its risks. A company must carefully consider the
risks and update their policies to help reduce risk. They should also be aware that there are not
any standards right now because it is a maturing technology and has not gotten to a point
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where standards are created.

Another potential issue could be physical security. If someone gets access to your LAN, they
may be able to listen in on conversations. Encryption can help this, but physical access to
VolIP servers and gateways may allow the attacker to do traffic analysis. Therefore, companies
should make sure they have an adequate physical security before implementing VolP. If not,
then an installation of sniffing software could result in data loss or even communications being
intercepted.

Since it is connected to the data network and not phone lines, you have to make sure you have
sufficient power backup to support the VoIP phones in case of a power outage. Traditional
phone lines get their power through the phone line; in a power outage, phones can still be used
but not those using VoIP. This can bring the cost of bringing a VolP system into a business up.
You will need to make sure you have electrical generators for emergency backup if the power
might go out for more than a few hours.

Using a firewall specially designed for a VoIP system is vital. This is a major component of a
secure VoIP system. Using this feature along with other things outlined in this paper will help
make sure the VoIP system is a secure one. You need a specially designed firewall because of
the quality of the voice. Using a traditional one may compromise the quality.

Using softphone systems in an environment where privacy or security is a concern is not a
good thing. A softphone is just a headset connected to a computer and using software to talk
to someone else. This has high risk of compromising security because of the difficult task of
making sure the computer is free of viruses and worms. Opening a compromised website

or email could install the worm unknowingly and could be used to do malicious things like
interrupt the software or even listen to it.

If a business is going to implement a wireless VolP setup, using a WPA security is better than
the WEP security. NIST strongly

recommends that WPA security H.323 Architecture
features be used as a part of the .

overall defense strategy. If WPA is o

not available, it is recommended that xMCLL

WEP is used, even though it is not as External <

secure. Werld Gatewaﬁ

VOIP Architecture

Figure 2. shows the basics of
H.323 architecture. It uses several
endpoints, a gateway (and possibly
a gatekeeper), Multipoint control
unit, and Back End Service. The =
gatekeeper is optional, but is often Figure 2
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the main component of the H323 system. It gives bandwidth control and address resolution.

If a gatekeeper is present, a Back End Service (BES) could exist to maintain data about
endpoints, including their permissions, services, and configuration. The gateway serves as

a bridge between the network and the (possibly) non-H.323 outside world. This includes SIP
networks and traditional telephone networks. This brokering, however, could add some delays
in VoIP and hence there has been a movement towards the consolidation of two or more major
VolIP protocols. Any added delays could make it not a feasible thing when used in a VolP
because it is all about quality of service.

Another type of security setup is the SIP (figure 3). This architecture is somewhat different than
the H.323.
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Proxy server
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Figure 3

This setup is made up of end points, a proxy and/or redirect server, location server, and
registrar. In this model, the user initially reports their location to a registrar, which may be
integrated into a proxy or redirect server. This information is in turn stored in the external
location server. Endpoint messages must be routed through either a proxy or redirect server. A
proxy server inspects the “To:” field, contacts the location server to resolve the username into
an address, and forwards the message along to the correct address. A redirect server obtains
the actual address of destination from the location server and returns this information to the
sender. The sender then sends its message directly to the resolved address. This redirect
server process is similar to the H.323 direct routed calls with gatekeeper.
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These are the most popular in VoIP security. Neither has really pulled ahead in terms of
becoming a standard. Some observers believe SIP will become the standard; however, it is
fair game for both. If a company wants to minimize costs, it is best to have a setup that is
compatible with both SIP and H.323. In doing this, you will not have to worry if one or the other
becomes a standard.
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... A Systemic Look at Artificial Neural Nets

Artificial Neural Networks (ANNs) are a fairly recent innovation. The concept was developed in
1943 after McCulloch and Pitts’s introduction of simplified neurons study. The ideas introduced
were the basic model of the neuron in a biological sense and the introduction of the conceptual
pieces of circuits that could perform computational tasks. Essentially, computers as we know
them grew out of the notion of how neurons interacted by seeking to emulate this in a man-
made creation. To truly understand how an ANN works, you must look at the biological model
of the neurons that it attempts to emulate. Through this, you can get a basic understanding of
the processes required for the creation of an ANN and the characteristics that make it a unique
and powerful tool in the world of computers. There are various models of ANNs, each having
distinct strengths and weaknesses.

To first understand ANNs, one must first get the grasp of how a neuron works. Neurons in
and of themselves are the most basic signaling units that are found in the brain and nervous
system of animals. In addition, each neuron is a discrete cell whose processes arise from
its cellular body. Every neuron is made of four main regions in its structure: the cell body;
dendrites; the axon; and the presynaptic terminals. The cell body is the heart, containing the
nucleus and maintaining protein synthesis. Neurons usually have dendrites which branch
out from the cell body and receive signals from nearby neurons. A cell body usually only has
a single axon, which grows out of it from the axon hillock. The axon itself conducts electric
signals generated at the axon hillock down its length.

Below is given an example of a neuron:

Dendrites

In this picture, you can see the individual parts of the neuron. One may ask, “How can these
simple cells form the thoughts and memories that make up the brain?” The complexity lies
not within the cells structure but rather how the cells interact to create a complex system.
The electric signals that travel along the axon and convey information in the brain are called
action potentials. The interesting thing about these action potentials is that every action
potential is identical; no matter what type of information is being conveyed by the electric
signal, it is always the same. The brain instead categorizes the information by the path the
signal took to get to the receptor. The brain analyzes the patterns of signals being sent and
from that information; it can interpret the type of information being received. Usually the axon
is insulated by fatty tissue, but short axons often don’t have this insulation. There are also
uninsulated parts of the axon called Nodes of Ranvier that regenerate the signal to ensure that
it travels fast and constant. A synapse is the area of contact between two neurons dendrites,
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which do not touch but are close enough that the electric signals are sent through chemical 13
interactions.

There are two ways of classifying a neuron: by their processes (or appendages) or by their
function. If they are classified by their processes, they fall into three categories; unipolar
neurons, which have a single process (dendrite and axon are located on the same stem)
and are most common in invertebrates; bipolar neurons, in which the dendrite and axon are
two separate processes and have a subclass called pseudo-bipolar neurons, used to send
sensory information along the spinal cord; and multipolar neurons, which are most common
in mammals and include such things as spinal motor neurons, pyramidal cells and Purkinje
cells. If you classify via function, they fall into three distinct categories: sensory neurons which
provide information for perception and motor coordination; motor neurons, which provide
information or instructions to muscles and glands; and interneuronal, which contains all
other neurons and has a pair of subclasses in it — one of which is called relay, or projection,
interneurons, which have long axons and connect different parts of the brain. The other
subclass is called local interneurons that are only used in local circuits.

ANNSs are starting to emerge as the technology of choice for many applications, which include
pattern recognition, prediction, system identification and control. There are several reasons for
this — which are the strengths and weaknesses of the ANNSs listed here:

Advantages:

» It can perform tasks that are beyond the capabilities of linear programs.

*  When an element of the neural network fails, it can continue without any problem due to
their parallel nature.

* Aneural network learns and does not need to be reprogrammed.

* It can be implemented in any application.

* It can be implemented without any problems due to its learning nature.

Disadvantages:

* The neural network needs to be trained in order to work.

» The architecture is different from the architecture of microprocessors and therefore needs
to be emulated.

* High processing time is needed for large neural networks.

ANNSs usually go through a pair of phases when used. ANNs are adaptive and often nonlinear
systems that learn to perform a function (input/output black box) from the data it is given. When
an ANN is said to be adaptive, it means that the parameters are changed during its operation,
often called the training phase. After this phase, the parameters are fixed and the system is
used to solve the problem, which is the testing phase. The ANN is built in a systematic step-
by-step procedure that optimizes a performance criterion or follows some sort of internal
constraint, commonly known as the Learning Rule. The training in input/output is fundamental
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in ANN technology because it conveys the necessary information for an ANN to “discover”

the optimal operating point for the problem it was meant to solve. This nature of neural
networking processing elements provides the system with a large amount of flexibility to
achieve practically any desired input/output map. They work in a surprisingly simple way, but
just like neurons in the brain, show their complexity in how all the elements interact with each
other. To start, an input is presented to the neural network, and a corresponding, desired — or
target — response is set at the output. (If the output is set, the training is considered to be
supervised.) An error is composed of the difference between the desired response and system
output. This information is fed back to the system and adjusts the parameters in accordance to
the Learning Rule. This process is repeated until the performance is acceptable.

From this description, it is clear that the data needs to be plentiful and concise in order for

an ANN to properly work. If the data does not cover a significant portion of the operating
conditions, the ANN will probably not function. In addition, it is difficult to bring prior information
into the system design, and when the system does not work properly, it is hard to incrementally
refine the solution. However, ANN-based solutions are extremely efficient in their development
time, resources and many of the problems that presently exist. They bring a performance that
is difficult to match with other technologies.

There are several different types of ANNs — only a few of which will be mentioned here. There
are the Feed-forward models, which only allow information to move in one direction. From the
input, they move through the hidden nodes (if any) to the output nodes. This type of model
does not cycle or loop. This is often called the “simplest” form of ANNs. The self-organizing
network performs a type of unsupervised learning. In it, a sect of artificial neurons learns to
map points in an input space to coordinates in an output space. The input space can have
different dimensions and topology from the output space, and the self-organizing network

will attempt to preserve this information. Recurrent networks work much like feed-forward
networks, except that the models have bi-directional data flow. While a feed-forward network
pushes the data linearly from input to output, recurrent networks also push data from later
processing stages to earlier ones. In a simple recurrent network, a three-layer topology is
used, with the additional set of context units in the input layer. There are connections from
the middle layer (the hidden layer) to these context units. At each time step, the input is
propagated in a standard feed-forward fashion, and a learning rule is applied. The fixed-back
connections result in the context units maintaining a copy of the previous values of the hidden
units. In this way, the network can maintain a sort of state, allowing it to perform tasks, such as
sequence prediction, that are beyond the power of normal multi-layer networks.

ANNs are powerful tools that allow for an application to grow and learn to become specialized
in solving a particular problem by finding the most efficient and productive route to the answer.
There are several different kinds of implementations of ANNs, each with their own purpose.
ANNSs also have the advantage of being the easiest to implement, as it learns to make itself
work within the parameters it is given. By emulating the processes and functions of neurons in
the brain, a more flexible and powerful application can be made to solve the problems of the
present.
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