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Notes From the Editor
Welcome to another information packed edition 
of The Security Journal.  We appreciate you 
joining us this quarter. Volume 29 is one of the 
largest journals we have completed to date and 
there are some exciting changes happening. 

In this journal we are providing information 
on the new Information Security Assurance 
Training and Rating Program (ISATRP).  Major 
changes have occurred and our parent, Security 
Horizon, is really excited about the opportunity 

these changes provide.  This includes the new Information Security Assessment 
Methodology (ISAM) and the long awaited Information Security Red Team 
Methodology (ISRM).

Security Management is a hot topic today.  We have the opportunity to introduce 
SimWitty as a security management tool.  Related to this is an article on Client-
Server Software Security.  We are also publishing a couple of articles from the 
University of Advancing Technology, to include a very interesting article on the 
results of a social engineering project.  Our Noobs corner has a continuation from 
our last journal related to cracking WEP.

To wrap it all up, we are completing 2 articles from the Summer 2009 Journal on 
Information Security Against Theft and Disruption and Motivating Teleworkers.  
Be sure to read both of these in their entirety.

As always, we are open to feedback on improving our periodical as it is meant to 
be useful to you, our readers.

~Greg

Gregory Miles, Ph.D. CISSP, CISA, CISM  is the President and a Co-Founder of Security 
Horizon (www.securityhorizon.com), Editor-In-Chief of the Security Journal (www.

thesecurityjournal.com), and a professor with the University of Advancing Technology. (www.
uat.edu)  You may contact him at gmiles@securityhorizon.com.
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Information Security Against Theft... tim godlove

... and Disruption
~ The following is the second half of a two part article.

Part 1 can be found in our Summer 2009 Edition. ~

Analysis — Monitoring

Unfortunately, the demands of customer service and the realities of e-commerce more or 
less demand a level of decentralization. Information is valueless if it is not accessible, and 
regulations are not useful if compliance levels are low. For example, perhaps the best way to 
protect passwords would be to demand daily changes — such a protocol would be useless, 
however, as compliance would swiftly drop to near-zero. Firms need to determine what level of 
employee access to give and how much employees should be generally trusted. To the extent 
that you can set policy, automate it, and forget it, you’re better off.
	
The desktop is perhaps the symbol of the decentralized information infrastructure. Desktops 
can theoretically, if connected to the network, give any employee access to all the data in the 
firm, and almost certainly too all the email addresses in a firm. All it takes is a virus in the right 
address book to compromise an entire system. Effective security begins with perimeter-based 
defenses like intrusion detection, patches, and anti-virus protection and continues behind the 
firewall, so that data whether ‘at rest or in motion’ is encrypted when not under authorized use.  
However, past the perimeter sits the employees.  A security test based on exploiting social 
engineering vulnerabilities:

The tester entered bogus credit card information with his order, which triggered 
a phone call from an employee whose job it was to manually enter all payment 
information from the seller’s online orders. The tester offered to send the correct 
information to the business in an e-mail with an attached document. The phone 
conversation was designed to lower the guard of the employee, who might not have 
opened the e-mail had it come from a complete stranger. In the end, the employee 
opened the e-mail and attachment and welcomed in the Trojan, allowing the tester to 
break through the firewall and gain access to 25,000 credit card accounts. 

As we can see, information security does not end at the desktop. It also must be embedded 
in the scripts and protocols given to call center staff, tied into physical plant security, and even 
connected to hardware and waste disposal. Recommend that any information security risk 
assessment involve answers to these questions:

1.	 Are employees educated and aware of common information security threats?
2.	 Do they write down or freely share passwords with others?
3.	 Do visitors freely move about facilities without facing barriers to entry, such as a 
requirement to wear a company-issued badge?
4.	 Is it common to see sensitive information, such as completed employment
 applications or client documents containing Social Security numbers, accessible in 
unmonitored or otherwise unsecured areas?
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5.	 What is the prevailing employee attitude regarding information security controls? 
6.	 Are enforced information controls viewed primarily as a nuisance or a necessity?

Also a list of security breaches in order to dollars lost in 2006, which can assist in 
understanding where security efforts should be focused. The problems, in order, are:

1.	 Virus contamination: $15.69 million
2.	 Unauthorized access to information: $10.62 million
3.	 Laptop or mobile hardware theft: $6.64 million
4.	 Theft of proprietary information: $6.03 million
5.	 Insider abuse of Internet access or e-mail: $1.85 million
6.	 Bots (zombies) programs similar to viruses within the organization: $923,700
7.	 System penetration by outsider: $758,000
8.	 Phishing in which the organization was fraudulently represented as the 
sender: $647,510
9.	 Password sniffing: $161,210

The list is an interesting one as essentially undirected actions cost more than directed actions. 
Viruses are only rarely aimed at a single organization; instead they are designed to spread and 
the extent to which they infect hundreds or even thousands of systems is a testament to the 
ability of the virus writer. Downtime and even losses of back up information is the central cost 
of viruses. Unauthorized access is more often directed, though generally at the information 
per se (e.g., credit card numbers) — organizations are targeted to retrieve this information 
and the most vulnerable of, for example, various online commerce firms, are simply the ones 
who end up being the victims of the attempts. Only further down the list, but still very important 
and expensive, are directed attacks against organizations in order to access their information. 
Insider abuse was ten times for expensive than password sniffing, suggesting that personnel 
training and employee morale are perhaps more important elements of a security plan than the 
deployment of anti-sniffing software, or frequent password changes.

A Holistic Approach?
	
The answer to the thorny issue of information security and risk assessments for the same may 
be a “holistic approach”, which brings together physical and information technology security. 
There are four methods to this: integrated identity infrastructure, centralized provisioning and 
de-provisioning, consolidated logging and auditing and the risk management approach.  The 
balance of the article concentrates on the first method, integrated identity infrastructure.
	  
Identity is crucial to security of all sorts — think photo IDs, fingerprint records, even surnames 
and street addresses as historical developments for the creation of coherent and unique 
identities. Businesses must audit their identity use to make sure that passwords or email 
addresses and other such codes aren’t being “spread around”; all data must be accounted 
for, as must its physical locations. Then there must be a created standard of “truth” as far as 
determining the identity of users to avoid “social engineering” — hackers that contact some 
person in an office and ask for “help” recovering lost passwords or asking for information that
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under normal circumstances would not be shared, for example.

Some of the steps, such as “centralized provisioning”, for example, are fairly intuitive 
— one department provisions data for the entire organization, rather than allowing different 
departments, or even individuals, to handle their own data security (which would greatly 
increase risks all across the organization). One tool is virtual directory technology that allows 
the exposure of multiple directories and databases as a single directory is becoming a popular 
tool for this. Thus, information can be hidden or presented based on organizational needs and 
every instance of presentation or access to the directory can be recorded and monitored.
	
Some vendors are creating excellent applications for logging and auditing — “the user 
interface” of one, called Next Generation Management Infrastructure, by Checkpoint, is 
comprised of a security ‘dashboard’ which gives administrators a comprehensive view of 
all networked security devices, including third-party software. Administrators can determine 
whether servers are up and running or how many systems were scanned for viruses

Resources
	
Ultimately, the question of information security is tied to that 
of resources. Millions can be poured into training staffers 
not to hand out passwords or fall for the tricks of social 
engineers; contracts with vendors who will physically melt 
down hard drives to avoid unauthorized copying from legacy 
systems can be signed on a weekly basis; and everyone 
from the Chief Executive Officer to the part-time janitor can be trained in security protocols 
and quizzed for possible security vulnerabilities, but what if there are no barbarians at the 
gate after all? This is unlikely — viruses and Trojans needs not be directed specifically at any 
one computer network but instead gain power through propagation across many networks 
— but there does need to be a cost/benefit analysis put into place in order to determine how 
much security is enough, and how much is too much. There is a rule of thumb that larger 
organizations should have dedicated security teams. A general rule of thumb is that for every 
$1 million in revenue, approximately $2,000 should be spent on security. Another benchmark is 
2 to 5 percent of the overall information technology (IT) budget.

Security expenses can be kept down by integrating security concerns throughout all business 
processes. The Human Resource Department should take computer knowledge, individual 
character, and other attributes into account during the hiring process, for example, and work 
with employees to keep them from turning disgruntled. Security is a special problem during 
transitions such as mergers, shifts in business processes, or layoffs, and so the Human 
Resource Department has a role to play throughout employee’s working lives. The Information 
Technology Department, in addition to building firewalls, setting up password change programs 
and protocols, can assist by assuring interoperability of different systems to avoid expenses 
of having multiple security systems for various operating systems, servers, and other perhaps 
incompatible hardware/software combinations.

Information Security Against Theft, cont. tim godlove



Page 7

Conclusion 
	
Ultimately, security is an issue for top management, as only the executive suite can set the 
tone for information technology, human resource, the physical plant, and other departments 
in the firm. Security must be understood as more than a necessary evil — information 
security directly impacts the bottom line. More money exists today in “virtual” form and more 
personal information is stored in databases today than even existed several decades ago. The 
economy, in going global, has also gone networked. The modern enterprise must embrace 
the notion of a holistic approach to security bringing together physical and IT security. As the 
old saying goes, a chain is only as strong as its weakest link, so information security if it is not 
a priority for all organizations will increase the security risks for essentially any organization 
within a chain of value. 
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Security Information Management.. j. wolfgang goerlich

...an Introduction to SimWitty
In 2009, a community of Information Security professionals and students formed to work 
on security information management. The tool we are developing, called SimWitty, reached 
the alpha release milestone in June 2009. The product is extremely new. The concepts are 
relatively new. But the problem we are working on is as old as technology itself.

The problem organizations struggle with is securing their Information Technology (IT) 
infrastructure. Perhaps as many as one in ten will experience a security compromise this 
year, if a recent Canadian study is representative of organizations as a whole. (Telus and 
Rotman School of Management in Toronto found 11.3% of organizations in the study reported 
a security breach.) In the face of decades of research, thinking, and writing about security, 
organizations remain vulnerable to attack.

Why?

A Historical Perspective

The historical roots of Information Security stretch back to the military, manufacturing, and 
the financial industry. Networking began with the military, and the military’s security model 
permeates much of InfoSec. InfoSec tends to be siege oriented; focused on bastion hosts and 
tight control of information. Military InfoSec began by classifying the inputs, process, outputs, 
and desired state. It then mandated desired state and state changes thru a combination of 
administrative and technical controls. Building such controls into software has proven difficult; 
hence the limited number of military-grade computer systems with mandatory access controls. 
Furthermore, the number of inputs, outputs, and processes necessarily demanded a high 
number of people to perform the analysis and configurations. In sum, the model works well 
in smaller static settings, but it did not scale up to complex business networks with changing 
needs, services, and computers. 

When it became apparent that militarization of commercial networks was not feasible due to 
the complexity involved, InfoSec looked to quality assurance practice. Thus today’s IT security 
relies upon the quality controls found in manufacturing: quality baselining, statistical sampling, 
and periodic inspection. Inspecting one part in a hundred in every other batch can raise 
the statistically measurable quality of the parts. The manufacturing process is predictable, 
repeatable, and well-known. One or two parts of inadequate quality will have no bearing 
on the hundreds of quality manufactured parts. The same cannot be said of IT, where one 
substandard server can become an open door to an attacker.

The next evolution of InfoSec borrowed risk management and auditing from the financial 
industry. Rather than performing spot checks on random computers, auditors could provide 
detailed checks on business-critical computers. The shift also meant managing security as an 
ongoing concern, e.g. risk management, rather than managing security as a technical
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configuration. The combination of military, manufacturing, and financial security models helped 
improve overall security. Yet compromises continue in large part because the unpatched 
servers that facilitate breaches are in non-business critical systems. That is to say, the open 
doors are not audited, not on the risk register, and therefore go unnoticed until a threat comes 
in.

State and Activity

The top-down approach to the problem begins with state and state changes, and the bottom-
up approaches security as user activities and traffic flows. Put simply, a system’s properties 
can be divided up into state and activity. The simplification makes possible a number of smaller 
controls that can be put in place, a number of smaller security changes that can be made, that 
quickly add up to a more secure system.

The system state describes how the pieces fit together. Take, for example, an enterprise 
messaging system. This system will have several computers fulfilling roles such as client 
access, edge services for inbound and outbound email delivery, integration roles like voice 
mails, message stores, and possibly email compliance and archive roles. In addition to the 
computers, there is supporting infrastructure such as the local area network (LAN), storage 
area network (SAN), Internet connectivity and so on. Each piece – computers, LAN, SAN, 
routers, firewalls – has a number of configuration settings. Some of these are functional 
settings, some are security settings, yet all of these define the state.  

The desired state is specified in several increasingly specific layers: government mandates, 
regulatory requirements, industry standards, technical guidelines, the firm’s policies and 
standards, right down to the IT manager’s personal practices. For example, for a firm taking 
credit cards in Massachusetts, the desired state would include encrypted storage (201 CMR 
17.00) and an application firewall (PCI DSS) with a specific configuration. Layered over top of 
these high-level government and industry requirements would be the standards and guidelines 
that the firm’s InfoSec and IT teams had developed based on their training and experience. 
Thus a portion of security management is managing the relationship between the desired state 
and the actual state.

Another portion of security management is managing the changes in configuration state. 
Many operational and security issues occur because of changes in configuration. When 
things change, things break. Additionally, it is common for security configuration to be rolled 
back during diagnosing and troubleshooting an issue. For example, the rules between two 
firewalls may be relaxed to eliminate the firewalls as the cause of an operational issue. It 
is vitally important that these security configurations get re-applied to the system before it 
goes back into production. If they are not, then the equipment becomes one more potential 
door for attackers. Regular auditing of state and state changes, that is to say configuration 
management, is vital to the security of the network.Once the system is operational and at the 
desired state, people can get on and utilize the system’s services. Continuing with our previous 
example was a messaging system, people can then read and exchange emails. You have the 
activity of the people, which is secured using administrative controls, and the activity of the 
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equipment, which is secured using technical controls. The activity of the equipment can be 
traced thru the system a number of ways, including logs and traffic flows. A log management 
appliance (LM) may monitor the logs and create audit trails. An intrusion detection system 
(IDS) or network monitoring system (NMS) may be monitoring the traffic between the 
computers. The LM, IDS, and NMS systems utilize rules-based analytics to identify suspicious 
patterns in the traffic as events of interest.

Events of interest are like dark clouds on the 
horizon. Some clouds bring storms, others 
pass and fade. Any event of interest is one that 
matches a pattern of suspicious activity. The 
responsibility of the InfoSec team is to determine 
whether the suspicion is warranted. The reaction 
to events of interest, incident response, follows a 
predictable pattern: identifying whether the event 
is an attack, containing the attack, removing 
the attacker and malicious software from the 
environment, and recovering operational state. 
The determination of whether an event is an 
attack that warrants response is based on a number 
of factors, including state information and the source of the event.

State and history determines the impact of a potential attack. For example, suppose code 
that exploits Microsoft Internet Information Services (IIS) is detected in the network activity. If 
the source is on the public Internet and the destination is a computer that is not running IIS, 
then the attack will be unsuccessful and there is not much concern. Historically, such attacks 
occur at a high frequency given the nature of the Internet (hundreds or more such activities are 
seen daily in most medium-sized data centers). Incident response would occur in situations 
where the computer is running IIS and vulnerable to the exploit. If the source is on the private 
network, that is another matter entirely. The frequency is much less on the internal network 
and this indicates that the attacker is either within the environment (such as an employee or a 
visitor) or has exploited an internal computer. The historic activities may even show that what 
appeared to be an attack was actually normal use.

Looking at this from a controls perspective, state can be secured with a series of preventative 
controls and activities can be secured with a series of detective controls. Hardening a server 
before it goes online, for example, and removing unnecessary services prevents attacks 
by minimizing the software an attacker could exploit. The state changes over time and thus 
must be checked regularly to ensure it is in compliance with the desired state. On the activity 
side, utilizing tools like LM, IDS, and NSM to inspect logs and traffic provide ways to detect 
and circumvent attacks. Managing state provides protection for known attacks by prevention. 
Managing activity provides protection for new unknown attacks by detection. Managing both is 
necessary and, if done manually, very labor intensive.

tkcollier.wordpress.com/tag/weather/
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Security Information Management

One bad apple spoils the bunch. One substandard server compromises the data center. In 
fruit, the reasons lay in the bad apple hastening ripening of the nearby fruit. The “badness” 
spreads through contact. Similarly, in IT, one compromised server or computer can spread the 
infection to other computers on the network. To provide security, then, a means of checking 
the security of every part of the network is needed. Such a security system replaces the 
manufacturing concept of statistical sampling with holistic inspection, and replaces the concept 
of periodic auditing with continuous auditing. Every system’s state must be checked, and every 
check must be completed continuously.

This creates a tremendous strain on IT and InfoSec teams. State changes rather slowly over 
time generating a few records per day. By contrast, activities generate thousands to millions 
of records daily. A typical firm generates one Gigabyte of data per day for every one hundred 
computers on the network, in our experience. To fully understand all of the configuration 
changes and all of the activities patterns, and manually track these patterns, requires a large 
team of people and a highly technical skillset. Alternatively, software is being developed to 
automate and simplify process called security information management (SIM) tools.

There are many SIM products on the market. Some are excellent at traffic analysis. Some are 
very good at log management. Many provide solid reporting. Few at this point track both state 
changes and activities, and use the combined dataset for analysis. The consolidated view is 
lacking in current products. 

Recognizing the need in the SIM market for combined state/activity reporting and continuous 
auditing, an open source effort has begun to building SimWitty. Our purpose is strengthening 
the community’s understanding of security information management, exploring the state/
activity model, and building tools for rapidly detecting and responding to attacks. More 
information is available online at http://www.simwitty.org/press.

SimWitty, cont. j. wolfgang goerlich
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Introduction to the Information Security Assurance Training and 
Rating Program (ISATRP)

You have heard the statement many times in your life that sometimes change is good.  We 
believe that this is the case for the recent changes to the INFOSEC Assurance Training and 
Rating Program (IATRP).  The government sponsor of the IATRP 
has decided it is not in their long term goals and has removed 
support for the program.

We have been working with the program since the IATRP 
inception in 1997 and understand the value of the processes and 
methodologies.  Security Horizon, by far, taught more people 
the INFOSEC Assessment Methodology (IAM) and INFOSEC 
Evaluation Methodology (IEM) than any other government or 
commercial provider.  We view this as a great opportunity to make 
the new ISATRP a better program that allows for easy and timely 
updates to the material as technology grows.
What I have provided below is information on the new ISATRP (www.isatrp.org), which will 
have training and rating components.   The training components are the Information Security 
Assessment Methodology (ISAM) and the long awaited Information Security Red Team 
Methodology (ISRM).  The rating component will be the Information Security Assurance 
Capability Maturity Model (ISA-CMM).

Information Security Assessment Methodology (ISAM)

The ISAM is an updated and improved 3-day version of the popular 
INFOSEC Assessment Methodology (IAM) and INFOSEC Evaluation 
Methodology (IEM).  The ISAM is a detailed and systematic way 
of examining cyber vulnerabilities and was developed by experienced assessors from 
government and industry.  In addition to assisting the governmental and private sectors, 
an important result of supplying baseline standards for information security assessments 
is fostering a commitment to improve the organizations’ security posture.  The ISAM is a 
hands-on methodology for conducting comprehensive assessments of customer networks 
utilizing common technical evaluation tools. Students can expect to learn an easily repeatable 
methodology that provides each customer a roadmap for addressing their security concerns 
and improving their security posture.  

ISAM Course

Individuals will be trained in the ISAM so they can use their information security analysis skills 
along with the ISAM training to provide the standardized ISAM assessment service.  Since 
the ISAM is a baseline methodology, the final results of the assessment service are highly 
dependent on the information security and analytic skills of the assessors.  

ISATRP greg miles



Page 14

The ISAM focuses on the appropriate procedures for three primary phases: 

•	 Pre Assessment – focused on identifying critical information and systems and 
addressing the impact to the organization should the loss of confidentiality, integrity, and/or 
availability occur.  This phase also addresses the full scoping of the assessment process.
•	 On-Site Assessment – focuses on gathering the information on the security posture of 
the organization through interviews, documentation review, and system scanning.
•	 Post Assessment – focuses on detailed analysis and reporting of the findings. This 
process also includes a reporting tool that will assist in the management view of the security 
posture.

ISAM Certificate Requirements

Students may be eligible to receive the ISAM Certification if they meet the following 
requirements:  
•	 Five years of demonstrated experience in the field of information security, 
communications security or computer security, with 2 of the 5 years of experience working 
directly with information technology security.
•	 6 months experience conducting technical assessments or utilizing technical 
assessment tools
•	 Complete the ISAM training and certification course with a passing grade of 70% or 
better

Information Security Red Team  Methodology (ISRM)

The Information Security Red Team Methodology (ISRM) is a detailed 
hands-on methodology for performing evaluations of the current 
security readiness of an organization.  Individuals can expect to 
learn a repeatable methodology that can be used to identify, evaluate and perform a Red 
Team engagement.  The ISRM is the culmination of the Information Security Assessment 
Methodology (ISAM).

The ISRM covers the process involved in a comprehensive evaluation of a customer’s overall 
security posture, including both technical and physical evaluations.  The ISRM starts with 
a review of the ISAM, and proceeds to walk the students through the process of creating a 
detailed plan for coordinating the engagement with the customer.  The students will then learn 
techniques that can be used to research and discover details about the target, and how to 
evaluate this information.  Once the information on the target has been obtained, the students 
will learn how to plan and execute a coordinated attack to exploit weaknesses in the target’s 
security posture.  Both technical and mental exercises are used throughout the course to 
reinforce the concepts.

The ISRM is a four-day course for experienced Information Systems Security analysts, those 
interested in performing Red Team engagements, or those planning on having a Red Team 
engagement performed against their organization.  The students will benefit most if they have

ISATRP, cont. greg miles
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a solid background in information security systems and have an understanding of networking 
concepts.  A strong ability to analyze disparate information is also highly valuable.  Students 
will be provided with all relevant course materials and tools, including the use of a laptop 
during the course.

ISRM Certificate Requirements

Students may be eligible to receive the ISRM Certification if they meet the following 
requirements:  
•	 ISAM Certification OR IAM AND IEM Certification
•	 Complete the ISRM training and certification course with a passing grade of 70% or 
better

FAQ

Here are some of the Frequently Asked Questions (FAQ) that you will find useful in analyzing 
the ISATRP and the ISAM and ISRM components.

Information Security Assurance Training and Rating Program (ISATRP)

1.  The INFOSEC Assurance Training and Rating Program (IATRP) is changing to 
the Information Security Assurance Training and Rating Program (ISATRP) and will 
continue to have the training component and the rating component.

	 a.	 The IAM and IEM will be combined into one course, the Information Security 
Assessment Methodology (ISAM). The ISAM is an updated and improved 3-day version of the 
popular INFOSEC Assessment Methodology (IAM) and INFOSEC Evaluation Methodology 
(IEM).
	 b.	 The Information Security Red Team Methodology (ISRM) has now been stood 
up.  The ISRM is a 4-day comprehensive red team training and certification program.
	 c.	 The rating portion will become the ISA-CMM – Information Security Assurance 
Capability Maturity Model, and will be revised and updated in the near future.

2.  Why are changes being made?

The previous sponsor has determined that continuing to support the IATRP is not in their 
long-term objectives and has therefore removed support for the program.  Security Horizon 
has been authorized to continue to teach the IAM and IEM and make changes that benefit the 
program.

3.  When are the ISAM and ISRM available?

	 a.	 As of October 15, 2009 Security Horizon will be offering the ISAM.
	 b.	 As of November 2, 2009 Security Horizon will be offering the ISRM.

ISATRP, cont. greg miles
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4.  What qualifies Security Horizon to manage the ISATRP?

Security Horizon has been actively involved in provisioning the IATRP since our inception 
in 2000; we have also been actively supporting the management of the IATRP since 2006. 
Security Horizon team members have been integral in the development of the IAM and 
provided the majority of the methodology development and course material for the IEM and the 
new ISRM.  Security Horizon has taught the IAM and IEM to over 4000 students.

Information Security Assessment Methodology (ISAM) Training

5.  What is the ISAM?

The ISAM is a 3-day, hands-on methodology for conducting comprehensive assessments of 
customer networks utilizing common technical evaluation tools.  This course integrates the IAM 
and IEM into the most commonly utilized assessment process.

6.  What can I expect to learn?

Students can expect to learn an easily repeatable methodology that provides each customer 
with a tailored roadmap for addressing their security concerns and improving their security 
posture.  

7.  Will there be a professional recognition for the ISAM certification?

Yes, the ISAM certificate will show that you have the base knowledge to conduct security 
assessments in a repeatable process.  Completion of the ISAM is recognizable for many 
organizations that have annual CPE requirements.

8.  How many CPEs for the ISAM will I receive?

The ISAM will provide 24 hours of training.  This will normally allow the student to self submit 
for up to 24 CPEs (depending on the program).

9.  Where can I find upcoming classes?

Security Horizon will start offering the ISAM training after October 15, 2009.  Please look at the 
following websites to track when courses are available:
www.securityhorizon.com
www.isatrp.org

10.  What qualifications do I need to take the ISAM?

	 a.	 Approval from Security Horizon after review of the application showing:
		  i.	 Five (5) years security experience
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		  ii.	 Two (2) of the five (5) years in information technology security
		  iii.	 Six (6) months of security tool experience
		  iv.	 Attend all of the three-day class.
		  v.	 Demonstrate an understanding of the ISAM through group exercises and 	
			   class participation.
		  vi.	 Obtain a passing grade (at least 70 percent) on the ISAM test.

11.  Is US citizenship required to take the ISAM?

No. However, the courses are taught in English, so a significant understanding of the English 
language is required in most cases.

12.  What if I don’t have 5 years of experience?

	 a.	 The ISAM allows you to defer a maximum of one (1) year of experience. You can 
take the ISAM training and receive the Security Horizon Certificate of Training.  If within the 
following 24 months you meet gain the addition experience to meet the 5 year requirement, 
then you can petition to get your ISAM certification.  There is a small $50 administrative fee to 
do this.
	 b.	 Please maintain your Security Horizon Certificate of Training as evidence and for 
ISAM Certification submission.

13.  What is the difference between the IAM/ IEM and the ISAM?

The IAM/IEM had a heavy Department of Defense (DOD). The ISAM will be expanded to 
encompass additional control requirements including the NIST control families.  We at Security 
Horizon believe that combining the IAM and IEM will allow practitioners and customers the 
best view of an organization’s security posture through both assessment AND evaluation.  The 
ISAM is a comprehensive course that will teach both methodologies in a more concise and 
effective manner. 

14.  Is there annual fee or CPE requirement to maintain my ISAM Certification?

	 a.	 Annual Fee:  There is no annual fee to maintain your ISAM.
	 b.	 CPE requirements:  24 hours of continuing education are required annually.  
This requirement can run in conjunction with your CPE requirements for the ISRM or other 
certifications requiring CPE’s.

15.  What will happen to the IAM and IEM certificates received prior to August 26, 2009?

	 a.	 All IAM and IEM certificates received prior to August 26, 2009 are still valid and 
do not expire.
	 b.	 ISAM certificates WILL NOT be issued to individuals certified prior to August 26, 
2009.
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16.  What if I want to convert my IAM and IEM certifications to the ISAM certification?

For a one-time fee of $100, you can convert your IAM/IEM certifications to the ISAM after 
submitting an application and providing evidence of IAM and IEM certification.

17.  What if I need my IAM and/or IEM certificates reprinted?

Unfortunately, Security Horizon will not be able to coordinate replacement certificates that 
were issued prior to August 26, 2009. Please protect your certificates as you would other 
important personal papers.

18.  What if I have the IAM certification but not the IEM certification?

If you do not have the IEM certification, it is recommended that you take the ISAM as it 
incorporates the technical pieces missing from the IAM course.  To qualify for the ISRM 
certification, the ISAM OR both the IAM/IEM are required.  If you are IAM certified and wish to 
become ISAM certified, Security Horizon will give you a discount of 30% off the rate you would 
qualify under.  Proof of IAM certification will be necessary.

Information Security Red Team Methodology (ISRM) Training

19.  What is the ISRM?

The Information Security Red Team Methodology (ISRM) is a detailed hands-on methodology 
for performing evaluations of the current security readiness of an organization via red team 
activities.

20.  What can I expect to learn from the ISRM?

Individuals can expect to learn a repeatable methodology that can be used to identify, evaluate 
and perform a Red Team engagement.

21.  What are the qualifications to take the ISRM?

The ISRM is the culmination of the IAM and IEM methodologies, and therefore the completion 
of both the IAM and IEM or the ISAM are required for this course.

22.  When will the ISRM classes be held?

The first ISRM classes are scheduled starting November 2, 2009.  Please look at the following 
websites to track when courses are available in a convenient location for you.
	 www.securityhorizon.com
 	 www.isatrp.org
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23.  Is there annual fee or CPE requirement to maintain my ISRM Certification?
	 a.	 Annual Fee:  There is no annual fee to maintain your ISRM.
	 b.	 CPE requirements:  24 hours of continuing education are required annually  This 
requirement can run in conjunction with your CPE requirements for the ISAM or other certifications 
requiring CPE’s.

24.  How many CPEs for the ISRM will I receive?

The ISAM will provide 32 hours of training.  This will normally allow the student to self submit for up to 
32 CPEs (depending on the program).

ISAM/ISRM Benefits and Pricing

25.  What is the benefit of these changes?	

	 a.	 Updates to the ISAM and ISRM can be rapidly implemented as situations and 
technology change in both the federal and commercial worlds.
	 b.	 The ISAM and ISRM will be free from federal and corporate bias and allows for 
integration of different standards.
	 c.	 The ISAM and ISRM are vendor agnostic; they provide an unbiased, professional 
introduction to a variety of tools and processes available to meet the ISAM and ISRM requirements that 
are currently used in the security industry.
	 d.	 The ISAM will consist of three days of training rather than the four required to complete 
the IAM and IEM.
	 e.	 The ISRM will consist of four days of intensive, hands-on training.

26.  How much will the ISAM and the ISRM cost?

Pricing may vary by location or involvement with conferences, etc.  Please check the specific pricing for 
each class, which will be indicated on the Security Horizon website.  All pricing is per student.
	 a.	 ISAM
		  i.	 Retail = $1990
		  ii.	 Organizational Discount  = $150 off for ISSA, ISACA, InfraGard, etc.
		  iii.	 Government, Military, Law Enforcement (discounts included) = $1490
	 b.	 ISRM
		  i.	 Retail=$2490
		  ii.	 Organizational Discount  = $150 off for ISSA, ISACA, InfraGard, etc.
		  iii.	 Government, Military, Law Enforcement (discounts included) = $1990

Please submit additional questions to sh-admin@securityhorizon.com
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The Information Security Red Team 
Methodology (ISRM) is a detailed hands-

on methodology for performing evaluations 
of the current security readiness of an 
organization against current threats.  

Individuals can expect to learn a repeatable 
methodology that can be used to prepare 
for and conduct a Red Team engagement.  

The ISRM is the follow-on to the Information 
Security Assessment Methodology (ISAM).

The ISRM covers the processes involved 
in an evaluation of a customer’s overall 

security posture, based on both technical 
and physical threats. The ISRM starts with 
a review of the ISAM and the inputs to the 
ISRM.  Then proceeds to walk through the 
process of planning, executing, monitoring, 
and reporting Red Team activities with the 
customer.  Students will learn techniques 
that can be used for intelligence gathering 
and reconnaissance of selected targets, 

and how to use this information.  Once the 
intelligence gathering and reconnaissance 
is completed, the students will learn how 
to plan and execute various exploitation 

techniques in a coordinated attack against 
the selected targets.  Both technical and 

mental exercises are used throughout the 
course to reinforce the concepts.

11/2-11/5, 2009			  Colorado Springs

11/16-11/19, 2009		  Colorado Springs

12/14-12/17, 2009		  San Diego, CA

10/21-10/23, 2009		  Gaithersburg, MD
Special pricing for first ISAM class as part of the 

Techno Forensic Conference plus free conference pass

12/1-3, 12/2009			  Colorado Springs

To register for one of these courses or to get addtional information, please contact us at:

(719) 488-4500
info@securityhorizon.com

http://www.securityhorizon.com
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The ISAM is an updated and improved 
3-day version of the popular INFOSEC 
Assessment Methodology (IAM) and 

INFOSEC Evaluation Methodology (IEM). 
The ISAM is a detailed and systematic 

way of examining cyber vulnerabilities and 
was developed by experienced assessors 
from government and industry. In addition 
to assisting the governmental and private 
sectors, an important result of supplying 

baseline standards for information security 
assessments is fostering a commitment to 

improve the organizations’ security posture. 

The ISAM is a hands-on methodology for 
conducting comprehensive assessments 

of a customer’s security posture; including 
Management, Operational, and Technical 

controls.  The assessment includes utilizing 
interviews, system demonstrations, and 

documentation review along with common 
technical evaluation tools. Students can 

expect to learn an easily repeatable 
methodology that provides each customer 

a roadmap for addressing their security 
concerns and improving their security 

posture.



Noob’s Corner dana rollins
WEP Cracking

Welcome back, Noobs!  This article is the second in a series designed to introduce you to 
several basic wireless security activities: signal strength mapping, and WEP cracking.  By 
working through these exercises, you will gain a better understanding of wireless security and 
the tools and techniques used.

In the last article in this series, we learned to map our wireless signal.  The next step is to learn 
to crack our WEP key.

Required hardware:
A computer with Internet access

Required software:
Windows XP SP3
WinAircrack 2.6
Sample packet captures

Everything You Ever Wanted to Know About WEP
Before beginning, let’s discuss WEP.  WEP, or Wired Equivalent Privacy, is a deprecated 
algorithm used to secure IEEE 802.11 wireless networks; it has been superseded by Wi-
Fi Protected Access, or WPA.  WEP uses the RC4 stream cipher for confidentiality and the 
CRC-32 checksum for integrity.  WEP uses 64-bit, 128-bit, and 256-bit keys.  These keys are 
concatenated with a 24-bit initialization vector (IV) to form the RC4 traffic key.  

WEP uses two methods of authentication: Open System authentication and Shared Key 
authentication.  In Open System authentication, the WLAN client can authenticate with the 
Access Point without providing any credentials.  This means any client can authenticate itself 
with the Access Point without verifying its WEP keys.  The WEP keys are not used until the 
data frames are encrypted.

In Shared Key authentication, a four-way challenge-response handshake is performed.  
The client sends an authentication request to the Access Point, and then the Access Point 
responds with a clear-text challenge.  The client then encrypts the clear-text challenge using 
the WEP key and sends it back to the Access Point in another authentication request.  The 
Access Point then decrypts the challenge text, compares it to the original clear-text challenge 
it sent to the client.  If the challenge data matches, the Access Point sends a positive response 
to the client and allows access.

So, if WEP is using authentication, what’s the problem?  WEP’s issue lies in the fact that it is 
possible to capture the challenge data during the authentication process.  Four years after it 
was introduced, in 2001, cryptanalysts revealed they could crack a WEP key within minutes 
using publicly available software.  The fact that WEP uses a single shared key rather than 
a complex key management protocol makes cracking a relatively simple task, which will be 
demonstrated in this article.  By 2004, the IEEE deprecated WEP due to its vulnerabilities and 
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Noob’s Corner, cont. dana rollins
replaced it with WPA.  Despite its shortcomings, WEP is still being used today.

WinAirCrack

The next thing to address is WinAircrack.  Some of you may be thinking, why use WinAircrack, 
a Windows tool, when there is Aircrack-ng and numerous other Unix based tools available?  
The reason is simply that there have been volumes and volumes of articles written on the Unix 
based tools; WinAircrack is a tool with relatively little data discussing it.  In addition, a strong 
security background includes being well-versed in numerous operating systems and their 
tools.  Lastly, noobs may be inexperienced in Unix-based systems; familiarity with Windows will 
make this exercise more accessible to new-comers.  That being said, let’s continue on with the 
details of WinAircrack and how it works.

WinAircrack is based on an older version of Aircrack (version 2.3).  The key to WEP cracking 
is collecting enough data to successfully crack the key.   These data frames are called IVs, 
or Initialization Vectors.  We must collect 50,000-200,000 IVs to crack a 64-bit WEP key, and 
200,000-700-000 IVs to crack a 128-bit WEP key.  We can collect these packets using tools 
like Kismet or Wireshark.   If the network is not generating enough IV’s, as is often the case, 
we can stimulate it with packet injection tools such as Aireplay-ng, which injects packets into 
the network to generate a sufficient number of IVs.  Once we have collected the appropriate 
number of IVs, we use WinAircrack to crack the key; this can often be done within minutes.   
Since this exercise is written for beginners, we are not going to perform any packet captures 
or packet injections; rather, we are going to use sample packet captures.  Using the sample 
packet captures also ensures we are acting ethically and not cracking our neighbor’s WEP key 
without their permission!

Tutorial

Let’s get started!  
•	 First, open your web browser and download WinAircrack 2.6 from: http://rapidlibrary.
com/index.php?q=winaircrack+download.  

Older versions of WinAircrack required the user to download additional .dll files; version 
2.6 already includes all the dependencies, so it is ready to use as soon as it is installed.  
WinAircrack will download as a zip file.  To extract it, follow these steps:
•	 Navigate to your C drive and go to “Program Files.”  
•	 Create a new folder to extract the WinAircrack files into:

o	 Go to “File”, “New,” “Folder”
o	 Name the folder “WinAircrack”

•	 Navigate to the location where you downloaded WinAircrack (My web browser saves 
downloaded files to the “Downloads” folder in “My Documents”)
•	 Find the “winaircrack.zip” file and right-click on it
•	 Select the “Extract all” option
•	 The Windows  Zip application will open.  Click on the “Browse” button and navigate to 
the WinAircrack folder you created in “C:\Program Files”.
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•	 Click “Ok” and the WinAircrack files will be extracted to the WinAircrack folder.

Now install the sample packet capture files:
•	 Open your web  browser and go to:  http://www.aircrack-ng.org/downloads.html
•	 Scroll down the page until you see the “Sample Files” section
•	 Click on “test.ivs”
•	 Depending on which browser you are using, a window will appear asking what you want 
to do with the file.  I use Mozilla Firefox, which gives me the option to either open the file or 
save it.  Select the “Save File” file option (or the equivalent).  The browser will then save the 
file to the location specified in the browser options.  Some browsers may skip this step and 
automatically save the file in your “Downloads” folder, so if a window does not appear, double 
check your Downloads folder.
•	 Now download the second sample capture file.  Click on the “ptw.cap” file and save it.

Noob’s Corner, cont. dana rollins

Figure 1: Downloading the sample captures from aircrack-ng.org
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Just to keep things organized, let’s move these sample captures into the WinAircrack folder.
•	 Navigate to the location your browser saved the sample capture files.
•	 Select both files and right click on them
•	 Select “copy”
•	 Navigate to “C:\Program Files\WinAircrack” and open the folder
•	 “Paste” the sample captures into the WinAircrack folder.

Now we are ready to start cracking!
•	 Navigate to your WinAircrack folder (you should still be in the folder after pasting the 
sample capture files)
•	 You will see a number of files in the WinAircrack folder
•	 Select the “WinAircrack.exe” file to launch the GUI
•	 XP should generate a Security Warning window (if you have not disabled these already)
•	 Uncheck the “Always ask before opening this file” box
•	 Click “Run”

Now here’s an amusing feature of WinAircrack: the first time I launched the tool, the GUI was 
in French.  A friend of mine also launched the tool and his GUI appeared in Spanish!  The 
GUI’s language is determined by the language file configuration (the default is French), which 
is easy to change.  If your GUI does indeed launch in a language other than your native 
tongue, just follow these steps to change it:
•	 Go to C:\Program Files\WinAircrack
•	 Double-click on the “WinAircrack.ini” file
•	 On the second line of the text file you will see the “Language” variable.
•	 Set it to the language you want.  Your options are English, Spanish, and French.
•	 Save the file.  You must restart WinAircrack if you made any language changes.

Noob’s Corner, cont. dana rollins

Figure 2: Files in the WinAircrack folder



Noob’s Corner, cont. dana rollins

Page 25

Figure 3: Windows XP Security Warning window

Figure 4: Configuring the GUI language

Now we have one more configuration step to perform before we are ready to crack the WEP 
keys.  By default, WinAircrack opens in the “General” tab.  We need to update the location of 
our “aircrack.exe” file:
•	 Click on the “Advanced” icon in the left panel of the GUI
•	 Click on the file icon on the right side of the GUI.  
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Figure 5: The “Advanced” option in the GUI

•	 Once you click on the file icon, an explorer-style window appears where you can 			
	 navigate to the location of the Aircrack.exe file
•	 Go to C:\Program Files\WinAircrack and double-click on the “aircrack.exe” file
•	 Return to the “General” tab

Figure 6: Mapping the location of “aircrack.exe”
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Now we are ready to enter the sample capture files into the WinAircrack GUI:
•	 Click on the folder icon in the right side of the GUI
•	 A “Select a capture file” window will open
•	 Navigate to C:\Program Files\WinAircrack and double-click on the “ptw.cap” file you copied 	
	 there.
•	 Click on the folder icon again and perform the same steps for the “test.ivs” file (Note that you 	
	 may have to change the “Files of type” field at the bottom of the window- it is initially set to 	
	 “Capture files (*.cap)”.  To see the “test.ivs” file you have to change the file type to “Initialization 	
	 vector files (*.ivs)”
•	 You should now have both sample capture files in the main viewing window of the GUI:

Figure 7: Adding the sample capture files
•	 Click on the “Aircrack the key” button
•	 The Aircrack Windows Command Prompt window will appear.  It asks for the “index 	
	 number” of the target network.  We have two capture files from two networks, so you 	
	 will only see two networks listed.
•	 Enter “1” to crack the first network and hit “Enter.”

Figure 8: Index number of the target network



Noob’s Corner, cont. dana rollins

Dana Rollins is a security consultant with 
Security Horizon.  She may be reached at 

drollins@securityhorizon.com

Page 28

•	 Aircrack will begin testing the keys:

Figure 9: Testing the WEP keys

Depending on your computer, Aircrack can take anywhere from 3- 30 minutes to crack the 
ptw.cap file, which has a 64-bit key.  Once Aircrack completes, verify that the key you got is: 
1F:1F:1F:1F:1F.

Aircrack will ask for the index number of the next network to crack.  Enter “2” to crack the test.
ivs file, which is a 128-bit key.  Note that this crack will take longer than the first, since it is a 
more complex key.  Once Aircrack completes its crack, verify that the key is: AE:5B:7F:3A:03:
D0:AF:9B:F6:8D:A5:E2:C7. 

Summary

Although WEP has been deprecated, it is still in use.  As security professionals, we need to 
understand how WEP works and why it is so easy to crack.  This exercise discussed WEP 
encryption and its weaknesses, and then we demonstrated how simple it is to crack WEP keys 
with publicly available tools.  In the grander scheme of things, this means that anyone can 
duplicate this exercise and crack a WEP-encrypted access point and gain access to a network, 
compromising the confidentiality and possibly the integrity and availability of the data on that 
network.  Now that you understand WEP in greater detail, you also understand why this form of 
wireless encryption should not be used.

That concludes this exercise!  This exercise took the hands-off approach.  In the next exercise, 
we will take our WEP cracking to the next level by injecting packets to generate more IV’s 
using publicly-available tools.  Thank you, Noobs, and stay tuned for the next article in this 
series on wireless security!
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... to Take Necessary Security Precautions?
~ The following is the second half of a two part article.  

Part 1 can be found in our Summer 2009 Edition. ~

Unofficial Teleworker

Of course, with every argument, there is a counter-argument, and not all of the information 
security concerns are that teleworkers cause a greater threat to security. More than half of U.S. 
Government employees unofficially work at home on nights or weekends, raising concerns 
about the security of the data on which they are working.  According a survey by the Telework 
Exchange, a group that advocates for more telecommuting opportunities, 58 percent of 
Government employees work from home without permission. In addition, 54 percent of those 
unofficial teleworkers carry files home.  Organizations can do everything to protect information 
and data, but the unofficial teleworkers create a risk when working from home on unsecured 
computers and mobile devices. 

Conversely, some reports proclaim that Federal teleworkers are actually less of a security 
threat than traditional office Federal workers.  The report comes from the Telework Exchange 
and explains that the reasons security threats are reduced by way of telework is that materials 
are not being physically transferred from place to place and that teleworkers tend to be 
monitored more strictly than in-office workers.

The Telework Exchange survey results are from “an online poll of 258 Federal employees 
including sanctioned teleworkers, non-teleworkers and non-teleworkers who unofficially work 
at home revealed that Federal data is significantly more mobile and still vulnerable.” The 
questions asked in the poll varied, but the most significant questions garnered the following 
results:

The report found that 63 percent of respondents who worked from home 
unauthorized—more than half of the non-teleworkers surveyed—used their home 
computers in doing that work. “People were saving documents on their home 
computers that were unprotected,” said Josh Wolfe of Utimaco, a data security 
company that underwrote the study…When teleworkers and nonteleworkers where 
asked if they had antivirus protection on their laptop or desktop computers, 94 percent 
of teleworkers responded yes, while only 75 percent of non-teleworkers said yes 
(Sternstein, 2007).

 
On the other side, 90 percent of workers in traditional offices surf non-work-related Web 
sites during working hours, causing additional demand on bandwidth and infrastructure. It is 
reasonable to assume that workers in remote locations do the same at least as often. At the

Which Factors Motivate Teleworkers... tim godlove
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traditional work site, workers are aware that they are using the company connection to make 
personal purchases, write e-mails, visit chat rooms, play games, conduct personal business, 
or generally wander around. It is clear that such activity is often monitored or, if not actually 
monitored, can be monitored quite simply. However, at home, it is less clear that one is using 
company resources for private activities on company time. The distinction between company 
time and personal time, company resources and personal resources, is unclear. Availability 
and use of monitoring devices in workers’ homes by way of the Internet comes dangerously 
close to wiretapping, which is illegal under most circumstances. And, such monitoring is 
certainly an invasion of the privacy of one’s home.

Two sides

Information security and privacy are two sides of the same coin when it comes to the dangers 
of telework. The information security side comes from employers whose responsibility is to 
keep their customer and corporate data away from the prying eyes of competitors and others 
whose interests are a threat to the organization. The privacy side comes from employees who 
are trusted to handle the data and to keep them safe, yet are at risk of losing their own privacy 
when this effort takes place outside the physical office environment. There may be an invasion 
of privacy associated with surveillance of the teleworker by the organization but there are also 

technologies that will actually 
conduct surveillance, so the 
potential to use them does 
exist. Even if an occasional 
visit to the home may place the 
household under surveillance, 
this could in a way constitute 
an invasion of privacy of the 
entire household. 

Information security and 
privacy in cyberspace can be 
especially difficult, requiring 
elaborate firewalls and multiple 
checkpoints that seem to 

be violable nearly at will by sophisticated hackers. A more complex problem arises when 
organizations implement powerful security systems and discover that they have a negative 
impact on the functionality of the software that allows them to do business in the first place. 
Effective information security devices can produce decreases in application response times, 
causing significant delays between data entry and display, limiting call completion when using 
Voice of Internet Protocol applications, and creating a generally sluggish electronic work 

Which Factors Motivate Teleworkers, cont. tim godlove
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environment. In addition, the growth of the remote electronic storage industry, already strong 
in the late 1990s and fueled dramatically by the terrorist attacks of 2001, has become a costly 
and unwieldy business requirement. 

Motiviations

It is vital for organizations to make efforts to convey to teleworkers that data protection and 
information security is important to an organization and employees action make a difference 
in achieving the overall goal of protection of sensitive data. Despite increased awareness 
and training on security issues, many employees do not take the necessary precautions 
for detering security risks. Knowledge and training are useless if not implemented and not 
perceived as important. So, which factors motivate teleworkers to take the security precautions 
that will help them avoid the mishandling sensitive data? Although, security policies and 
security policy compliance is very important aspect of organizational information security, the 
perceptions about the severity of breach and response efficacy are likely to affect teleworkers 
compliance intentions. Harmonization between management and teleworker perceptions 
about organization data protection and information security values plays a role in teleworkers 
data protection and information security behaviors. There is a greater security threat when 
the teleworker and organization do not have alliance regarding data protection. Teleworker 
perceptions of the importance of data protection is relevant with the policy compliance 
behavior along with the role training and awareness and policy enforcement play in shaping 
the information security climate perceptions of teleworkers. Policy compliance intentions 
are predicted by the management information security importance perception, which in turn 
is highly associated with the employee perceived training and awareness as well as policy 
enforcement efforts by management. 

Generally, people intend to behave a certain way when they evaluate it positively, when they 
experience social pressure to perform it, and when they believe that they have the means 
and opportunities to do so. Those factors help the motivations of teleworkers to comply 
with information security measures as well as the factors that may inhibit their compliance. 
Information security breaches in organizations have the potential for widespread damaging 
consequences for a long list of stakeholders of any organization. Understanding what 
motivates teleworkers and managers for taking data protection and information security 
problem seriously will assist and encourage them to devise and implement effective solutions. 

Consideration

Telework has caused the line between personal time and work time to become so blurred 
but more importantly, information security can be more easily compromised. The need of the 
Internet is so important for teleworkers to get work done and there is not accountability for
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the bad guys on the Internet. When using one computer it has become natural for a person to 
combine personal business and office business. There is greater concern when the teleworker 
travels with one computer. This is where line between personal and business matter becomes 
even more muddied. 

For both today’s and future generations, telework will become even more blurred with lots 
of work, and lots of personal business, requiring more access of things on the Internet. A 
viable solution would be to give the teleworker more flexibility by the use of a technology that 
splits the difference between more accountability of the organization data and a computer 
that teleworkers could use more freely. Create a Red-Green environment for the teleworker 
in which to do both personal and work business. Such a virtual solution is just one of many 
solutions of trying to physically separate different use contexts would use virtualization on the 
desktop to logically separate context.  The ‘virtual solution’ would allow users to separate work 
from play without having to use physically separate devices. Computers and laptop could be 
designed to pretend to be more than one machine to satisfy the desire for information security 
without a full lockdown. In its simplest implementation a device could be divided into two virtual 
machines: “Red” and “Green.” The point is to partition the device into two worlds; “Red”, less 
safe and unaccountable and “Green”, safe environment and accountable. 

Conclusion 

The importance of 
telecommuting and the 
information security 
challenges it raises 
will grow along side 
globalization, and the 
need for flexible work 
arrangements will 
continue to be important 
factors in workforce 
management. Information 
security concerns for telecommuting are important because of the sheer number of teleworkers 
and the rapidly changing information technology.  Our greater dependence on communications 
requires increased remote access to an organization’s data to perform the work and is to some 
extent a function of the increasing geographical distance among workers and between workers 
and the headquarters. While it is important to have information security procedures such as 
training and awareness initiatives and policy enforcement mechanisms; it is also vital that 
management have a clearer understanding of how these messages are received, perceived by 
their end users, and the use of technology for organization data protection. 

Which Factors Motivate Teleworkers, cont. tim godlove



Page 33

References
Antonopoulos, A. M. (2007, October 10) Combining work and play threatens business security. Network 
World, http://www.networkworld.com/columnists/2007/101007-risk-reward.html?fsrc=rss-antonopoulos

Auten, C. (2008, March 3) Ready, set, go: How to put telework in the fast lane, eWeek.com, http://www.
eweek.com/c/a/Enterprise-Applications/Ready-Set-Go-How-to-Put-Telework-in-the-Fast-Lane/

Ajzen, I. (2005) Attitudes, personality and behavior, Maidenhead, England: Open University Press

Bain, B. (2007, September 13) Justice says no to private PCs for telework, FCW.com, http://www.fcw.
com/online/news/150044-1.html

Flood, K. (2001, February 5). The forgotten side of network security. Network World, 12, 276-283.

Hines, M. (2007, August 21) Mobile workers still struggling with security; A new study shows that even 
as the business use of mobile devices increases, many users are unconcerned or uninformed about 
security issues and practices.” InfoWorld, http://www.infoworld.com/article/07/08/21/Mobile-workers-still-
struggling-with-security_1.html

Jones, K.C. (2007, November 5) Businesses more concerned about mobile, remote security, but still 
ignore training, InformationWeek, http://www.informationweek.com/news/showArticle.jhtml?articleID=20
2802456

Kilpatrick, I (2007, November). Dam data leakage at source: how unified encryption management 
(UEM) is changing the threat landscape, Software World, 12(4).  

Lampson, B. (2005). Microsoft, Accountability and Freedom, http://research.microsoft.com/lampson/
slides/accountabilityAndFreedomAbstract.htm. 

Mears, J. (2007, April) Legislation promotes Federal teleworkers; Telework Enhancement Act of 
2007 would open more doors to telecommuting. Network World,    http://www.nwwsubscribe.com/
news/2007/040307-telework-legislation.html

National Institute of Standards & Technology. (2007). SP 800-114,User’s Guide to Securing External 
Devices for Telework and Remote Access: National Institute of Standards andTechnology.

Sternstein, A. (2007, June 4) Survey: Unauthorized teleworkers a security risk, National Journal’s 
Technology Daily,  http://www.govexec.com/story_page.cfm?articleid=37105

 

Tim Godlove is currently a doctoral student 
in the field of Information

Assurance Policy with many years as an 
information technology and security

officer both on active duty with the U.S. 
Navy and in the Federal

government. He may be reached through 
this publication.

Which Factors Motivate Teleworkers, cont. tim godlove





Page 35

...Signs of the Times 

The focus of a recent social engineering experiment conducted by a team of students at the 
University of Advancing Technology (UAT) was to evaluate the 
potential for directed signage to manipulate or otherwise influence 
the actions of others. The 2008 student project manipulated group 
and individual concepts of social obedience and personal conscience 
and attempted to demonstrate that, for good or ill, both people and 
symbols of authority can influence an individual’s attitudes, beliefs, 
and behaviors. In this case, the team used printed signs and tracked 
the way behavior was changed.

Results of this project may be of use to companies and organizations that use signs to 
increase efficiency and prevent common errors. Additionally, this project provides insights that 
refine the current methods of targeted advertising, training, and safety aids to more effectively 
convey necessary information. Used inappropriately, the type of tactics in this experiment could 
be executed as an attack to gain both physical and logical access to an information system or 
structure or deny services, or a percent of services, to a community through social engineering

In this project, team members constructed and placed signs around the UAT campus in both 
expected and unexpected areas over the course of a semester. The team members then 
observed reactions to the signs, noting a difference between individual and group reactions. 
Additionally, signs with the same words on them but presented in plain black and white 
with no university logos were used to help determine the difference in reactions caused by 
presentation and the lending of authority – i.e., the use of the university logo. The goal in the 
design of the signs was to attempt to influence both individuals and groups to behave in a 
specific manner when confronted with them.

The majority of signs that successfully influenced individuals and groups were those that seem 
inconsequential or unimportant and were lent the authority of the school in the form of the logo. 
One example of this was an “Under Maintenance” sign placed on a single computer in a busy 
computer lab. For computers used by many different students throughout the day, it would not 
be unexpected for one or even a few of the machines to require maintenance.  By conforming 
to the expectations of observers, those signs went virtually unquestioned, and observers 
were influenced to act in accordance to the sign.  The question that remains is this – at what 
threshold would a hue and cry be raised?  For example, if a large company or school is denied 
10% of its services through a socially engineered attack like inappropriately directed signage, 
how long will it take for the attack to be noticed and what will be the cost to the organization?

Social Engineering the diamond team, uat
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The signs that were the least successful influencers were those that were clearly out of place, 
immediately causing observers to question their relevance. For example, dormitory residents 
quickly spotted as fraudulent an “Out of Order” sign placed on an oven in the dormitory. This 
is attributed to the fact that the Resident Director of the dormitory would have sent out an e-
mail alerting residents if the equipment was out of order.  Therefore, 
this sign did not match the well-communicated expectations of the 
community.

Another common reaction trend shown by subjects was a 
definite preference towards both convenience and avoidance of 
confrontation. In many cases, the observed subject seemed to be 
agitated by the signs and voiced opinion or displayed body language 
to show their distress. Though the subjects were clearly upset, they 
still conformed to the directives indicated by the sign 74% of the 
time. This shows that even though subjects, through signage, were 
being denied a common and expected service such as the use of a 
restroom or computer, it was more convenient to conform and move 
on with their actions.

At the end of the experiment it was clear that one can engineer behavior with a well-made 
and well-placed sign. UAT students were able to socially influence the behavior of individuals 
and an entire community with simple signs.  Security professionals might consider what their 
signage policies are and how employees of their company might differentiate a legitimate sign 
denying service from one intended for a more nefarious purpose.

The full results can be viewed at http://www.securityhorizon.com/articles/SESP.pdf.
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Creating a Chroot Jail for SSH Access  allan feid
Linux’s directory system is built on a root directory very similarly to the c: drive of a Windows 
operating system. All directories are then created relative to the root directory. A chroot jail 
changes the visible root directory.  Chroot is short for change root and is named after the 
chroot(2) system call, which is used to change the root of the file system as seen by the 
calling process.  This can be used for many purposes such testing, privilege separation and 
honeypotting.  Programs can be used in this directory so they 
cannot access or name files outside the directory, and the directory 
is called a “chroot jail”. The main benefit of a chroot jail is that the 
jail will limit the portion of the file system the daemon can see to the 
root directory of the jail.  For example, if a server is compromised 
and the attacker uses it to modify files, the modification will actually 
affect  the chroot directory not the actual root directory itself. 

As part of an assignment in UAT’s Technology Forensics program, 
a senior wanted to setup a way to allow Secure Shell (SSH) access to his machine but limit 
abilities heavily. To accomplish this, he chose to experiment with the creation of chroot jail. In 
his example, as articulated below, he utilized ArchLinux and OpenSSH 5.1p1. It should be a 
very similar process on any *nix operating system. Here is his experiment…

Setup your test user

The way this is established, is that all chrooted users will be added to the sshusers group. So 
one must setup the group, then add the user.

	 $ groupadd sshusers
	 $ adduser -g sshusers user

Setup the jail directories

The next step is to setup all the directories needed. This needs to emulate the / directory to a 
bare minimum. That is we need a dev, etc, lib, usr, and bin directory as well as usr/bin/. The 
base directory has to be owned by root.

	 $ mkdir -p /var/jail/{dev,etc,lib,usr,bin}
	 $ mkdir -p /var/jail/usr/bin
	 $ chown root.root /var/jail

The next step needed is the /dev/null file:

	 $ mknod -m 666 /var/jail/dev/null c 1 3 
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Then fill up the etc directory with a few minimum files:

	 $ cd /var/jail/etc
	 $ cp /etc/ld.so.cache .
	 $ cp /etc/ld.so.conf .
	 $ cp /etc/nsswitch.conf .
	 $ cp /etc/hosts .

Once this is done, one needs to figure out what 
commands you want accessible by your limited 
users. In this example he only want the users to be 
able to get into bash and use the ls command. So, 
copy the binaries to the jail.

	 $ cd /var/jail/usr/bin
	 $ cp /usr/bin/ls .
	 $ cp /usr/bin/bash .

Now that the binaries in place, add the proper shared libraries. To find out what libraries are 
need you can run ldd /path/to/bin. The output looks similar to this:

	 $ ldd /bin/ls
	 linux-gate.so.1 => (0xb7f2b000)
	 librt.so.1 => /lib/librt.so.1 (0xb7f1d000)
	 libacl.so.1 => /lib/libacl.so.1 (0xb7f16000)
	 libc.so.6 => /lib/libc.so.6 (0xb7dcf000)
	 libpthread.so.0 => /lib/libpthread.so.0 (0xb7db7000)
	 /lib/ld-linux.so.2 (0xb7f2c000)
	 libattr.so.1 => /lib/libattr.so.1 (0xb7db2000)

Then manually copy each file to the lib directory in your jail. This is tedious. Especially if there 
is a lot of shared libraries for a  desired binary.  However, a useful script called l2chroot which 
automatically finds the libraries and copies them to one’s chroot jail does exist and was useful 
here. 

	 cd /sbin
	 wget -O l2chroot http://www.cyberciti.biz/files/lighttpd/l2chroot.txt
	 chmod +x l2chroot

Edit the l2chroot file and change BASE=”/webroot” to BASE=”/var/jail”. This tells l2chroot 

Creating a Chroot Jail, cont. allan feid
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where the created jail is located so it copies everything to the right place. Now run the 
command on the desired binaries.

	 l2chroot ls
	 l2chroot bash

Configure SSHd to Chroot your users

All that is left is to set a few things in the new sshd configuration file. make sure you have at 
least OpenSSH 4.8p1, because prior versions didn’t have the streamlined ChrootDirectory() 
function. Previously there were a few extra steps to take to get it working, but one really should 
have a newer version anyway. To configure ChrootDirectory add the following to /etc/ssh/sshd_
config:

	 Match group sshusers
	 ChrootDirectory /var/jail/
	 X11Forwarding no
	 AllowTcpForwarding no

Note that this also disables X11Forwarding and does not allow port forwarding. To setup a box 
to allow secure tunneling for your friends, you may want to change this.

Optional Steps

When you login to your test user, you’ll notice a prompt as such:
	 bash-3-2$

Note: This is not a very useful bash prompt. So for something a little better I recommend 
simply copying the contents of /etc/skel to /var/jail/home/user. This gives you a .bashrc file 
which sets the PS1 variable to a much nicer looking prompt. Here’s what mine looks like:

	 phrygian:~> echo $PS1
	 \h:\w>
	 phrygian:~>

Creating a Chroot Jail, cont. allan feid
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Management and Associated Security Risks jeffrey smith

...with Client-Server Software  

Abstract

Security is a topic of almost every aspect of Information and Distributed systems today. 
Knowing what security risks associated with Client-Software is an important skill required of 
managers and business owners. Simple best practices and identification of early software 
vulnerabilities can contribute to successful business operations. Management holds key 
positional responsibility in asking questions concerning software application security. 

Identification of software security issues early alerts key developmental personal in pursuing 
an avenue for resolution. This paper identifies simple common best practices in providing 
a basic roadmap for managers in ensuring due diligence security in Client-Server software 
applications.

Introduction

Application software associated with Client-Server (C/S) server is widespread requiring 
managers to maintain a basic or advanced understanding of how c/s software is affected by 
security vulnerabilities. Knowledge of c/s application security will allow for better understanding 
and collaboration of business and developmental teams for assurance of proper execution 
of c/s business software.  C/S software application management requires knowledge and 
understanding of software-induced security risks, lifecycle, and that c/s software application 
design is subject to objective risk analyses (McGraw, 2006).  Developmental design of 
software associated with c/s applications must ensure design and operation in absence of 
flaws, bugs, buffer overflows, and inconsistent error handling (McGraw, 2006).  Research 
suggests that “more then half of vulnerabilities reported are due to buffer overruns” (Wagner, 
Foster, Brewer & Aiken, 2000). The knowledge of c/s software life-cycle security concepts 
and methodologies can assist in providing adequate due diligence in protection within the e-
computing business environment (Clark, 2003).

Within some aspects of business, c/s software may require managers to be involved within 
the development process to ensure future security vulnerabilities are implemented.  Bennatan 
(2000) identifies software development prevention in locating security problems early, resolving 
security problems before they get out of hand and planning ahead for potential security 
problems.  Risk analysis in development of c/s software requires foresight by managers, 
cultivated by experience in strategic planning through identification of problems by estimating 
probability, evaluating impact, and preparing solutions in advance (Bennatan, 2000).
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Threats and Problems with Distributed Systems

Distributed systems are affected by data integrity security threats (Coulouris, Dollimore, & 
Kindberg, 2005).  Advancing network computing initiatives require technologies that “push both 
data and code between remote servers and local clients involving active or down loadable 
content” and this activity can propose risk to c/s computing (Tipton & Krause, 2006 p. 351). 
An increased initiative today is to design secure systems and software. This remains difficult 
as management does not always understand that no system or software application can be 
designed that excludes all possible attack scenarios and loopholes (Coulouris, Dollimore, & 
Kindberg, 2005).

Defects, Bugs, Flaws & Debugging

Defect

According to McGraw (2006), implementation and design vulnerabilities are considered 
defects. Defects can remain dormant within software 
applications and surface within a critical system and 
cause disruption to services. 

Bug

Bugs are considered an implementation-level c/s 
application software problem (McGraw 2006). C/S 
customers hold a low tolerance for software bugs and 
ultimately inappropriate behavior in software can cause 
the business organization to lose revenue (Tipton & 
Krause, 2004).

Flaw

Flaws impact application software at a serious and much deeper level (McGraw, 2006 p. 
16).  Flaws can exist in “error-handling and recovery systems that can fail in an insecure or 
inefficient manner” (McGraw, 2006 p. 16).  

Debugging

Debugging processes are designed by programmers to conduct testing to identify problems 
with developed code that will assist in identification of defects, bugs, and flaws (Sommerville, 
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Table 1. Identification of Software Bugs & Flaws

Client-Server Software, cont. jeffrey smith

2001). Table 1. provides examples of bugs and flaws provided by McGraw, 2006 p. 17).

Tools & Recommendations for Managers
       
A tool for managers in searching and investigating document c/s related security problems is 
the use of the Common Vulnerabilities and Exposure (CVE) located at http://www.cve.mitre.
org/cve/index.html and the National Vulnerability Database (NVD) located at http://nvd.nist.
gov/.  CVE is a listing of names in identification of vulnerabilities and NVD is a comprehensive 
security database synchronized with CVE and other information security exposures. 
Administratively and operationally, managers must adopt cultural security awareness in specific 
areas to assist in offering security protection within the complexity of c/s infrastructure. This 
includes a completed “accounting of software titles, release levels and version numbers that 
support production environments ultimately aiding in minimization of potential vulnerabilities” 
(Clark, 2003). Vulnerabilities exist “throughout the operating layers of the application suite from 
the operating system to the application themselves” (Clark, 2003). Clark (2003, p. 76) identifies 
vulnerability categories in complex c/s applications in Figure 1. 

Software development and engineering plays a vital role in management and deployment of
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Figure 1. Software Vulnerabilities

c/s software applications. Validation of system security remains an important awareness issue 
that must concern every level management involved with c/s applications. More and more 
computers are connected for business services via the Internet (Sommerville, 2001).  Security 
attacks continue to be malicious even if systems that have been used for extended periods i.e. 
years. Systems once considered secure years back become vulnerable as sophistication of 
attacks grow (Sommerville, 2001).   Sommerville (2001) outlines four primary areas relating to 
security validation outlined in Table 2. 



Page 44

Table 2. Primary areas of validation.
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Managers must ensure protection in c/s software applications through an understanding of the 
following basic c/s software questions provided by wikpedia.com

-	 Does the software protect itself and its data against unauthorized access and use? 

-	 Does it allow its operator to enforce security policies? 

-	 Are appropriate security mechanisms in place? 

-	 Are those security mechanisms implemented correctly?

-	 Can the software withstand attacks that must be expected in its intended environment?

-	 Is the software free of errors that would make it possible to circumvent its security 		
	 mechanisms? 

-	 Does the architecture limit the impact of yet unknown errors?

Conclusion

Security must always involve upper level management and should be implemented early in the 
software design process. Communications is critical in software design that must involve all 
levels of management. Implementing security early in any software project will ensure better 
collaboration and identification of software problems throughout the c/s software stages from 
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production to implementation. Of primary concern is that often security is not implemented 
early. Costs associated with late implementation of security solutions could be disastrous 
to project budgeting and software project management.  Although all managers may not be 
involved in the actual planning or testing of c/s software, they will be involved in running c/s 
software in their area of business relying on significant return on investment (ROI). Asking 
tough questions early and watching development of software throughout vital stages of 
development will assist mangers in understanding and tackling problems early. 
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