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Notes From the Editor

o

Russ Rogers
CISSP, CISM
Editor in Chief

Do you remember when you were still just a
young pup and your parents would tell you,
‘You get what you pay for’? What happened?
Did we all suddenly forget that the lowest
price is not necessarily the best value?

The world of information security consulting
provides for a frustrating backdrop to this
age-old lesson. Five to six years ago,
information security was still very young in this
country. Businesses were more likely to
spend extra budget dollars on a hundred
fancy office chairs than to ensure their
information and architecture were protected.
Ever since 9/11, more and more
organizations are starting to understand they
need to take steps to protect information, both
their own and their customer’s. But if they truly
understand the significance of what they’re
trying to achieve, why do they consistently go
with the lowest bidder?

The Federal Government has provided the
impetus for all the current confusion in the
realm of information security. We have ‘non-

security intelligent’ legislators creating
information security specific guidance for the
remainder of the country. What this leads to
are numerous documents all geared towards
a variety of industries that, once boiled down,
state nothing more than the obvious, ‘you
must be secure’. And with so little
precedence having been set in court so far,
executives are left guessing ‘what’s enough'.

¥ S0, having been set strongly on this path to

new found information assurance, these
executives boldly go where they dared not set
foot previously: a more secure organization.
The first step, hire someone who knows what
they’re talking about so they can help guide us
to enlightenment.

There are several issues with this approach.
First off, the executives seeking
enlightenment don’t often know exactly what
“enlightenment” means. How do | know if I've
achieved it? What is it? How do | quantify my
status and progress? In order to purchase the
best solution for your organization, shouldn’t
you start out with some basic knowledge of
what you need and what is considered
acceptable or reasonable?

Secondly, executives have traditionally dealt
in numbers, finances. That's why they’re in the
position of authority. The company needs to
achieve a certain level of success financially
to ensure company growth and continued
investor support. The best way to do this is to
control costs. Because information security is
still so new, it most certainly does not get the
lion’s share of the budget. In fact, the most
recent CSI/FBI survey (2005 edition) shows
that half the respondents in the survey spent
between 1-5% of their entire IT budgets on
information security. Half of those said they
only spent 1-2% of the IT budget. This
management mentality does a couple of
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Notes From the Editor, cont.

things: 1) It conveys explicitly to the
employees how important it is to the
organization to protect those corporate
assets that keep them in business, and 2) it
leads to the purchase of inferior products and
services. How do you build a fortress with a
jar of pennies?

The third issue at hand concerns the
gualifications of the service provider being
hired and the level of service the customer
can expect from said provider. Again, part of
this is directly attributable to the lack of
education on the part of the executive. They
simply don’t know what a ‘good’ security
consultant looks like. Is it a particular
certification? Is it references? What about
formal education? Does the person/
organization have a valid background?

This leads me into the second half of this last
issue, which is the providers themselves. The
sales process for winning a new contract or
obtaining new customers is both over-hyped
and general. Customers are dazzled and
confused with vague terms and low prices.
Flashy proposals, meaningless certifications,
and rock bottom prices will almost always win
the day. The truth of the matter is that in order
to provide services at those prices,
something has to give. The gamble on behalf
of the customer is ‘which piece will it be that
gives?’

For instance, am | giving up a reliable expert
in the field just so | can keep the price of the
work down? Will the provider be motivated to
offer the best possible follow-up and support
for my questions once the work is done? Am |
really covering all the relevant areas within my
organization? How do | know? What's not
getting covered and what'’s that going to cost
me down the road?

Now, if you've read my notes in previous
editions, you'll understand that I'm not really a
bitter person at heart. But | do believe that
everyone needs to accept the level of
responsibility that is theirs. The customer
should understand and accept the fact that
they need to be educated, understand their
risks, and apply the appropriate level of
resources to secure the organization. The
security consultant needs to be fair, ethical,
and support the customer using their
education, expertise, and knowledge. Good
information security is not black magic or
voodoo. It's fairly simple to understand once
you get down to it. But it's not something that
should be purchased at just any corner store,
either.

Here’s wishing you a Happy and Prosperous
2006; may it be filled with good health,
happiness, and smart decisions. As always,
I'd appreciate any comments or feedback
regarding this or any article in our publication.

-Russ Rogers

From the Field...

Ray Black, one of our authors in our last
edition (see ‘Wardriving Phoenix’, Fall 2005),
forwarded this letter he received from one of

our readers, Bob Hillery. Please see Bob’s
own article later on in this edition:

Ray,

Very nice article in the current Security
Horizon’s online mag re the Phoenix
Wardriving Project. As a consultant, | often
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Notes, cont.

wardrive from airport to city hotels (especially
in cabs and shuttles where | don’t have to
concentrate on the driving...) and have similar
number results (% open v. wep) for many
cities.

In addition to the personal privacy concerns, |
would suggest a spin on the project: look at
those which reveal company info that would
potentially assist in a compromise through
either social engineering or active reconn &
hacking. Avoiding the potential legal and
ethical challenges of adding ethereal to the
mix, simple noticing a company name that
includes “Bank” or “Bio” or “Department of
Environmental Protection” (while passing a
hazmat and sewage treatment facility...really)
should be a clear post-9/11 warning sign.
WEP cracking is sufficiently trivial that simply
discovering such names may lead to
additional criminal scrutiny. And of course, if
not even WEP’d the ability to almost casually
collect network attack info and other vital data
is clearly a problem.

What it really leads to is developing a risk
assessment model that could be used in
conjunction with the war driving to help those
in network security convince management of
the value of security. Combining this, your

article, and Russ’s regarding the public sector

security environment (read, “lack of security”)
could help tip the balance from dangerously
at-risk public networks to a more secure (and
safer) public administration environment.

Best regards,

Bob Hillery
Intelguardians.com
Via email, 10/13/05

ATRUSEL As3tssmg,

r
o

1/31 - 2/1, 2006 Washington, DC

2/28 - 3/1, 2006 Sierra Vista, AZ

3/7 - 3/8, 2006 Colorado Springs

3/13 - 3/14, 2006 Orlando, FL
3/28 - 3/29, 2006 Atlanta, GA
5/8 - 5/9, 2006 Dallas, TX

The IAM is atwo-day course for
experienced Information Systems
Security analysts who conduct, or are
interested in conducting, INFOSEC
assessments of information systems
using NSA’s methodology. Itis a high-
level, non-intrusive process for
identifying and correcting security
weaknesses in information systems and

networks.

FREE 1 Year license to the SAINT
Vulnerability Scanner just for attending
any of our courses!
Training so good we teach
the competition!

To register for one of these courses or
to get further information, please
contact us at:

(719) 488-4500
info@securityhorizon.com
http:/AMww.securityhorizon.com
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Chart: 2 last 10 entries in US-CERT database for Windows. Data retrieved from
http://www.kb.cert.org/vuls/bymetric?searchview&query=windows&searchmax=10&searchorder=3

entries with a rating higher than 15 while Linux
only had one.

Does this really tell us anything? No, one
metric alone is not enough to make any
decisions. What did this vulnerabilities
cover? Are they all truly vulnerabilities of the
operating system? When you only put
Windows or Linux in the search you not only
get results for the operating system but you
also get applications that run on the operating
system. An example is Oracle, which runs on
both operating systems.

Conclusion

Choosing the correct operating system for
your enterprise is tough. Do you go with
multiple operating systems and choose which
to use by various criteria? Many
organizations want only one operating
system. This cuts down on the cost of
employees. How do you choose this
operating system? With the growing flow of
data about security, some enterprises decide
to use the most secure platform.

There are many whitepapers on the Internet
that talk about security. Finding the data

needed to make a decision is tough as many
are written by operating system evangelists.
These papers only make the choice harder.
As demonstrated in this paper, without
knowing the underling details, you can not
make a decision based on numbers alone.
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Implementing a Layered Security Model

Many organizations don’t start or manage a
security program because they think the
process is too hard. Many other
organizations start out with great intentions,
but only get as far as installing a firewall,
thinking one device is enough to protect them..
Other organizations have “unlimited”
resources and are always installing the latest
and greatest tools thinking that will protect
them. None of these scenarios is necessarily
the right answer.

Risk Management

Security program decisions should be based
on three primary factors. The first primary
factor is an understanding of the kinds of
information the organization needs to protect,
the criticality of that information and the value
of that information to the organization. One
process for better understanding this factor is
the National Security Agency’s (NSA)
INFOSEC Assessment Methodology (IAM).
The IAM is a methodology that focuses on
security at the organizational level. More
information on the IAM can be found at
www.iatrp.com or www.securityhorizon.com.

The second primary factor for making security
program decisions involves an understanding
of the threats that are possibly targeting your
organization. This involves deeper analysis of
the business operations and getting expertise
in the threat assessment area. Bottom-line,
you are going to make security program
decisions based on what you need to protect
and from what threats you are protecting.

Your organization can do some of the threat

By: Greg Miles

assessment yourselves, or obtain outside
expertise from experienced threat assessors.

The third primary factor is to eliminate and/or
effectively manage the vulnerabilities that
exist in your environment. Thisinvolves a
thorough understanding of the vulnerabilities
that exist in your environment and then putting
the mechanisms in place to manage these
vulnerabilities. Two methodologies for
identifying the vulnerabilities within your
organization are the NSA IAM and NSA
INFOSEC Evaluation Methodology (IEM).
These methodologies focus specifically on
identifying and managing vulnerabilities within
your environment.

What | have just described is risk and risk
management. Risk is the combined effect of
threats, vulnerabilities, and impact to an
organization. Risk management is the
management of these risks to reduce
exposure of corporate assets and improve
the organization’s security posture. Good risk
management is essential to a good security
posture for your organization, but even the
best risk management programs cannot
guarantee 100% security. There are too
many factors involved, which include:

» Rapidly changing technology

e Human errors

» Social engineering

» Malicious Hackers (tricky, really smart,

scary technical people)

With any luck (actually its through intelligent
security decisions), the organization will be
able to:

» Protect the data and information that
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Implementing a Layered Security Model, cont.

resides in the organization’s
computers and networks

* Keep unauthorized individuals from
accessing confidential data

» Ensure proper authentication: Are you
who you say you are?

* Ensure Authorization: Are you
supposed to have access to the
system?

» Ensure Access Control: What data are
you allowed to access on this
computer system?

» Reinforce confidence in the integrity of
data stored on the computer system

Protecting Your Organization

Every organization has a responsibility to
provide a level of due diligence when it
comes to information security and protection
of customer privacy data. Of course you can
spend a lifetime looking for that magical box
that does everything for you, or you can make
logical risk management decisions that will
truly help your organization. There are many
legal/regulatory requirements related to
security, such as: Sarbanes-Oxley, Gramm-
Leach-Bliley Act (GLBA), Health Insurance
Portability and Accountability Act (HIPAA),
and many more. But your organization
should be implementing an effective security
program because it is the right thing to do for
your organization and your customer’s. One
of the most effective ways to plan your
information security is by considering the
Layered Security Model.

Layered Security Model

The Layered Security Model takes into
account that effective security is not just one
solution, but a combination of solutions that
involve technical, management and
operational considerations. Ideally, if a threat
penetrates one layer of protection, then other

By: Greg Miles

layers are in place to either prevent or detect
the attack and limit the damage. These layers
may include technology (firewalls, intrusion
detection/prevention, operating system
security), policy/procedure, training/education,
physical security, etc. By taking into account
multiple implementations for protecting your
critical data, the likelihood of a successful
attack on your data is reduced. But even with
layered security, you must take steps to
assure currency and accuracy of the security
implementation. Just having security
technology is not enough. It must also be
properly configured, managed and monitored.

Technical
Operational
M & nagamsang

Contical
Data

Figure 1: Layered Security

Critical Data: At the center of the Layered
Security Model is the critical data that your
organization is trying to protect.

Management Controls: Surrounding the
Critical Data is a set of management controls
that define what the management of the
organization expects from the security
program. Management Controls may include:

« Policies and procedures of the
organization

« Well defined Security roles and
responsibilities

» Contingency Planning

» Configuration Management
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Implementing a Layered Security Model, cont.

Operational Controls: Also surrounding the
Critical Data is a set of operational controls
that primarily help to run the day to day
security program of the organization. Each of
these controls should assist in meeting the
management defined goals and objectives for
security of the organization. Operation
Controls require a great deal of involvement
from the people of the organization.
Operational Controls may include:

* Media Controls

» Data Classification and Labeling

* Physical Security

* Personnel Security

» Security Education, Training, and
Awareness

Technical Controls: Technical Controls
provide a means to electronically implement
and monitor security on a network or
computer. Technical Controls play a critical
role in the overall security posture of an
organization, but they are not the only means
of securing the network and are not fool proof.
Technical Controls may include:

» Identification and Authentication
* Account Management

» Session Controls

* Auditing

* Malicious Code Protection

» System Maintenance

* Firewalls

* Router Security

» Operating System Security

* Wireless Networking Security
» Communications Security

* Encryption

Under Attack:

Single solution security is similar to a dam.
As long as the integrity of the dam is not
breached, then the water is held back. But if
the dam is breached, the water is no longer

By: Greg Miles

held back. In alayered security, it is like
having backup dams in place in case one of
the dams is breached. If an attacker is able
to breach the single security solution, then
they have open access to the critical data.
With Layered Security, the attacker may start
to attack the perimeter of the organization’s
security defenses as shown in Figure 2.

Technical

Operationa
Managamant

Cotical
Data

Figure 2: Under Attack

If the attacker is able to breach the first layer
of security controls, they still do not have open
access to the critical data. They still must
continue to attack the other security controls
that are in place, as shown in Figure 3. This
layered approach gives the organization more
defenses that have to be circumvented and
also gives the organization more time to
detect the attacker’s activities and hopefully
stop the attacker before they get access to
the critical data.

The Decision You Have To Make

Implementing a good security program is not
as difficult as you might think as long as you
break it down into manageable sets of items
to implement. Every activity that you
EFFECTIVELY implement will work to
iImprove your security posture. Every
organization will not implement all controls
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Implementing a Layered Security Model, cont.

Techinical

Operational

Managamant

Coribical

Daka L Allicker |

Figure 3: Controls Breached

from all categories listed. Organizations may
also identify additional controls that are not on
the lists mentioned in this article. Both are
acceptable. A conscious risk management
decision must be made by the organization
as to what will be implemented and what will
not be implemented. Ultimately, security
decisions will be based on the mission of the
organization and the value of the data that
needs protecting. But the key pointis a
decision must be made and security controls
implemented.

Greg Miles is the President and a Co-
Founder of Security Horizon
(www.securityhorizon.com), Co- Founder of
the Global Security Syndicate
(www.gssyndicate.org), and a professor with
the University of Advancing Technology.
(www.uat.edu) You may contact him at
greg@securityhorizon.com.

By: Greg Miles

We speak CVE®!

The INFOSEC Evaluation Methodology
(IEM) is NSA’s hands-on process for
conducting evaluations of customer
networks utilizing common technical

evaluation tools. Students can expect to

learn an easily repeatable methodology

that provides each customer a roadmap
for addressing their security concerns
and increasing their security posture.

2/2 - 213, 2006 Washington, DC

3/2 - 3/3, 2006 Sierra Vista, AZ

3/9 - 3/10, 2006 Colorado Springs

3/15 - 3/16, 2006  Orlando, FL
3/30-3/31,2006 Atlanta, GA
5/10-5/11,2006 Dallas,

To register for one of these courses or to get
further information, please contact us at:

(719) 488-4500
info@securityhorizon.com
http://www.securityhorizon.com
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Book Excerpt: Syngress Publishing, cont.

the trusted insider. To highlight the importance
of insider threat, everyone is getting on the
bandwagon. The United States Secret Ser-
vice is conducting a series of studies on the
insider; conferences are popping up on the
subject. Why? Because billions of dollars are

being lost. Sch rity
So farin 2005 it is estimated that more than H 0 rl Z 0 n

10 million identities have been stolen, with a

loss of more than $50 million resulting from it. Your global information security experts
What more proof do we want that this is a real

threat?

http://www.syngress.com/catalog/?pid=3410

company's information worth?

Waiting for your next
incident to find out?

Syngress Publishing (www.syngress.com), Security Horizon s a veteran-owned
headquartered in Rockland, Massachusetts, professional services and training provider
is an independent publisher of print and We offer the National Security Agency's INFOSEC

electronic reference materials for Information Asssssment and Evalustion Meisodology
Technology professionals seeking skill DN M £ M. S Y TS

enhancement and career advancement.

Distributed throughout Europe, Asia, and the [l b EER Ll LU AL L

U.S. and Canada, Syngress titles have been
translated into twenty languages. For more

information on Syngress products, contact F19.488.4500

Amy Pedersen at 781-681-5151 or email www.securityhorizon.com
amy@syngress.com. Syngress books are

distributed in the United States and Canada

by O’Reilly Media, Inc.

info@securityhorizon.com

GSA Schedule
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Your Compliance Program

The numerous laws and regulations that have
been enacted in the United States are
impacting the way organizations, both private
and public, conduct day-to-day operations.
The reality is that organizations are
accountable more than ever before for the
way they conduct their business. This
includes business transactions, financial
records, and the security of critical data and IT
processes. Thisis a problem for many
organizations due to the complexity of current
and proposed regulations.

In addition to the costs incurred as part of the
compliance process it is often difficult for
executives to decide on the proper steps to
meet compliance requirements. If you look at
the number of different regulations, the
process to meet compliance can become
long and tedious. Internal auditors and
vendors also have atough road in this
process. When a new law is passed the
auditors and vendors alike must develop the
roadmap for organizations to meet the
requirements and help with the

By: Ed Fuller

(FISMA), each have specific guidelines
dealing with the security compliance of IT
systems and data. For organizations still
struggling to meet regulatory obligations, the
following steps will help them achieve that
compliance. Auditors and vendors can use
these steps to help their organization develop
a security program that meets regulations or
allows for process improvement to improve
existing policies and procedures ensuring
compliance.

Step 1 — Develop or update the
Security Requirements Traceability
Matrix (SRTM)

The SRTM is the foundation for all the IT
security activities. Identifying all regulatory
requirements first enables companies to
develop risk-based policies and procedures.
Organizations must be capable of developing
and updating the SRTM as these regulations
change. The purpose of the matrix is to:

« Identify all applicable security

requirements from regulations and

implementation. policies. . o
» Map the requirements to the existing IT
If you look at laws, such as the Sarbanes- security framework.

Oxley Act of 2002 (SOx) and Federal
Information Security Management Act of 2002

e ServeasanIT policy assessment
checkilist for Internal Auditors and

vendors.

Setor Sﬁsggg Identify & Select

Upide || nacas (== | PIoe || Appoma
ey Procedures

Create l

or Assess

Update Risk

/ = l
Monitor & Train Test Implement
Update Personnel | ™= | controls Controls
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Your Compliance Program, cont.

Step 2 — Establish an IT Security Policy

By: Ed Fuller

Once the SRTM is developed, the CIO, CISO, or equivalent should work with the
implementers, auditors, and information owners to establish the organization’s IT security
policy. When approved, the IT security policy becomes the benchmark for compliance within

Cé)lr;tsrgl NIST Control Family NSA Control Category
INFOSEC Documentation
Planning INFOSEC _R_(?Ies and
Responsibilities
Contingency Plannin
Management - — - g -y g
Systems and services acquisition | Configuration Management
Certification, accreditation, and
security assessments
Risk assessment
Personnel security Personnel Security
Phy_S|caI access contr_ol and Physical Environment
environmental protection
Contingency planning
Configuration management
Maintenance
Operational . . ,
System and information integrity
. . Media Controls
Media protection -
Labeling
Incident response
- Education Training and
Awareness and training
Awareness
Identification and authentication Identlflcfatlo_n and
Authentication
. Account Management
Logical Access control - g
Session Controls
_ Audit and accountability Auditing
Technical — ,
Malicious Code Protection
o Maintenance
System and communications Svelem A
protection ystem Assurance
Networking/Connectivity
Communications Security
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Your Compliance Program, cont. By: Ed Fuller

the organization. There are also a number of IT security control frameworks that organizations
can use to align their policies. The framework outlined on the previous page shows how the
controls developed by the National Institute of Standards and Technology (NIST) and National
Security Agency (NSA) incorporate comprehensive management baselines and operational
and technical controls.

Step 3 — Develop Standards and Procedures

Once the IT security policy is approved, information owners must work with the CIO or CISO to
develop standards and procedures, which will detail the specific day-to-day operating
practices. This will ensure information owners and system managers maintain compliance
with IT policies and procedures. Many security methodologies or comprehensive operating
procedures are available to the public, including those published by NIST, the U.S. Government
Accountability Office (GAO), Department of Defense (DOD), and private audit organizations.
The list below provides examples, but is not comprehensive.

Program Element Aligned With Guidance
Assess risk NIST SP 800-30
Develop security plans for specific

NIST SP 800-18
systems

NIST SP 800-53

Establish and maintain an effective |DOD Security Technical Implementation
control baseline Guides (STIGS) and Supporting
Documents

Periodically test controls and conduct|NIST SPs 800-26, 800-37, 800-42,
system certification and accreditation | DITSCAP

Conduct employee training NIST SPs 800-16, 800-50
Report and record incidents NIST SP 800-61
Perform contingency planning NIST SP 800-34

Step 4 — Identify and Prioritize IT Risks

Identification of assets that process, transmit, or store data and need to be protected allows
for development of more effective security strategies. Security goals and objectives can be
categorized based on their confidentiality, integrity, availability, and risk levels. This risk-based
approach ensures that the organization focuses its resources appropriately and meets control
baselines required by policies and procedures.

Step 5 — Select an Appropriate Control Baseline

Once the risk levels have been identified, the minimum baseline controls for management,
operational and technical security controls should be identified and tailored to meet the
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Your Compliance Program, cont.

system'’s security needs. Information owners
should benchmark their current security
posture against any new control baseline to
identify security gaps and conduct periodic
self-assessments.

Step 6 — Assess Risks

AllIT assets must be assessed for
compliance with the identified baseline
controls to identify and evaluate risk. Security
testing and evaluation against the baseline
controls identifies security gaps and provides
the input for developing the mitigation plan(s).

Step 7 — Implement Controls

Once all the previous steps are completed the
system owner should receive formal written
authorization from the senior executive to
operate each assigned IT system. This
written authorization will contain any
limitations or constraints to operations.
System owners must agree to maintain the
system'’s security level documented in the
system security plan, such as implementing
effective system configurations and managing
authorized changes to system configurations.

Step 8 — Test Controls

All baseline controls need to be tested to
verify their functionality in meeting the
requirements of the SRTM. Tests should
include all management, operational, and
technical controls. To effectively test the
controls, organizations must use a standard.
The standard used could be one available
from NIST, GAO, SANS, DOD, or any other
sources.

Step 9 — Train Personnel

Employee support is required for security

By: Ed Fuller

compliance, and training is paramount to
successfully implementing a security program.
Organizational policy must outline employee
roles and responsibilities and include a
mandatory training provision that includes all
personnel. This training should be based on
the policies and procedures previously
developed by the organization.

Step 10 — Continuously Monitor
Control Effectiveness

IT security is an ongoing process. To keep
the compliance program current and effective
organizations must have a feedback
mechanism that evaluates, at least annually,
policies, procedures, security planning
documents, security control testing results,
and the training program.

Further Considerations

The steps above provide the basic guidelines
that an organization can follow to achieve IT
security compliance with existing or proposed
regulations. When drafting new, or updating,
current policies and procedures organizations
should always:
» Align policies and procedures to the
requirements matrix.
* Implement, test, and document
controls.
* Monitor progress, train personnel, and
hold management accountable.

Ed Fuller is the Chief Operating Officer
and Senior VP of Security Horizon. He
has over 30 years of experience in
Operations, Communications, Computer
Information Systems and Security. He is
the primary lead for INFOSEC
Assessments, Appraisals and Training for
Security Horizon. He may be reached at
ed@securityhorizon.com
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