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Notes From the Editor

Russ Rogers
CISSP, CISM
Editor in Chief

Man, that’s scary!
Halloween is one of my favorite holidays. Kids
(and some adults, too, I suppose) get to dress
up and pretend to be whatever they want. Just
a couple of years ago, my son wanted to be a
Teenage Mutant Ninja Turtle™. My daughter
wanted to be a princess. It’s cute when kids
pretend, but when adults do it, it can
sometimes result in truly scary situations.

Last week I was honored to be the keynote
speaker at the NCSL’s NALIT conference in
Rapid City, South Dakota. This conference is
attended by representatives from the IT
departments at each State in the United
States. The topics are intended to educate
the attendees on a variety of topics and
provide solutions to issues they face. I spoke
on information security, of course.

As I spoke to these individuals, I started to
realize that work in their positions is complex
and difficult. State budgets aren’t known for
their generosity, and making the right choices
for information security isn’t easy nor is it
often understood by their management.

Security is often cut short in lieu of
convenience.

You see, each of these individuals work for
their State Legislative department, providing
IT support and security services internally.
This is a dual hat function, which in and of
itself raises concerns in regard to information
security because of the conflict of interest.
Each State Legislature is comprised of a
hundred or more representatives. Each
representative requires services from the IT
departments. Several individuals, at varying
points in my discussions put it this way; “It’s
likely having 130 bosses all with differing
needs and opinions.”

The issue here is not just a State Government
issue, but can be found in many other types of
organizations around the world. The
managers aren’t completely sold on the need
for information security or they simply don’t
understand what “secure” really is. That’s
when they start to pretend. They pretend that
they’re secure and everything is still okay.

The key here is that security and convenience
tend to work against each other. Applications
such as instant messaging or peer-to-peer file
sharing aren’t normally secure, but they sure
can be convenient. If your boss wants instant
messaging, but doesn’t need it to perform
their job functions, what do you do?  If a single
person is performing both IT and information
security functions in their organization, which
role is likely to be sacrificed first?

We can be fairly certain that convenience will
most often win out over locking down the
organization. The word of management is
typically the last word. If you’re dealing with a
single boss, you might be able to persuade
him/her towards the right thing to do. In
organizations with 100+ bosses, how do you
cope?

Smart decisions can only be made by

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○
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informed and educated leaders.  It also
requires that managers respect the advice or
counsel of their designated security
employees. Why hire an expert if you’re going
to cut them off at the knees so they can’t do
their jobs?

For all you security administrators out there
working for organizations wanting to be more
secure but having issues progressing that
way, remember; you have the responsibility of
translation. You will be required to translate
your technical concerns into managerial
language that can be understood and related
to by your leadership.

And for all you managers, please remember;
you hired that person for a reason. They have
specific technical knowledge that you lack. If
you are one of those technology savvy
managers, you should also know that you
don’t have time to manage and maintain the
organizational networks.

Each person in the organization has a
different job to do. But each person in the
organization should also be aware of their
individual impact on the security posture of
the whole. We need everyone on the same
sheet of music. If either the management or
the IT department fails to understand this, it
could compromise the entire organization,
and that’s just plain scary.

Until next time,
Russ Rogers

I am responding to an article posted in one of
your journals regarding formal education or
certifications. I am in exactly that point in my
career. I have 9 years of military law
enforcement experience, 10 1/2 years of
civilian law enforcement experience, a
Bachelor’s Degree in Criminal Justice
Administration, and am half way complete
with a Masters Degree in Business
Organizational Security Management. While
currently working as a police officer I have
begun to explore opportunities in the private
corporate security/industrial security market.
Most, if not all require special certifications
common in the security arena. And, if I may
add, not exactly easily obtained from “outside”
the field. I am attending an online certification
process in NISPOM and related areas.
However, I have to admit, that the few hours it
takes to get through the individual courses,
does not compare to twelve individual 9 week
semesters of formal training crossing the
spectrum of the security field, not to mention
the time and willpower spent to push through
a BA and MA Degree non stop.  This brings
us back to the issue of prior practical
experience in this field. Though I’ve
demonstrated dedication, willpower to get
through the formal training, employers want to
see that practical experience. Most, of the
hundreds if not all of the job descriptions I
have browsed through in the last 6 months
require prior experience. I have led by
example my entire professional career, have
trained and supervised others, and would with
out a doubt be able to manage others
effectively in the civilian world. However, a
step into the civilian industrial security world at
near to apprentice level would be such a step
backwards economically in life, one has to
wonder if it is all worthwhile. But, I’m hanging
on till the end. I will finish my degree. Where
will the road lead from there? Remaining
optimistic.

Wolfgang Kermer
Via email, 8/5/05

From the Field...
Last edition’s Notes from the Editor on
education vs. certification brought a flurry of
feedback from readers. Here’s a great
example of the mixed feelings out in the
field:

○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○ ○
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By: Chris HurleyBy: Chris Hurley
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the teams out each semester as well as
modified our regions of responsibility.

The idea of demonstrating ethical Wardriving
is one that we wanted to focus on early on.
The students involved in the project are
between the ages of 17 and 23. It can be very
interesting to watch these very intelligent
young men and women get a hold of
information that can be used for exploration
and exploitation. When we say, “demonstrate
ethical Wardriving”, what we are talking about
is ensuring that strict research gathering
standards are in place. As we drive the valley
we make sure that we are not getting IP
addresses, we are not connecting to any
access points, we are not publishing the GPS
coordinates publicly, and we are not allowing
our students to tell their friends about where to
get the best free internet access or what
apartment complexes have the most
unsecured wireless access points. Each of
our research students signs a non-disclosure
agreement.

In the first semester we collected over
100,000 access points in about a third of the
valley. It became clear that with the cost of
wireless networks being so inexpensive in a
city that is fairly technical, the growth of the
networks isn’t what we should be looking at. It
was the sheer number of access points that
were installed with the default settings or very
minimal changes from the default settings and
nearly all were openly broadcasting IP
addresses. There was no way we could
release the map information to the public;
there was too much personal information
being broadcast from the access points. I
then asked the question, what can we do to
prevent people from blindly providing
untraceable Internet access to unauthorized
users? In addition to that, how do we educate
the public without using fear tactics?

Wardriving Phoenix, cont. By: Raymond Blackwood

Fear is a very motivating factor for educating
people. This is due to evolution of the human
species; we have survived all this time
because we learn that fire burns, burning flesh
causes pain and death, and the result is we
learn very quickly about the dangers of fire.
Fear taps into that primal part of the brain that
triggers long term memory. But I do not want
to have to rely on generating fear in order to
get people to understand the technology they
are using. In my opinion, technology should
not be feared, but understood and embraced.

What we decided to do was identify
residential areas that have an 80% or higher
unsecured wireless access points, go into
those areas and promote wireless security.
We decided to do this in a very low tech way.
By using flyers and pamphlets, we hoped to
inspire people to go to a web site to learn in
an easy-to-understand format how to secure
areas.

It is interesting that in some neighborhoods
the number of default setting access points
and WEP secured access points are dead
even. This is a good sign if we can get the
neighbors to talk to each other and share
information. Once again, the challenge is how
to get neighbors talking about securing their
Internet access without initiating the
conversation through fear.

If we look at the raw data, this is some of the
information we have pulled to date:

� 60% of Access Points are unsecured
� Certain areas have over 80%

unsecured
� 10% use out of the box settings
� 15% have personal information in the

beacon (i.e. The Robinson Family)
� 113,000 unique access points have

been captured and evaluated

The reason we are doing this project is to



Wardriving Phoenix, cont. By: Raymond Blackwood

make a difference in the sophistication of our
local wireless Internet users. I do not
personally care is people decide to have
unsecured wireless access points as long as
they make the decision consciously. It is
important to me that the users of the
technology understand what they are installing
in their homes and how it works. It isn’t
important that everyone become a networking
expert, but the concepts that are involved are
not that complicated. Unfortunately, the
technical community likes to make it sound
difficult and technical; this keeps them in
business, after all. But as we become and
increasingly integrated networked community,
wireless networking will be as commons as
understanding how to set your alarm clock.

Beginning this November, will be working with
distributors of the technology in areas that
have a high percentage of default users in
order to configure the devices before they
even leave the store for no extra cost. We will

Figure 1. Unsecured Access Points

focus our Wardriving efforts in these markets
after each campaign rolls out to monitor any
changes. Our goal here is to have the
information readily available and easy to
comprehend so that the users naturally begin
to secure their Internet access. Once we find
the most successful means of educating our
users using grassroots efforts and will prove
this through our Wardriving efforts, we will
take this project outside of the valley and
begin similar projects at every major
metropolitan area in the United States.

If anyone is interested in assisting in the
funding of our project or would like to start up
your own project in your area please contact
me, rayblack@uat.edu or write me via snail
mail at:

Raymond T. Blackwood
c/o Phoenix WarDriving Project

2625 W Baseline Road
Tempe, AZ 85283
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Can Mean Business Success or Failure

Threat Hits Close to Home

I recently had the rare opportunity to watch a
customer’s disaster recovery plan in action.
While teaching the NSA IAM and IEM courses
in Atlanta, GA., Hurricane Katrina hit
Louisiana, Mississippi, and Alabama.  The
customer had a branch in New Orleans that
supported key operations throughout the U.S.
(sorry, non-disclosure prevents me from
mentioning the customer’s name).
Throughout Monday’s IAM class,
we got updates from the leadership
of the organization on both the
hurricane, the damage
being done to the facility in
New Orleans, and most
importantly, the welfare of
the staff at the facility.  It
was interesting to hear
discussions on how they
prepared for the hurricane.
This organization is large,
mature and understands the criticality of the
services it provides.  In preparation, they had
handed off the responsibility for most services
to various other branches.  The appropriate
steps were well identified and tested in their
Disaster Recovery Planning process.  All of
this happened before the hurricane hit land.
Key staff remained on-site to assure as quick
of a return to operations as possible, the
security of the facility, and the safety of
employees.  When all was said and done,
there was minor damage to the building, and
they had backup power generation.  Of
course the class was over on Thursday and
still no power back in New Orleans, so how
long they will have to operate in this state is

still unknown.

This organization should be just fine because
they had appropriate planning and
preparation.  Yes, everyone understands that
the other branches have a heavier workload
for awhile and are doing additional services
for an extended period of time, but the
organization planned ahead and effectively

was able to weather the proverbial
storm.

Even as I am writing this,
Hurricane Rita is
bearing down on the
coast of Texas or
Louisiana as a
Category 5 hurricane.
The State of Texas,
trying to implement their
evacuation plans, has
2.5 million people stuck
on the highway in traffic

jams.  There will be lessons learned from Rita
too.

I think it is fairly clear that due to the level of
the disaster caused by Hurricane Katrina that
some organizations will never go back into
business again.  Buildings were destroyed,
inventories were destroyed, people lost their
homes, etc.  Small organizations that have no
other operational locations other than in the
affected areas may never open their doors
again.  This is very unfortunate, but a reality of
the situation.

However, some organizations will not survive
because they simply did not plan ahead for a
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Disaster Recovery Planning, cont. By: Greg Miles

possible disaster.  Protected storage of
critical data, plans for restoring operations at
alternate locations, effective data backup and
recovery plans were not addressed and they
had no plan for restoration of services.

So how does this affect information security?
Well the most obvious affect is to look at our
disaster recovery and business continuity
planning processes and implement any
lessons learned from disasters like Katrina,
Rita, or 9/11.  Terrorist attacks are not the only
threat we need to be concerned about.
Mother Nature can throw us a curve once (or
twice) in awhile.

Risk

Businesses everyday must consider RISK.
Risk to their business, risk to their bottom line.
We call this business risk.  Closely related to
this is security risk.  Security Risk can be
defined as the combined effect of threats,
vulnerabilities, and impact.  When we look at
disaster recovery and business continuity, the
business risk and security risk are closely tied
together.  The hurricane is the threat, the lack
of a good disaster recovery plan is the
vulnerability, and the impact to the
organization is the ceasing of operations.

Disaster Recovery Planning 101

Disaster Recover Planning involves the
following steps:
• Identify the primary mission(s) of your

organization
• Identify the information that is essential to

accomplishing that mission
• Determine the value of the information or

the impact of the loss of the information to
your business process

• Identify the systems that process, transmit,
and/or store this critical information

• Build a disaster recovery plan that
addresses the priority of these systems
and the necessary order of restoration

• Identify how you are handling the backup
of the critical data

• Build the Disaster Recovery Team and
identify responsibilities

• Build the Plan
• Test the Plan
• Improve the Plan
• Test the Plan
• Improve the Plan
• Test the Plan
• Improve the Plan

You get the idea.  Having no plan in-place will
create chaos.  Having an untested plan in-
place will create chaos.  A well tested plan will
provide you a means to manage the chaos in
a somewhat organized manner.  This is part
of your risk management process.

Basic Disaster Recovery Planning might
look like this:

Home:  Determine what kind of threats are
most likely going to affect you.  The most
common considerations are hurricanes,
tornados, earthquakes, snowstorms, floods,
industrial accidents, terrorist attacks, and
other military operations.  Then plan
appropriately.  In your emergency kit you may
want extra drinking water, canned foods,
batteries, duct tape, gas for the tank, a
generator, etc.  Home planning for disasters
begins with determining the essential items
you need to survive for a short period of time
if your life is disrupted by some threat.

Small Business:  Small business is likely
going to be concerned with similar threats as
those at home.  Natural disasters are still a
big concern.  But small business now must
start to think in terms of business operations
and customer support during disasters.  It is
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likely that your customers will be hit with the
same kinds of disasters as you are, because
most small business is doing business in the
communities they work and live.  What are my
essential functions that I must be able to
accomplish to stay or get back in business?
What will my customer’s be expecting of me
in the event of a crisis.  Am I sufficiently
backing up and protecting my critical
information?  Can I get access to the backups
when I need them? Can I make any of my
operations mobile?  Do I have sufficient
insurance coverage to cover my facilities,
equipment, and inventory?  What about loss
of revenue insurance?  Small business will
have the greatest difficulty in maintaining
business operations during and immediately
following disasters.

Large Business:  Large businesses have
the same concerns as the small business, but
they may have a great deal more flexibility
when designing and implementing their plans.
But they probably also have a greater number
of threats to address.  They can be higher
profile targets for industrial or corporate
espionage, international crime, or just a
malicious hacker.  Disruption of services can
be damaging to the business bottom-line, but
also their reputation and growth potential.
However, the larger businesses may have
locations they can immediately send
operations and personnel to during a disaster
with the customer’s seeing very little
disruption.  They may also have alternate
locations they can go and reestablish their
operations in a very short period if time.
Often times, these larger operations will have
their backup sites in different geographical
locations to avoid geographic disasters like
hurricanes, earthquakes, and tornados.

Be Prepared

Give your business the greatest opportunity

Disaster Recovery Planning, cont. By: Greg Miles

for success.  Planning for a disaster as an
afterthought will not give you the results you
desire and may lead to your ultimate demise
as a business.  The disaster recovery
planning process should be closely tied with
your entire risk management process.  The
information gained from the many
considerations in risk management directly
lend themselves to determining critical
information, systems, and priority of
restoration when the disaster recovery plan is
put into place.

What you can do right now is:
1. Look to see if you have a disaster

recovery plan, If not, build one
2. Review the plan for accuracy (an out-

of-date plan can be as bad as not
having a plan at all)

3. Determine if the plan has been tested
recently (less than 12 months)

4. Make improvements to the plan, and
5. Test it again

Information Security Resources to
consider:
Business Continuity Insights
(www.continuityinsights.com/)
Disaster Recovery Journal (www.drj.com)
The Security Journal (www.securityhorizon.com/
journal.php)

Greg Miles is the President of Security
Horizon Inc., Co- Founder of the Global

Security Syndicate (www.gssyndicate.org),
and a professor with the University of

Advancing Technology. (www.uat.edu)  You
may contact him at

greg@securityhorizon.com.
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Syngress Publishing (www.syngress.com),
headquartered in Rockland, Massachusetts,

is an independent publisher of print and
electronic reference materials for Information

Technology professionals seeking skill
enhancement and career advancement.

Distributed throughout Europe, Asia, and the
U.S. and Canada, Syngress titles have been
translated into twenty languages. For more
information on Syngress products, contact
Amy Pedersen at 781-681-5151 or email
amy@syngress.com. Syngress books are

distributed in the United States and Canada
by O’Reilly Media, Inc.

He glanced towards me and acknowledged
me by slightly nodding his head upward.

He walked around the pool then along the
backside of a row of lounge chairs, and finally
sat down across from us at the table. “You that
guy I was chatting with earlier?” he asked in a
soft, intellectual voice that hardly matched his
ppearance.

“Mhmm,” I answered

We spoke for a few moments but he seemed
too distracted to carry on much of a
conversation. Shortly, a friend of his
approached and they began talking among
themselves. They got up and left the table. I
felt pretty lame and somewhat disappointed
because I knew he had many contacts in the
software piracy scene.

Later that afternoon we passed again, and
once again he acknowledged me by slightly
nodding his head upward.

Later that night I saw a completely different
side of him. I was walking into the Hard Rock
casino to meet some friends and I heard a
voice calling me: “Dude!”

“Dude!” he repeated.

I glanced over and saw Rodan waving me to
come over to the bar where he was sitting
with some friends, some of whom turned out
to be members of the same release group as
him. I walked over and he began talking to me
as if I we had known each other for years. He
introduced me to his friends by my IRC
nickname, prompting a couple of familiar
“ohs” from those who had seen me in their
channel. The rest of the night we talked about
warez.

The Scene People
Piracy’s increased popularity has given birth
to underground piracy groups and the
existence of the scene. This scene is a
collection of piracy enthusiasts from all groups
and lifestyles. Scene activity and piracy group
hierarchy are a large part of what this book
focuses on. For many, the scene is their life.
Whether from Hungary, Canada, or Sweden,
they all spend a part of their life in the scene.

During that one night at the bar, I gained more
insight into the scene than I had from reading
the hundreds of text files and other documents
I found on the Internet. In my mind, the scene
evolved from a bunch of anonymous thieves to
real people with real lives. I realized that there
was so much more to piracy than free
software or financial gain, at least on the level
that these guys operated at. Each of them had
complex reasons for taking the risks they do
and continue to do daily, mostly without any
financial compensation. Something motivated
these guys, but it certainly wasn’t money.



The Global Security Syndicate Takes Off By: Greg Miles

The Global Security Syndicate (GSS)
(www.gssyndicate.com) has made great
progress over the last 6 months.  The GSS is
an international security organization
composed of members from multiple
representative companies focused on
improving overall  information security through
open source efforts.  The GSS has begun to
host multiple security projects to gain and
provide community support in standardizing
some of the activities around many TBD
subjects.

GSS Mission: The Global Security Syndicate
(GSS) is a global not for profit organization of
security professionals and companies (prod-
ucts and services) dedicated to advancing
Information Security practices for all levels of
business and government agencies by:

• Knowledge sharing through collabora-
tive effort of local community and
industry research projects

• Increasing global security awareness
and education

• Developing secure strategies and
standards to enhance the security life
cycle of security programs and prod-
ucts

GSS Board of Directors:  The GSS Board
of Directors has begun to form and will be
composed of thirteen (13) individual global
security professionals initially selected
through invitation for a one (1) year term.

After the initial one (1) year term, new direc-
tors will be nominated and voted on by the 13
member Board of Directors, with a majority
vote required to extend an invitation to be-
come a board member.  The initial board of
directors will establish the criteria for future
board selection, GSS operating procedures,
and company member acceptance criteria.
Board members selected so far are:

• David Amsler – US
• Joe Grand - US
• Robert Janssen - BRAZIL
• Richard Keirsted - JAPAN
• Greg Miles - US
• Russ Rogers - US
• SensePost - SOUTH AFRICA
• Travis Schack - US
• Saumil Shah - INDIA
• Andrew Sheldon – ENGLAND
• Clinton Smith - AUSTRALIA

Security Projects:  The other major focus of
the GSS is community involvement in
research and development projects that will
ultimately lead to the availability of open
source information on compelling security
topics.  Research topics may be submitted for
consideration by GSS Board of Directors,
GSS Member Organizations, other
professional security organizations and
consumers of security services.  Three initial
projects are planned for inclusion in the GSS:

• Security Education Project: This
project is an open source Education
Curriculum project to help both
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The GSS Takes Off, cont. By: Greg Miles

        educational institutions and
employers to address the kinds of
knowledge students of security are
expected to gain while pursuing their
certificates and degrees.

• OSVDB Mentoring Program:  This
project will work with the Open Source
Vulnerability Data Base group to
establish a mentoring program to
develop individuals to be data
handlers and data manglers to analyze
vulnerabilities for inclusion in the
OSVDB.

• StegoNet:  This project is focused on
researching whether steganography is
being used on the internet and how
widely it is being used, and who is
using it.  This project will involved
education sponsors, company spon-
sors and active researchers to do this
analysis.  The project will be hosted out
of the University of Advancing Technol-
ogy (www.uat.edu) with the corporate
sponsors being Security Horizon
(www.securityhorizon.com) and Back-
bone Security
(www.backbonesecurity.com).

How to Get Involved:  The best way to get
involved is to volunteer for ongoing projects,
or come up with project ideas and send them
to us at volunteer@gssyndicate.org.  With the
international perspective added to the GSS,
we can accomplish great things.

Stay tuned as the GSS evolves.  Be the
Future, get Involved!

Greg Miles is the President of Security
Horizon Inc., Co- Founder of the Global

Security Syndicate.  You may contact him
at greg@securityhorizon.com.

The INFOSEC Evaluation Methodology
(IEM) is NSA’s hands-on process for
conducting evaluations of customer
networks utilizing common technical

evaluation tools. Students can expect to
learn an easily repeatable methodology
that provides each customer a roadmap
for addressing their security concerns
and increasing their security posture.

11/3 - 11/4, 2005 Las Vegas, NV

11/17 - 11/18, 2005 Colorado Springs

12/7 - 12/8, 2005 Rome, NY

3/2 - 3/3, 2006 Sierra Vista, AZ

3/15 - 3/16, 2006 Orlando, FL

5/10 - 5/11, 2006 Dallas, TX

To register for one of these courses or to get
further information, please contact us at:

(719) 488-4500
info@securityhorizon.com

http://www.securityhorizon.com

We speak CVE®!
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Apple Laptops for Sensitive Work By: Chris Hurley
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The following is the second
half of a two-part article.

The Service Supervisor

I was informed that the only person that could
answer my questions was the technician that
performed the service. I asked to speak to
him. I was informed that that was unlikely, but
that I could speak to a Technical Support
Supervisor. I agreed to speak to the
supervisor.

After a couple of minutes on hold I was
greeted by Technical Support Supervisor
‘Bruce’. I, for the third time, explained my
situation to Bruce who then proceeded to
enlighten me on a few things. I was on the
phone with Bruce for nearly 45 minutes so I
am going to summarize this rather than give a
blow by blow.

When I asked Bruce why I was originally told
that I could not remove the drive without
voiding the Warranty and then told by Noah
today that this was not the case, Bruce
informed me that Noah was wrong. Removing
the drive would indeed void the warranty.  In
fact, he explained that if an entity sends in a
laptop that the drive has been removed from,
Apple will not service it but will send it back to
the owner without attempting repair. We then
proceeded to go round and round about why
my system was accessed. Bruce contending
that it was Apple’s policy that they boot the
system and check the OS after any hardware

is changed out. Me explaining that they were
not authorized to do this. Bruce explaining that
they were implicitly authorized by the needed
to log into my hard drive to perform this test.
First of all, why can’t they do the diagnostic
without ever actually logging into the operating
system?  Bruce explained that it is Apple’s
Policy to log in and run diagnostics. I then
asked him again why this had to be with my
drive. Why couldn’t they use one of their pre-
imaged drives to verify everything worked
correctly?

Bruce’s answer here was probably my
favorite of the day.

Me: What’s the difference in using one of your
drives with your image on it? What is the
difference in swapping out the hard drive for
one of your own?

Bruce: Only about three or four hours. That’s
the difference!

Me: Are you insane? Are you literally trying to
tell me that it takes three to four hours to swap
out a hard drive in a Powerbook?

Bruce: Have YOU ever opened one of our
systems up?

Me: No.

Bruce: Well, it is a very complex piece of
machinery. It takes three to four hours to open
one up, this just isn’t an effective use of our
technician’s time.

Me: Uhhh…the case was already opened up
so that he could repair the PCMCIA slot.

Bruce: Silence

I asked Bruce to put me in touch with the
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technician that repaired my Powerbook so
that he could explain why he did what I
explicitly told them not to do, and how he had
accomplished this.  Bruce proceeded to
explain that this wasn’t possible because their
techs are so busy repairing systems that they
don’t have time to take phone calls.  I told
Bruce that this didn’t surprise me based on
the stunning track record of Apple equipment
and quality control.  I asked Bruce to find out
the answer to my two questions. He let me
know that I could file a formal complaint and
that they would investigate.

I then filed a formal customer complaint with
Apple (case number 49993290) and let them
know that I wanted to be informed of the
results. Bruce pretty much told me that wasn’t
going to happen and we ended our
conversation.

The Point of All This

I don’t see how information security
professionals can consider utilizing Apple
laptops for any work that will store customer
vulnerability data on their systems.  Apple
refuses to allow users to remove the drive so
that you can protect the data from them, and
furthermore, will access the data even if they
are specifically forbidden to do so.

I would like to throw a scenario out there.
Let’s say you are using a Powerbook on a
vulnerability assessment.  After completing
several scans, mapping specific
vulnerabilities to specific IP Addresses, your
Powerbook crashes.  It will not boot.  At this
point you have two choices.

1. Send the system to Apple, knowing

       that they will access the drive that has
your customer’s vulnerability data on it,
even if you specifically tell them not to.
Furthermore, they assert that they may
send this data to any number of
outside entities, including foreign
countries.

2. You can remove the drive, voiding the
warranty and pay for service that
should be covered under that warranty.

There is one other option, but I have not
investigated the feasibility of it.  Perhaps it is
possible to arrange a special service contract
with Apple at the time of purchase that allows
you to remove hard drives prior to sending
them for service.

Before purchasing an Apple laptop to use for
information security work, I’d recommend
determining which of these you are willing to
live with.  Otherwise you will put your
customer’s data, and your reputation, at risk.

Chris Hurley is the author of “WarDriving:
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