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Notes From the Editor

Russ Rogers
CISSP, CISM
Editor in Chief

The information security industry is
undergoing a change; it's growing up. And as
with all other industries that undergo this vital,
yet painful evolution, we can’t really decide the
best way to maintain quality control over the
individuals that call themselves professionals.
The crux of this debate, in our industry at
least, centers around whether an individual
can be considered more capable
(professional if you will) if they have a
certification or a formal education.

| attended a Technology Forum in June at the
University of Advancing Technology. During
these types of events, a number of speakers
from industry are invited to present their
ideas, views, and expertise to students,
faculty, and attendees. The range of
credentials these speakers held ranged from
barely negligible to over the top.

But the real choke point on the Forum, at least

from my perspective, was when a group of
students in the Network Security program
approached me and asked me what they
should concentrate on. Were they wasting
their time earning a formal education?

Should they just concentrate on certifications?
Isn’t that what the commercial world is using
now as a gauge of expertise? The question
is a fair one and these students were
understandably concerned. After all, they're
spending thousands of dollars to attend a high
caliber security program only to see someone
else with no formal education touted as an
expertin the field.

Certifications are needed, but regardless of
the original intent in most modern INFOSEC
certification programs, they’re going in the
wrong direction. I’'m not going to pick out any
particular organization here. I’'m not writing
this to place blame on anyone. But if you stop
to think about it, I'm sure you know someone
who has managed to find a loop hole or ‘beat
the system’ and obtain a certification, even
when you know they have no practical
experience. It happens all the time. Multiple
certifications in IT have hit that point where
most practitioners consider it diluted and
worthless.

Formal education on the other hand doesn't
necessarily mean that a person is going to be
productive in the real world. As anyone who
has attended college will tell you, it's a
different world out there. But when a student
is able to persevere through 4 years of
undergraduate studies and walk out with a
degree, you have a decent gauge on their
ability to get through tough times. With that
said, | still don’t believe that a BA degree in
History has much applicability to Information
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Notes From the Editor, cont.

Security.

The truth of the matter is that we can’t gauge
the actual level of expertise in any individual
without trusted person-to-person contact. In
essence, I'm referring to a scenario of
mentoring, much as we saw in the middle
ages with leatherworkers and blacksmiths.
Individuals interested in working in the
industry should be trained, step by step, by a
recognized and respected professional. Each
of these trainers should be practitioners, not
just full time teachers. We need the students
of this program to profit from the continued
education of the trainer, and that can only
happen if the mentor is still working in the real
world.

I’'m talking about a guild mentality. Consider a
parent non-profit organization whose sole
purpose is to ensure the credibility, reliability,
and effectiveness of the individuals who
belong to the organization. First off, it has to
be non-profit. If the entire organization is
based on turning a profit, then the entire
process comes into question simply because
they could be letting people into the
organization without the proper training and
credentials just to make a buck.

Secondly, it has to be run by the industry as a
whole. Requirements, qualifications, and
training schedules need to be established by
a non-partisan group of recognized
professionals from a variety of focus areas.
What we need is a solid foundation to start
from. My biggest fear is that the Federal
Government will continue to legislate
information security. Have you ever stopped
to consider how many members of our

legislative or judicial branches are actually
trained and recognized security experts? If we
don’t take care of the problem ourselves,
we’re going to find ourselves regulated by
people who have never worked in the industry
and might not have a full appreciation of the
iIssues we face.

Lastly, the leadership must rotate through the
guild members. We don’t need a good ole
boys network. We wanta variety of
opinions, viewpoints, and thought processes
involved. Otherwise the entire organization
becomes stagnant and useless.

I admit this isn’t a complete plan. And it's not
intended to be one either. But it's something
we all need to consider very carefully. We are
currently an industry without guidance. How
can a customer gauge whether a vendor is
selling a quality product? How do security
companies know that an individual really
knows what he/she is doing? After all, would
you trust a surgeon to operate on you if they
had no formal education or specialized
training? That’'s what we’re doing with our
mission critical information and privacy data.
Maybe it's time to stop trusting that someone
else is taking steps to fix the problem and
step up ourselves.

Have a great summer.

~ Russ

Let us hear from you! Send
your comments and
suggestions to
editor@securityhorizon.com.
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7123 - 7/24 or
7125 - 7/26, 2005

Black Hat USA
Las Vegas, NV

8/15 - 8/16, 2005 San Antonio, TX

8/23 - 8/24, 2005 Chicago, IL

9/26 - 9/27, 2005 Knoxville, TN

11/1 - 11/2, 2005 Las Vegas, NV

The IAM is atwo-day course for
experienced Information Systems
Security analysts who conduct, or are
interested in conducting, INFOSEC
assessments of information systems
using NSA’s methodology. Itis a high-
level, non-intrusive process for
identifying and correcting security
weaknesses in information systems and

networks.

FREE 1 Year license to the SAINT
Vulnerability Scanner just for attending
any of our courses!
Training so good we teach
the competition!

To register for one of these courses or
to get further information, please
contact us at:

(719) 488-4500
info@securityhorizon.com
http://ww.securityhorizon.com
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Web Services Eco-System and SAML, cont.

By: David Sweigert

* The SAML Assertion is carried by a
SOAP message.®> A SOAP subsystem
may be enabled by the use of a SOAP
Toolkit. An example includes: GLUE
(http://mww.themindelectric.com/glue).

The SAML Assertion Schemav 1.0 is the
standardized data structure to carry
authentication information. SAML has been

approved to be an OASIS Open Standard.

SAML ConcerT oF OPERATIONS

A brief tutorial is provided on the concept of
SAML operations. Atechnical framework of
common commercial off the shelf (COTS) is
used to help clarify the reader’s
understanding.

Security
Domain

SAML
exchange

tial request for
restricted services

URL redirection

When a user/browser seeks confidential
information that a middleware application
cannot provide, the user is customarily
referred to another URL to obtain the sensitive
information. To enforce security, the user will
probably hit a different “landing page” at a
different server. This transaction is depicted
below.

URL REDIRECTION APPROACH

1. Inthe example, a user/browser within
security domain A requests a restricted piece
of sensitive data, sensitive data resides in
security domain “B”. The user/browser arrives
at the HTML “landing page” (point “2”) and
requests sensitive data (point “4”). The red
line between points “1” and “2” represents the

Security Domain B

— . .
= Destination
4 web site

knmmmmmnml,

User/lemployee

Figure 5. Federation and use of URL redirection

5 A SOAP message is not secure. In fact, the SOAP
specification requires the use of Secure Sockets
Layer (SSL) tunnel protocols to protect the
communications channel that SOAP messages
transverse. As an initial matter, it is risky to transport
authentication information between hosts in this
manner, as an eavesdropper can capture such
authentication information. Therefore, SSL must be
used to create end-to-end link encryption to protect
SOAP messages.

initial request for access to restricted
information.

2. The application validates the authentication
of the user/browser with a SAML exchange
between the primary authentication authority
(point “37).
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Web Services Eco-System and SAML, cont.

By: David Sweigert

3. Following successful authentication of the
user, a URL redirect is forwarded to the user/
browser (see points “2” to “3”).

4. The user, activating the URL redirection,
lands on the HTML front-end at the restricted
resource (see point “4”) to obtain confidential
data.

Summary: the above scenerio depicts a URL
re-direction. Once the user’s credentials are
authorized the use is “redirected” to the target
application. However, in contrast, a
middleware application server can “block” or
shield the user from the target application,
and “gather” the requested information for the
user in a proxy fashion.

This “proxy” variation is discussed below.

Security
Domain
A
SAML
exchange

UsE oF PROXY (AKA ‘MACHINE-IN-THE-
MIDDLE") TO FETCH DATA FOR AUTHORIZED
USER

1. Inthe example the user/browser
authenticates within security domain “A” (see
interaction between points “1” and “4”).

2. The user/browser connects to the
application’s landing page. From the “landing
page” the user/browser requests restricted
information (contained at the destination Web
site, see interaction between points “2” and
“3M.

3. Prior to providing the data to the
requesting application, the destination Web
site authenticates the user by sending a
SAML request® to the authentication authority
(see interaction between points “3” and “4”).

i{mmmmmmmnml

User/employee

Destination
web site

Figure 6. Hybrid Approach

8 Unlike the URL redirection, discussed previously, this hybrid approach provides for the calling application to
gather sensitive data as a proxy for the user. This approach eliminates interaction required by the user/browser
to be redirected to another URL in another security domain. The hybrid approach requires that the destination
(end-point) web service provide the necessary sensitive data to the calling application.
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Web Services Eco-System and SAML, cont.

By: David Sweigert

4. The authentication authority provides a
SAML Assertion that advises that the user/
browser has indeed been authenticated.
Various attributes can be returned, including
type of authentication used [e.g., password],
time of authentication, etc. (see interaction
between points “4” and “3").

THE CEMTER FOR
!! FORENSIC ECONOMIC STUDIES

Re=aarch L] Consuling L] Likgerion Suppodt

David Sweigert, CISSP, PMP, is a senior
consultant for the Center for Forensic
Economic studies (www.cfes.com), a

Philadephia-based think tank. He is an Air
Force veteran, holds a master’s degree in

Information Assurance and consults on

complex litigation cases involving forensic

issues. He can be reached at
dsweigert@cfes.com.

LHFOEED K

We speak CVE®!

The INFOSEC Evaluation Methodology
(IEM) is NSA’s hands-on process for
conducting evaluations of customer
networks utilizing common technical

evaluation tools. Students can expect to

learn an easily repeatable methodology

that provides each customer a roadmap
for addressing their security concerns
and increasing their security posture.

7123 - 7124 or Black Hat
7125 -7/26,2005 Las Vegas, NV

8/12 - 8/13,2005 Omaha, NE

8/19 - 8/20, 2005 San Antonio, TX

8/25 - 8/26, 2005  Chicago, IL

9/28 - 9/29, 2005  Knoxville, TN

11/3-11/4,2005 Las Vegas, NV

To register for one of these courses or to get
further information, please contact us at:

(719) 488-4500
info@securityhorizon.com
http://mww.securityhorizon.com
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Book Review

By: Brian Martin

Hack Attacks Revealed:
A Complete Reference with
Custom Security Hacking Toolkit

John Chirillo
Wiley Computer Publishing
ISBN: 047141624X

Hack Attacks Revealed begins with a solid
technical foundation but soon unravels without
revealing true hacking.

Hackers understand that the true art and spirit
of hacking cannot be taught. Hacking is a
mindset that goes way beyond textbook
instructions or explanations. As such, even a
well-written book on the subject generally
covers only concepts and detailed examples,
failing to examine true hacking. One such
book, Hack Attacks Revealed: A Complete
Reference with Custom Security Hacking
Toolkit by John Chirillo, begins with a solid
technical foundation as the basis for exploring
the art of hacking but soon spirals downward
into a mishmash of disparate topics that gives
the reader the wrong impression of hacking.

Strong Start

The foundation of successful hacking is a
strong knowledge of the inner workings of the
systems the hacker is attacking. This means
knowing not only operating systems and
software but also the protocols that let the
machines work together. Hack Attacks
Revealed’s first three chapters do give a very
thorough, technical explanation of
communications protocols and the hardware
involved. For the security professional the
heavy opening chapters are a blessing of
sorts; along with providing a good reference
they likely will scare off would-be hackers who
are under the illusion that hacking is easy.

Between each of the book’s major sections,
Chirillo gives “insight” into the hacker mindset
based on his own experience in the hacking
world. While these excerpts provide more

particulars about what hacking really is, they
left me wondering how much is authentic and
how much is just good material for a book on
the subject.

Hacking Revealed-Partially

A bulk of the chapters that deal with actual
hacking seems repetitive and extremely
lacking in detail. Rather than going into
specifics about the methodology of breaking
into a remote system, for example, Chirillo
leaves the reader hanging after basic
explanations of the most rudimentary network
tools. Once you've learned simple network
information about a system such as DNS and
‘whois’ info, then what? If we follow the
author’s logic, launching a multitude of denial-
of-service (DoS) attacks would be the next
step. In reality, DoS attacks are rarely
performed in hacking, be it open hacking
without authorization or under contract as a
professional penetration security engineer. As
Chirillo moves into a new topic or method
involved in hacking, he suddenly drops the
previous one without further explanation,
leaving the reader in the dark about the next
step.

More Is Less

Hack Attacks Revealed is a formidable book,
weighing in at just under 950 pages. Don't let
this intimidate you in any way. With more than
100 pages of useless source code, large-font
tables of easily referenced material (outside
of this book), and 200 pages of appendices,
you easily can skip at least one third of this
book in favor of the real content. Unfortunately,
that real content falls short of truly “revealing”
anything about what hacking really is.

Brian Martin is a member of Attrition.org
(http://www.attrition.org),a computer security
Web site dedicated to the collection,
dissemination and distribution of
information about the industry for anyone
interested in the subject.
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IAM Analysis By: Douglas Kelly

Information Security (INFOSEC) Assessment
Methodology (IAM) Analysis

Introduction

The Information Assessment Methodology
(IAM) is an initial step towards Information
Assurance of an organization’s business
information (Johnson, 2004). This
assessment identifies security flaws in
information systems and networks. The
National Security Agency (NSA) prefers this
methodology for any type of organization
whether government or not. IAM analyzes and
increases the information security posture of
the mission critical processes and
information. Impending vulnerabilities are
delineated then ameliorated or moderated.
IAM is a standard approach to implementing
any compliance standard such as Sarbanes-
Oxley, FISMA, FFIEC (banking), SCADA
(utilities), and HIPAA (healthcare). (CertTest,
2005)

Three-Phases of IAM

NSA IAM is a cooperative, no hands-on, high
level three-phased vulnerability assessment;
Pre-assessment, On-site visit and Post-
assessment (Rowton, 2004). Pre-
assessment takes 2-4 weeks. During this
time, the tasks are identifying security
requirements; increasing awareness of
information criticality; defining system
boundaries; managing logistics; and writing a
9-section assessment plan. (IRMC, 2005)
The on-site visit looks at 18 categories
across the management, operational and
technical classes to name system
vulnerabilities, human, and environmental
threats and lasts 1-2 weeks. During the visit,
the tasks are verifying pre-assessment
findings; gathering management, operational,
and technical data through interviews,

documenting reviews and demonstrating
systems; and completing a preliminary
analysis and obtaining customer opinion.
(IRMC, 2005) The final task is an out-brief to
ensure management is cognizant of any
“significant” findings and confirm all concerns
were addressed. Post-assessment takes 2-8
weeks and may resultin an out-brief. During
this time, the actions are to finalize the
analysis and write the final report. (IRMC,
2005) The final report provides the current
security posture baseline for the organization.

Analysis of IAM and FISMA

The NSA IAM helps federal agency Chief
Information Officers (ClO) and Chief
Information Security Officers (CISO) comply
with the Federal Information Security
Management Act of 2002 (FISMA) requiring
the classification and securing of critical
information systems. Without FISMA
compliance, the agency budget is at risk. The
purpose, advocates, policy and three phases
of IAM and FISMA are shown in Figure 1.

Although IAM partially fulfills the requirements
of FISMA and both have three phases, this is
where the similarity ends. They differ in their
comprehensiveness, advocates, policy and
phases. First, the IAM is simply the initial
steps in a full agency-wide information
security program. IAMis a high-level, hands-
off, non-technical assessment whereas
FISMA starts at a high-level but ends with a
lower-level, hands-on, technical
implementation. Second, NSA advocates
IAM for any single organization whereas NIST
advocates FISMA for federal agencies and its
related organizations. Third, differing policies
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The “traditional” blind detection approach to
steganalysis may give an indication that
information may be hidden in a particular file
and may provide some clues to the
application that may have been used, that
approach is not without its limitations.
Accordingly, the SARC is approaching
steganalysis from a different perspective that
we refer to as the analytical detection
approach to steganalysis.

The analytical approach attempts to
determine which application may have been
used to hide information. Then, knowing
enough about how that application embeds
information, it may be possible to extract the
hidden information. One of the techniques
used to determine how a particular
application embeds information is to hide a
known message in a reference image known
to not contain any hidden information and then
do a side-by-side comparison of the
reference image with the carrier image with a
hex editor. Taking that approach has led to
the development of hex byte patterns, or
signatures, unique to particular applications.
An examiner can search all the files on
suspect media for the presence of any of the
signatures. When found, technigues and
procedures developed in the SARC can be
employed to extract the hidden information. A
major potential show stopper is encountered
if the message was encrypted with a strong
encryption algorithm, such as 3DES or AES,
prior to being embedded in the carrier file.

As my good friend, Russ Rogers, wrote in
Part 2 of his series on Covert Channels, our
ability to detect the use of digital
steganography applications is lagging years
behind the technology being used to create

the applications.

We must put forth whatever effort is required
to catch up. We can’t just simply admire the
problem, wring our hands, and say “Oh my,
that’s too difficult to do.”

Ultimately, digital steganography and the
Internet combine to be the perfect dead drop
for clandestine communications. This
represents an extremely high threat to our
Homeland Security, Critical Infrastructure
Protection, and the continuing battle against
cyber crime—a threat that is not widely
perceived or appreciated.

Accordingly, we must face the threat and
challenge posed by use of digital
steganography head-on. We must adopt a
“full-court press” mentality and approach to
develop the tactics, techniques, and
procedures along with the automated tools
needed to both detect the use of digital
steganography and extract the information
hidden with those applications.

Jim Wingate is the Vice President for West

Virginia Operations for Backbone Security
and Director of the Steganography Analysis
and Research Center. He can be reached at
jwingate@backbonesecurity.com. Additional

information on the SARC can be found at
WW\W.Sarc-wv.com.
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Book Excerpt: Syngress Publishing

SYNGRESS

An excerpt from Network Security Evaluation: Using the NSA IEM, to be
released by Syngress Publishing July 2005 (ISBN: 1597490350).

Chapter 1

Introducing the INFOSEC Evaluation
Methodology

Security providers around the world have
been trying for years to engineer an effective
means for conducting technical evaluations
that is meaningful to the customer. For too
long, we’ve seen fly-by-night consulting
companies walk into a customer organization,
run a security vulnerability scanner, print out
the default application report (after replacing
the logo), and present that to the customer as
the final deliverable. Although the initial paper
factor of this type of work might be impressive
to the uneducated customer, once they start
digging into the actual contents of the report
and trying to understand how it applies to their
organization, they normally discover that this
level of service is lacking.

Until recently, the use of a repeatable,
structured, and flexible methodology to
provide these services was on a per-
company basis. Customers could never really
be sure what to expect when they asked for a
security evaluation. Would it be a penetration
test? Afull Red Team? Would it even be
comprehensive, or did the consultants see the
work as a game? It all really came down to
who was doing the work. The majority of final
reports the customer dealt with lacked even
enough basic similarity to allow the customer
to compare results from year to year.

The INFOSEC Evaluation Methodology (IEM)
presents a viable solution to this problem. It’s
offered by the National Security Agency
(NSA) as a baseline set of criteria for
conducting technical evaluations for any
organization. The deliverables of this
methodology are intended to have meaning
for all customers. And although the format and
core components of the final deliverables
remain the same across evaluations, no two
final reports will be the same. A number of
variables at each customer organization
directly impact the manner in which the
evaluation, and the assessment, must be
conducted. For instance, assuming we have
two similar banking customers that require
technical evaluations of their network
infrastructure, they will still have differences.
These include the network architecture and
layout; the organization’s management and
vision; software and applications that are
utilized; and the policies and procedures put
into place by the organization’s management.
When each of these banks receives its final
report, it should look familiar, be interpretable,
and apply specifically to the organization. That
means that even through the reports look
similar, the results of one cannot be applied to
the other.

Admitting we have a problem is the first step
in the healing process, and there’s no doubt
that the majority of experienced INFOSEC
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professionals in the industry have found
themselves looking for a solution. The NSA
IEM is one of the solutions that is finding
widespread acceptance in the community. In
this chapter, we’ll present the reader with the
basic layout of the IEM. By the time you finish
this chapter, you will understand what the IEM
is intended to address, why this type of work
is requested, where it could potentially be
applied, and the phases into which the IEM is
organized. We also include a discussion on
how the NSAINFOSEC Assessment
Methodology (IAM) and IEM relate to one
another, helping to achieve a comprehensive
and meaningful security assessment/
evaluation solution for our customers.

included input from government and
commercial entities. With the resounding
success of the IAM in the commercial world, it
was decided that the IEM should be
applicable to a wide range of organizations
and industries. Input and feedback were
solicited from commercial firms, contracting
companies, and a variety of government
agencies. The IEM is the final result of all the
hard work put in by all these organizations
and individuals.

Whereas the IAM provides us with an
understanding of organizational security as it
relates to policies and procedures, the IEM

also went so far as to create impact
definitions that help gauge the actual impact
on their organization should they lose the
confidentiality, integrity, or availability of those
pieces of information. These customer-
defined components are taken into account
as we step through the 18 areas of the IAM
and perform our analysis.

This conceptis key because, as a security
professional, you must admit that you
understand security, not widgets. If the
customer has been creating widgets for 45
years, they likely have a greater
understanding concerning what is required to
make quality widgets and retain a competitive
advantage in the widget marketplace. Your
role is to provide guidance and
recommendations on information security. If
we utilize both the customer expertise and
your expertise, the final deliverables from any
security assessment or evaluation will have
greater value and impact.

Page 26



Tyving the Methodologies Together

As we begin engaging the customer and working to determine their objectives, we’re
simultaneously setting the scope of the security work. The IEM is no different. The process
begins with the basic coordination processes, which can be conducted concurrently with the
IAM pre-assessment phase. In the IEM we call this the IEM pre-evaluation. You'll notice as you
look at the names of the phases in the IEM that they match almost exactly the names we use in
the IAM. This is intentional and aids in coordinating the performance of both the IAM and IEM
concurrently.

In Figure 1.1, you see a depiction of the IAM phases. Notice that we have three phases,
beginning with the pre-assessment and ending with the post-assessment. As you'll find out in
later chapters, the activities in the IAM pre-assessment are required before moving to the
follow-on IAM activities or beginning the IEM.

Pre-kssessment Phose (n-Site Phose Post Assessment Phase
* Idantify Information Crificality * Din-Site In-Bried * Additizsal Dacumenlation Review
* Idensily System Configuration * |nberview Site Personned * Finalize Analysts
* Sal Scopa of the Assessment * System Demonsrotions * Censult Additional Expertise
* Dacumeniotion Requesl * Dionemendafion Review * Generale Recommendation:
* Documanlation Review * On-Site Out Brief * Final Repor! Conrdination
* Taom Azsignmenl
* Pro-Analysis

* Site Visit Coardinafion
Figure 1.1 The Phases of the IAM

The IEM also contains three phases. Figure 1.2 provides a general overview of the activities
in the three IEM phases. Notice how similar these are to the IAM. Although the IEM is much
more technically focused, we’ll use a lot of the same type of information that we used in the
IAM. The distinction between the two is the organizational nature of the IAM versus the techni-
cal nature of the IEM. The devil is in the details, and we’ll be moving from the higher-level
activities we focused on in the IAM to a much more granular approach in the IEM.

If you compare Figures 1.1 and 1.2, you'll see that the on-site phase in each one is where the
rubber meets the road. In the IAM, this is where we delve into the policies, procedures, and
regulations to determine the customer’s security posture from an organization viewpoint. In the
IEM, however, it's where we actually check the technical proficiency of the target networks,
servers, hosts, and high-assurance components, such as routers, firewalls, or switches.

I_I Pre-Evaluntion Phase l Ow-Ste Evaluation Phere Post Evaleotion Phes
* Identify Systems and Boundaries * Oin-5ite In-Bris * Londuct Final Analysis

* Detarmine System Archilecture * Evoluntion Testi * Consult Addtienal Expertise
* Legal (oordmation 10 Basekine Activites * Generate Finol Repart

* (remle Rules of Engogemant * {in-Site Oul Briaf * (reale Securily Read Mop

* Determine Evalestion Scope * Daliver Final Beport

* Davelop Eveluation Flan * Fallow Ug with Customes

* Q-5 Yisit Coordimation
Figure 1.2 The Phases of the IEM
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Note

The IEM is not just a network evaluation methodology. Although we do run scanning tools and look for
network accessible services or applications, the IEM delves much deeper into the customer’s technical
presence. This includes testing the configuration on all servers, hosts, routers, firewalls, and other
high-assurance components. We’'ll also be testing password strength and analyzing the architecture

of the customer network from a security perspective. Don’'t make the assumption that this is just
another book about running a vulnerability scanner. The IEM is a comprehensive evaluation
methodology, and therefore, we must address the entirety of the customer’s technical exposure.

Figure 1.3 shows these two methodologies together as a cohesive unit, allowing you to better
visualize how the processes of each methodology can work together. The image tries to
convey the fact that many of the activities we're already performing for the IAM require very
little modification or addition to be useful to the IEM. For example, the final analysis and report-
generation activities can all be performed at the same time without too many problems. We're
already working on detailing the findings for the customer and laying out appropriate
recommendations to improve their organizational security. It doesn’t require a huge stretch of
one’s imagination to see that we can easily integrate the technical findings and
recommendations into this phase as well.

Looking at Figure 1.3, you get an idea of how the entire security assessment and evaluation
process is intended to operate. In the pre-analysis phase, we're performing all our up-front
work. This entails finding out what the customer is expecting, laying out our acceptable rules of
engagement, protecting the customer and ourselves by utilizing the appropriate legal
documentation, and working with the customer to define the critical information within the
organization.
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Apple Laptops for Sensitive Work, cont.

By: Chris Hurley

inconsistency, but at least If | had a laptop with
customer data on it I could pull it before
sending it in for repair..right? Read on.

Ok, that being the case | asked to be putin
touch with the service technician that
performed the work on my Powerbook (ID #
31514). I wanted to know why he disregarded
my instructions not to log in. | also wanted to
know what means he had used to bypass my
password (I really have a pretty good idea
how he did this, | just wanted to check and
see what he’d say). Noah then boggled my
mind with his next statement, and | quote:

“Unlike most companies, we are the
developers of both the hardware and the
software. If we want to get access to the data,
we know how”

Well, pretty much anyone with physical access
to a computer can bypass security, but this
has to be the first time a company has ever
told me “Listen Bub, we’ll access your data if
we want and there is nothing you can do
aboutit.”

Noah then proceeded to explain that
according to AppleCare Section 10.f they had
the right to bypass my security even if | didn’t
authorize them to do so. First off, before |
guote section 10.f of the agreement, | should
point out that in the Terms of Service that |
received in the box when | purchased
AppleCare, this section was not there. | can’t
imagine | would have ever considered buying
AppleCare if | had read this prior to purchase
(again, my own fault there). Here is section
10.f which Apple interprets to mean they can
do basically anything they want...and they are
probably right:

“You agree and understand that it is
necessary for Apple to collect, process and
use your data in order to perform the service

and support obligations under the Plan. This
may include the necessity to transfer your
data to affiliated companies or service
providers located in the European Union,
India, Japan, Canada, People’s Republic of
Chinaorthe U.S.”

Yep....you read that right. By purchasing
AppleCare and sending your system to Apple,
you have agreed to allow them to do pretty
much anything they want to include sending
your data to any number of foreign countries.
Notice the wording there. They can access,
process, use, collect, and pretty much do
anything they want with your data and you
have implicitly agreed to it by sending your
system in for service. Wow.

[ finally told Noah that | wanted an explanation
of two things:
1. Why did Apple disregard my
instructions and log in to my computer?
2. What means did Apple use to do this?

My guess to number two was either Target
mode or Single user mode. | was not ready to
rule out Apple having a backdoor account,
especially based on Noah’s assertion that
they could get to my data if they wanted
whether | wanted them to or not.

Look for Part 20f this article in our Fall 2005
edition.

Chris Hurley is the author of “WarDriving:
Drive, Detect, Defend” from Syngress
Publishing. His experience ranges from
security engineering and architecture to
vulnerability assessments and penetration
testing on both wired and wireless networks.
He may be reached at chris@defcon.org.
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