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Notes From the Editor
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Russ Rogers
CISSP, CISM
Editor in Chief

We’'re beyond the point of no return. Have you
stopped recently to take a good look around
at what we call Cyber Space? | mean a really
good look. The Internetisn’t just about the
Western world anymore; nor is it about a few
Universities in other countries that might be
considered third world. We’re now operating
globally, both in concept and reality. And
before you say something like ‘“Yeah, duh. |
already knew that,’ consider what I'm really
trying to say. The Internetisn’t just global for
businesses anymore.

We’'re currently on United flight 842 flying to
Chicago on our way back to Denver. For the
last ten days, we've been in Sao Paulo,
Brazil. Greg and | were lucky enough (and
honored) to be invited as keynote speakers
for the Security Week 2005 conference being
held in this huge South American metropolis
(www.securityweek.com.br). The food was
great, the people were endearing, and the

lessons learned were numerous. Although,
admittedly, it will likely be some time before |
have a craving for a decent Rodizio.

Now, I'm not talking about anything earth
shattering when | write about these lessons
learned. They’re more of a neglected reality
that has managed to sneak up on me. In my
zest to hone in on the information security

: front in the United States and Asia, | suppose |
had forgotten that the rest of the world was

rapidly catching up with us. Security Week
2005 provided me the opportunity to interact
with a population (roughly 1500 over the four
days) of security professionals, government
officials and corporate executives from a
variety of South American countries, as well
as the rest of the world.

One of the best parts of this conference, for
me anyway, was the direct government
involvement. The Brazilian Governmentis
aware of the growth of the Internet in their
country and concerned about maintaining
appropriate levels of security. Top officials
even spoke at the opening ceremonies for the
conference, giving it their highest
endorsement. They're following our lead and
learning from our mistakes.

But they’re also fighting the same battles we
were fighting just a few years ago. The
Internet has evened the playing field in
economies around the world. In Sao Paulo,
we passed dozens of locations offering public
Internet access. Granted, most of these were
based at kiosks, but it really wasn’t that long
ago that we had wireless public access
popping up at every coffee shop in town. To
my own amusement, even our favorite fast
food god, McDonalds, has entered the global
market by offering visitors to the malls in Sao
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Notes From the Editor, cont.

Paulo a new menu item: Mclinternet. point from which to launch an attack. As more
and more computers hop online, the ability for
an attacker to hide in the shadows grows. If
today is bad for letting our guard down,
consider how much worse the threat becomes
with each passing day.

In this issue of The Security Journal, we are
- i pleased to offer submissions from some very
- smart individuals in the security world. Instead
of focusing on a particular theme in this issue,
we’ve tried to provide a variety of topics.
They’re intended to get those mental engines
in your head processing. But as you read
No, I swear it's not a joke. Thisis reality. And  through the selections, bear in mind what your
it's really exciting! There was a group of place in the new global economy is and what
students from a local University that had been  you need to do to protect yourself and your
granted free entrance by the organizersinan  grganization. Even if you think you're a small
attempt to foster awareness in the next fish in a big ocean, poor information security

generation. | haven't enjoyed many could transform you into a powerful attack
conversations with students on the topics of platform without your knowledge.

information security in a long while as much

- "

g Vcinternet

as | did at the conference. But with all this Stay Vig“ant’ keep |earning’ and thanks for
growth and maturity comes a great deal of reading.

responsibility. We need to understand the new

risks we face each time we conduct a Russ Rogers

transaction across the Internet.

Before you come to the mistaken conclusion
that this might be another one of those ‘the
sky is falling’ discussions, let me mention that

'm less concerned at this point about the inhabitants? It generates over 30% of Brazil's

hackers already on the Internet than | am GNP, which in turn accounts for more than half
about the plethora of new users that haven't of that of Latin America.

got a clue about information security. By
simply being on the Internet, new users in
countries around the world are extending the
battlefield exponentially. Every day, around Let us hear from you !
the world, tens of thousands of new targets Send your commen ts and

crop up on the Internet. And even though they ;
might not contain useful information for an sugg estions to

attacker, they could provide a convenient jump editor@securityhorizon.com.
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5/17 - 5/18, 2005 Dallas, TX

6/8 - 6/9, 2005 TechnoSecurty 2005
Myrtle Beach, SC
7/12 - 7/13, 2005 Boston, MA
7/23 - 7/24 or
7/25 - 7/26, 2005

Black Hat USA
Las Vegas, NV

8/15 - 8/16, 2005 San Antonio, TX

The IAM is a two-day course for
experienced Information Systems
Security analysts who conduct, or are
interested in conducting, INFOSEC
assessments of information systems
using NSA’s INFOSEC assessment
process. Itis ahigh-level, non-intrusive
methodology for identifying and
correcting security weaknesses in
information systems and networks.

FREE 1 Year license to the SAINT
Vulnerability Scanner just for attending
any of our courses!
Training so good we teach
the competition!

To register for one of these courses or
to get further information, please
contact us at:

(719) 488-4500
info@securityhorizon.com
http://ww.securityhorizon.com

Security
Horizon

Reach THOUSANDS
of readers every
quarter at an
outrageously low
price!!

The IS
never offline, making your ad
constantly available--ALL of

our issues are still downloaded

quarterly
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Web Services Eco-System and SAML, cont.

By: David Sweigert

Thin-client access via a uniform user interface
(Ul) is acommon and supported process by
nearly a dozen software vendors. Thin-client
Ul provides a baseline to users and a
lightweight development environment.
Therefore, itis instructive to note the trends of
several such vendors, as their support, and
subsequent product releases, create
economies of scale for authentication/
authorization.

Look for Part 20of this article in our Summer
2005 edition.

David Sweigert, CISSP, PMP, is the Director

of Information Assurance for Data Systems
Analysts, Inc. He is the former State IT
Security Policy Officer for the State of Ohio
and a U.S. Air Force veteran. He may be
contacted at sweigertd@dsainc.com.
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We speak CVE®!

The INFOSEC Evaluation Methodology
(IEM) is NSA’s hands-on process for
conducting evaluations of customer
networks utilizing common technical

evaluation tools. Students can expect to

learn an easily repeatable methodology

that provides each customer a roadmap
for addressing their security concerns
and increasing their security posture.

5/19 - 5/20, 2005 Dallas, TX
5/23 -5/24,2005 Black Hat
Seattle, WA

6/10 - 6/11, 2005 TechnoSecurity

Myrtle Beach, SC
7/14 - 7/15, 2005 Boston, MA

Black Hat
Las Vegas, NV

7/23 - 7/24 or
7125 - 7/26, 2005

To register for one of these courses or to get
further information, please contact us at:

(719) 488-4500
info@securityhorizon.com
http://ww.securityhorizon.com
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Book Review

By: Brian Martin

Computer Security for the Home
and Small Office

Thomas C. Greene
Paperback - 405 pages (2004)
Apress ISBN: 1-59059-316-2

[Full Disclosure: | have been quoted by
Greene for past articles in a friendly/
professional capacity. He has also written
articles that were accusatory to me and
attrition.org in the past. Translated: | owe him
nothing.]

The first and most obvious question that will
come to some people is where an alleged
hack from The Register [1] gets off writing a
book on computer security. After reading the
entire book, you'll understand that his last five
years covering computer security and playing
Windows solitaire has paid off. Just as he
writes his news material in an “irreverent
editorial style”, so shall I in this quippy review.

ins and outs of firewalls or other security
technology. Some books came out to
address this issue but ended up being dull,
covering the absolute basics while ignoring
serious issues, or contained more errors than
facts. After all this time, one book seems to
be ideal for the everyday user, and read to
educate them on more than configuring a
Windows machine or personal router.

Overall, the book favors the end Windows
user in time spent explaining the gritty details
of basic security. However, neophyte Linux
users will be able to learn some of the basics
as applies to them, as Greene considers both
platforms when dealing out information. Using
plain wording unencumbered by superfluous
jargon, the lessons you need are easy to
understand, well organized and well written.
Fortunately for you, the book was technically
reviewed by Robert Slade [2] before hitting
the shelves, and it shows. It's a pleasant

“It's a pleasant change of pace reading a book without
sighing in disgust every few pages when theauthor
typically proves they are better off working at
McDonalds.”

Computer security isn’t just for hackers or
professionals, it's something every computer
owner and operator should be aware of. When
we read about the worm-of-the-week, it is
infecting and compromising tens of thousands
of machines, often owned by you, the end
user. How are the average computer
usersexpected to protect their home systems
when security is a discipline and career? In
the past, they were expected to read web
sites, trust Microsoft and possibly struggle
through an overly technical book detailing the

change of pace reading a book without
sighing in disgust every few pages when the
author typically proves they are better off
working at McDonalds. The Greene/Slade
combination is definitely worthy of Subway.

The last third of the book moves beyond
configuring your computer and delves into the
single most important aspect of computer
security: Common Sense and Awareness.
Rather than continue on with tech tips, Greene
opts to educate the end user about the
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Book Review, cont. By: Brian Martin

security industry, which is a blessing in No review is complete without a little criticism!
disguise. Later chapters warn you on FUD The biggest complaint | can direct at this book
(Fear, Uncertainty and Doubt), how to avoid is the practice of lengthy and largely worthless

industry charlatans, and how to apply common  Appendix. Starting on page 297 (Appendix B)
sense toward keeping unwanted people out and ending on page 392 (Appendix C), about

of your system. half of the material would have been better left
on Greene’s new website [3]. Giving us long

Greene also delves into some of the great lists of trojan port numbers for example, isn’t

debates of our time, like open vs. closed the most helpful thing you could have filled

operating systems (Windows vs. Linux). His those pages with.

journalistic experience shines through here

and Greene delivers perhaps the single best  Allin all, if you are an average Joe when it
summary of why Linux may be a better option = comes to computers and security, grab a

for you than Windows. He dispels the myth copy of this book. It *will* help you learn what
that it is too complex, that it doesn’t run the you need to know, and it will make you realize
programs you want, and the shortcomings of  that security is more than tweaking options on
Windows. a computer configuration screen. That lesson

is still hard to teach to some so-called security
The last section covers a wide variety of professionals, but one you will learn rapidly
topics that move beyond the personal with this book.

computer and into daily life, as computers

may affect you. This is a nice touch, as a large

part of the population doesn’t follow

technology news despite the drastic effects it~ [1] http:/mww.theregister.com/

can have on your life. By understanding what [2] http://victoria.tc.cal/int-grps/books/techrev/
is looming around the corner, you can better m .

prepare for changes that affect the Internet, [3] hitp: /A basicsec.org/

your computer, and your security.

Brian Martin is a member of Attrition.org
(http://www.attrition.org),a computer security
Web site dedicated to the collection,
dissemination and distribution of
information about the industry for anyone
interested in the subject.
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The following is the second of a four-part series on
Covert Channels.

I n my last article, | concentrated more on the

general aspects of Covert Channels;
explaining more of what they were than
delving into the specifics of each one. This
edition, however, will begin a more in depth
analysis of Covert Channels by covering the
first topic, Steganography.

Steganography has been around for
thousands of years, in one form or another.
The word comes from the Greek words
“steganos”, which means covered, and
“graphie”, which means writing. There are
tons of historic examples of how
steganography has been used through the
years, including the wax tablet example | used
in the last article. But the concept has evolved
and now takes on a slightly different meaning
as we look at it in a technological sense.

The Internet has created a massive
marketplace where anyone in the world can
post their information or opinions. There are
personal websites that are nothing more than
electronic slideshows of family vacations. You
can find thousands of sites dedicated to just
chatting, or blogging. Aside from just the web
though, you can find areas for file sharing,
streaming music or video, and even online
gaming. Each one of these has the potential
to store or transmit hidden information.

So what does that mean for steganography? If
we take the literal meaning of covered writing,

then we’'re talking strictly about mechanisms
for hiding information that use a cover. The
most popular forms of this utilize digital image
files and digital audio files. These are binary
files into which we can hide a payload of
information. For the purposes of this series of
articles, we’ll be using this more technically
based definition.

These types of files, image and audio files,
are considered by many to be relatively
benign and are often immune to the security
policies of the organization. In many
organizations, employees are allowed to
store or email these types of files without
restriction, which could cause a grave
concern to the organization.
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As an example, look at the two images in Figure 1. One of them is the original image, while the
other has a text file hidden within it. Can you see the difference? In our example below, the
image on the right is the one with the payload hidden inside, while the one on the leftis the
original image.

h Froe Pl o o bl s Secin ity ioim Sebcianiiy Hodioon, 162 o Pt Pbll oo bt oy i et Bt iy oo Sty Hca oo, [

security journal security journal

IN THIS I35UE: IN THIZ I35UE:

Voluma B - Summer 2004 Edition Yolume 8 - Summer 2004 Edition

Figure 1

| used an application known as S-Tools 4 to hide a text file in the original image. But there are
literally hundreds of tools available for creating similar types of steganography. For a quick
glimpse of these tools, check out www.stegoarchive.com.

So how do we currently detect when steganography is in use? In some cases, if the user tries
to hide too much information, we’ll be able to see or hear distortion in the file we're dealing
with. In most cases, hiding much more than 25% will likely result in this type of distortion. Other
times, we can look for various signatures within the file that can tell us that information may be
hidden there. When we’re looking for signatures, we’re looking for items that are out of the
ordinary. As an example, if you look at the two images in Figure 2, you’ll see the hex output of
two digital images. The first one is the original file, unmodified. The second it the one in which |
have hidden a Microsoft Word document.
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Penetration Testing

By: Matthew Hoagberg and Ted Dykstra

Editor’s Note: If you downloaded an early
version of last edition’s Journal, please
note the following changes to this article:

- Bullet 1, first paragraph, “...Black
Box Testing or Red Teaming” should
have been White Box Testing.

- Bullet 2, first paragraph,
“...White Box Testing or Blue Teaming”
should have been Black Box Testing.

We apologize for any confusion.

The last edition covered the basics of
penetration testing up through planning.
We now continue through the process..

Exploitation
Once the planisin place, it's time for what

most people consider “the fun stuff’. Actual
weaknesses and how to exploit them will be
left to the plethora of books and articles
detailing the exploitation of systems and
services. Rather, we will focus on the one
subject often ignored and usually left out.

The key to pen-testing a customer is
documentation. Each and every step of an
exploit should be documented. How the
weakness was discovered, the code or
actions taken to exploit it, the actions taken
after the exploit, the EXACT nature of any
data modification or access, the success or
failure of each exploit attempt, etc. All of this
information will be needed by the customer
and sets apart the actions of the hired guns
from the unwanted attacker. Even such basic
information such as directory and
permissions listings should be kept for detail

in the final report.

The exploitation itself will
follow the agreed upon
rules or scenarios
described early in the
engagement, and continue
until the goal or defined
timeline is reached.

Reporting
Once the exploitation

process is complete, a
final report should be
readied including all
evidence collected during the project. This
include research documentation (informing
the customer of possible unwanted
information leaks) as well as any retrieved
files or locations of modified data.

Often, the testing will end after only one or two
weaknesses are exploited, as the goal has
been reached. Of great benefit to the
customer however is the planning
documentation created including all possible
weaknesses discovered. Just because some
may not have been tested do not mean they
are not vulnerable. This allows the customer
to perform additional investigation internally.

A clean-up section should include detailed
instructions for repairing any damage done to
the system (installed rootkits, modified routes
and ACLs, edited permissions tables or
firewall rule sets, etc.). Also,amapto
modified data files or tables should be made
including the original information and the new
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Penetration Testing

By: Matthew Hoagberg and Ted Dykstra

information. During the exploitation, copies
should have been made of any originals and
their modified counterparts. At the end should
come a recommendation list for mitigating all
discovered weakness, whether exploited or
not.

Expectations

Penetration testing will uncover technical
vulnerabilities as well as flaws in your security
policy and procedures. After the test you
should receive a report that not only lists the
findings or vulnerabilities found, but whether it
is a high, medium, or low threat to your
organization. Also included should be ideas
on how to correct or remediate the
vulnerabilities to your organization.

Conclusion

Penetration testing can:

* Increase the awareness and
importance of IT security

» Justify funding for IT Security and allow
you to plan for an IT Security budget

* Provide due diligence and help
maintain industry standards

* Allow you to resolve the weaknesses
or vulnerabilities within your
organization after being discovered by
the testing team

* Be able to see the return on your
investment when you consider the cost
to your organization if you are unable
to access your information, if your
information has lost its integrity, or
sensitive/classified information
becomes available to individuals
outside your organization

For more information on the subject of
penetration testing, please take a look at
some of the following books:

Hack I.T.: Security Through Penetration
Testing (Addison-Wesley)
A good introductory guide to the
concepts and goals of penetration
testing

The Hacking Exposed Series (McGraw-Hill)
Several good books in a series on
detailed technical exploits across
multiple platforms

Hacking: The Art of Exploitation (No
Starch)
An interesting text discussing technical
exploits (programming experience
recommended)

Google Hacking for Penetration Testers
(Syngress)
A great text on how to use Google as a
security-testing tool

The Shellcoder’'s Handbook: Discovering
and Exploiting Security Holes (John Wiley
& Sons)
An excellent book detailing exploitation
through coding (programming
experience recommended)

WarDriving: Drive, Detect, Defend, A

Guide to Wireless Security (Syngress)
A detailed discussion of 802.11
wireless weakness and protections

Matthew Hoagberg and Ted Dykstra are
Security Consultants for Security Horizon.
They may be contacted at
matt@securityhorizon.com and
ted@securityhorizon.com
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DNS Name Prediction with Google

By: Johnny Long

The following is the first half of a two
part article.

Introduction

As discussed in “Google Hacking for
Penetration Testers” from Syngress
publishing!, there are many different ways to
perform network reconnaissance using
Google. Since the publication of that text,
many different ideas and techniques have
come to light. This document addresses one

In most cases the quality of the target list often
depends on the sheer volume of traffic and
the amount of time and effort the attacker is
willing to expend on the exercise. From the
defender’s standpoint, a flood of mapping
traffic is often easy to detect, and most
intrusion monitoring tools are well equipped to
detect these common signatures. If an
attacker is willing to offload some of these
tasks to Google, less packets are passed to
the target, and the attacker can rely on some
of Google’s strengths, in this particular case
the ability to group hosts by domain name,
and the ability to perform intelligent language

interesting technique, which we’ll call DNS
name? prediction. This document assumes
you have some knowledge of basic network
recon, and is not intended as a hand-holding
approach to hacking. If you're evil, stop
reading this and go work out some
aggression on a sack-o-potatoes or
something.

Why Google?

If an attacker is willing to throw tons of
packets at a target network, he can develop a
fairly decent list of targets in very short order.

L http://www.syngress.com/catalog/?pid=3150

2 |t's worth mentioning that there is a distinct difference
between the terms “hostname” or “DNS name” and
“subdomain” although these terms are often used inter-
changeably. We use the term ‘DNS name’ to refer to
any resolvable address, so if a subdomain resolves...
we call it the wrong thing. Sorry.

analysis. In an extreme case, it's even
possible for an attacker to get a decent list of
targets without communicating with those
targets at all, instead relying only on
information from Google. If the attacker is
willing to use additional techniques such as
standard DNS lookups in addition to Google
gueries, the attacker can maintain a relatively
low profile while building a very decent target
footprint. Security professional can also use
this technique help protect their clients from
undue exposure.

Grabbing Hosts

The first step in compiling a target list is to
decide on a top-level target. As a security
professional, this is almost certainly dictated
in the form of a customer’s network holdings,
their domain name, IP range, or some
combination of these. If the targetis an IP
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DNS Name Prediction with Google, cont.

By: Johnny Long

range, the security tester is very limited in
what can be discovered and in most cases
the tester will often skip the target discovery
phase, instead beginning the assessment by
feeding that IP range into some type of
industrial grade vulnerability scanner. If the
client has supplied a domain name or has
authorized a “carte blanche” scan of all it's
network holdings, the tester has more
discovery leverage and will most likely begin
the testing with a fairly robust target discovery
phase, in which the techniques discussed
here can be used fully.

Several techniques for host detection have
already been discussed in other places, so

-ne

Termimad — sh — Fom2 3

for this purpose is google_miner.pl® by Roelof
Temmingh of sensepost.com. This tool
automates various (site operator-based)
Google queries aimed at a domain name.
Figure 1 shows the output of this tool when
aimed at sdsu.edu.

This type of scan produces a decent list of
what appears to be host names, although
further investigation reveals they are actually
subdomains.

Expansion: Using Google To Manually
Determine Word Relationships

Next, we will try to intelligently expand the list

Figure 1: google_miner.pl results for sdsu.edu

for the purposes of this document we’ll
assume an attacker has collected hosts with
Google queries. For example, an attacker
might begin a footprint for sdsu.edu with a
query like site:sdsu.edu. Although host and
subdomain names can be gathered with
simple Google queries (using the site:
operator, for example) in many cases,
automation is needed to quickly parse
through the results. One tool that can be used

of targets. When reviewing this list, it
becomes relatively obvious that some of the
subdomains (specifically math, geology,
chemistry and physics) are named for
college disciplines. An attacker could easily
expand this search by performing WHOIS or
forward DNS queries for other similarly

8 google_miner available from the sensepost.com website,
perhaps as a different name
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DNS Name Prediction with Google, cont.

By: Johnny Long

named subdomains or hosts like
history.sdsu.edu or geography.sdsu.edu.
This technique works well as long as the word
pattern is recognized, but this requires human
intervention or some relatively heavy lifting by
a program. In cases where a pattern is not
relatively evident, or in cases where word
relationships need to be determined
programmatically, our old friend Google once
again comes to the rescue. Google provides
a relatively easy mechanism for determining
whether or not words are related. Let's take a
look at a few examples. First, consider the
words cat, dog, and pickle. Anyone can
plainly see that only two of the three words are
related (cat and dog, both domesticated
house pets) and even a poorly contrived
computer program would have little trouble
figuring this out, but for the sake of example,
let's have Google give us an idea of the
relative association of these words. We can
do this in three queries, as shown in Table 1.

Google Query Google Results

cat dog 11,000,000
pickle dog 341,000
pickle cat 255,000

Table 1: Google comparison of cat,
dog, and pickle.

According to Google, the words cat and dog
are referenced together on the web much
more that either pickle and cat or pickle and
dog. This gives cat and dog a stronger
relative association. This is a simple
example, but let’s take a look at a slightly
more complex example. Consider the three
words cat, dog and horse. As anyone can tell
you, these three words are all related (they all
refer to animals, specifically mammals, and to
some extent domesticated animals) but a

computer program would have some degree
of difficulty determining that only two of the
three words refer to domesticated house
pets, thus making those two words more
closely related. Even a child would describe
cats and dogs as more related than cats and
horses or dogs and horses, even if the child
couldn’t accurately describe why those two
words are more related. Once again, let's turn
to Google to determine which pair of words
floats to the top.

Google Query Google Results

cat dog 13,600,000
horse dog 9,520,000
horse cat 8,760,000

Table 2: Google comparison of cat,
dog, and horse.

As shown in Table 2, the terms cat and dog
again float to the top even though all the
words are fairly closely associated. The point
here, is that Google offers a relatively
simplistic mechanism for an attacker to
determine relationships between entire lists of
words, and as we’ll see in the next step, word
relationships can play a key role in DNS
name prediction. Let’s focus again on our
example scan of sdsu.edu, which as an aside
is an excellent institution and my use of their
domain is in no way a statement about their
overall security posture. Have | said enough to
keep myself in SDSU’s good graces? =)

Expansion: Automating Google Word
Relationship Determination

When we last left sdsu.edu, we had a list of
subdomain names and had determined that
there was some sort of pattern to the naming
convention they were using. Using the Google
guery techniques we just explored, we could
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DNS Name Prediction with Google, cont.

By: Johnny Long

manually create Google queries pairs from
the DNS names we've already gathered.
Examining a part of the name list, we would
see names like:

chem stry. sdsu. edu
csrc. sdsu. edu

ces. sdsu. edu
physi cs. sdsu. edu

i vcanpus. sdsu. edu

bor der ecoweb. sdsu. edu

Since our goal is to discover more DNS
names, we could start querying Google with
every combination of the words chemistry,
csrc, ces, physics, ivcampus and
borderecoweb in order to first to locate a
pattern in their naming convention, and then
ultimately expand that pattern to locate more
names, which may be subdomains or actual
hosts. Instead of relying on manual Google
gueries, we’ll use the program hostsieve* by
Jimmy Neutron to do the work for us. As
shown in Figure 2, we feed hostsieve the
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root # perl

./hostsieve.pl --hosts=chemistry.sdsu.edu’;csrc.sdsu. edu’; ces.sdsu.e

hosts we’'ve discovered, and an optional
proxy server to bounce the Google queries off
of. Hostsieve will chop off the relevant part of
the host names, create a list of words, pair
those words into every possible combination,
and submit Google queries for each word
pair, printing the top three result pairs.

Hostsieve rightly displays the words
chemistry and physics as being the most
closely related by a spread of nearly 12
million hits.

Manual DNS Name Prediction With
Google Sets

Once an attacker discovers a pattern in the
naming convention, he would logically expand
that pattern in an attempt to predict more host
names. Google again comes to the rescue
through the use of the Google Sets program,
which “automatically create sets of items from
afew examples.™ For example, Google Sets
would expand the words dog and cat to
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Results (Top 3 - 1&2 are used):

chemistry physics
ces physics

chemistry ces

Results:
Results: 277008

Results: 222600
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Figure 2: Hostsieve determines related words from DNS names using Google

4 Hostsieve is available as part of the dnspredict pack-
age which can be downloaded from http://

johnny.ihackstuff.com

5 http://labs.google.com/sets
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DNS Name Prediction with Google, cont.

By: Johnny Long

the next most relevant words as shown in
Figure 3.
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Figure 3: Basic set expansion with
Google Sets

This small set of 15 predicted terms could be
expanded to a large set very easily, although
the strength of the word associations suffers
once more results are presented.

Applied to our SDSU names, Google Sets
expands the words chemistry and physics to
the following small set:

PHYSICS
CHEMISTRY
BIOLOGY
Mathematics
Geology
Astronomy
Psychology
Engineering
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English
Geography
Economics
History
Statistics

Armed with this list, forward DNS queries
could be made for each of these words,
followed by the sdsu.edu domain name.

Look for Part 20f this article in our Summer
2005 edition.
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