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Dear Friends,

The last quarter certainly made the history
books as our country and our world con-
tinues to recover from several earth shak-
ing events. The Space Shuttle disaster
broke our hearts and the world suffered the
loss of some very special and brave hu-
man beings. A stand off with North Korea
leaves us wondering what happens now
that the country has nuclear capabilities.
And of course, the war in Iraq has begun
in full force.

Z
T
in
2

I'd like to take a few moments to touch on
the potential impact each organization
faces if they fail to secure their informa-
tion systems. Information security is a
core concept of business that is oftentimes
ignored by small to medium companies.
The reasons range from simple financial
justifications against the costs of informa-
tion security to the idea that security di-
verts our attention from our core business
processes.

Consider for a moment the ramifications
of asecurity compromise at your company.
More companies than ever before are host-
ing web sites on the Internet to give them
a global reach to customers. But poor se-
curity could allow an intruder to gain ac-
cess to your information or utilize your
systems as a jump point for other attacks.

Smaller companies may have less concern
for the loss of their information, but the
liability that’s tacked on to having your
system used to attack another target may
be more than any organization is willing to
face. But did you know that a failure to
secure your network may limit your ability
to prosecute or recover from a security
incident?

At the Black Hat Windows Security Brief-
ings, held in Seattle, Washington the last
week of February, there were many ex-
tremely interesting presentations on infor-
mation security but one of the keynote pre-
sentations addressed this issue of “per-
mission” to enter networks. The talk con-
cerned the Criminal Fraud and Abuse Act
(CFAA) and the US Patriot Act and was
given by Curtis Karnow, a partner of
Sonnenschein, Nath and Rosenthal and
also aformer Assistant US Attorney in the
Criminal Division.

Can an individual be held liable for an in-
trusion into your networks if you have ne-
glected to add security measures to pro-
tect yourself? Thereal concern is that the
proverbial barn door has been left wide
open and someone wandered into your
network. In some cases, the terms of ser-
vice (TOS) on your network control what
individuals are allowed or not allowed to
do. But when potential intruders on the
Internet scan your network, they never ac-
tually come in contact with the TOS and
thus may not fall under those terms of ser-
vice.

But the CFAA states that ANY unauthorized
use of system resources can constitute a
breach and is thus punishable as a poten-
tial cyber-terrorism activity. This could
potentially include something as simple as
a port scan. By scanning another box on
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Notes From the Editor

the Internet, you’ve consumed memory, But until we see where the law is taking
network, and CPU resources on the us, stay safe and stay secure!

target box. The penalty for such activity

could be up to 20 years incarceration! Respectfully,

Russ Rogers, President
Security Horizon, Inc.

For the coalition forces
anywhere in world cur-
rently defending our
freedom, we send you
There really is no clear understanding of  gur thanks and our hope

the direction the United States is taking
in relation to information security and for your safety. For the

which computer/network acts are punish-  families who were deep|y
able by the law. So you, as a business

owner or system administrator have to affected by the shuttle
decide which side of the fence to stand disaster, we give our
on. Do you take a chance or do you

secure your servers now? What are the deepeSt condolences.

costs of implementing SOME form of
information security? What are the
potential costs to your organization if
you do nothing and you are compro-
mised? How will acompromise impact
your business? Will if close the doors or
will it make little difference?

It's an interesting query. | believe that
the next 2 years will set some interesting
precedents concerning the legal aspects
of information security and system com-
promise. But you should walk away from
this article understanding that informa-
tion security does not have to break your
pocket book. Small things such as se-
cure server configurations and small
perimeter firewalls may be just what you
need to protect your organization.
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Incident Response - Part 1 by Greg Miles

This article is the first of a six part series in
Incident Response (IR). IR professionals
have adopted a basic core set of activities
that encompass the IR discipline, which
includes IR preparation, identification,
containment, eradication, recovery, and
follow-up. Professional organizations that
provide advice in the IR arena include but
are not limited to the Carnegie Mellon
Software Engineering Institute CERT ®
Coordination Center (www.cert.org), the
SANS Institute (www.sans.org), and the
Forum for Incident Response Security
Teams (FIRST) (www.first.org). This article
focuses on IR Preparation.

Incident Response is a process devoted to
restoring a network or computer system to
operation. An incident can be anything from
hardware failure to a concentrated attack on
the computer system by an unethical
hacker. The Computer Incident Response
Team (CIRT) provides the 911 response to a
computer system emergency. Mandia and
Prosise (Incident Response: Investigating
Computer Crime, 2001, p.16) identify the
goals of incident response as:

e Confirms or dispels whether and
incident occurred

e Promotes the accumulation of
accurate information

e Establishes controls for proper
retrieval and handling of evidence

e Protects privacy rights established
by law and policy

e Minimizes disruption to business
and network operations

e Allows for legal or civil recrimina-
tions against perpetrators

e Provides accurate reports and
useful recommendations

“Be Prepared”

The Boy Scout Motto, “Be Prepared”, fits
very well in IR. Preparation is a critical step
in any professional environment. Law
Enforcement Officers train to use weapons,
apprehend suspects, and conduct investiga-
tions. Athletes train for months in prepara-
tion for their sport seasons. The military
trains in preparation for conflict or war. But
what about an organization’s computer and
network system personnel? Are they
trained and ready to deal with a computer
security incident?

Of course the number one objective should
be prevention of security incidents. But
reality tells us that there will always be
vulnerabilities and threats to deal with.
Preparation is one of the most critical facets
of IR. Itis likely that response efforts will be
disorganized and confused without it. With
this in mind, preparation limits the potential
for damage by ensuring response actions
are known and coordinated. Its not just a
matter of identifying tools and techniques
for IR, but also taking necessary steps to
get the training on IR and simulating real
incidents for practice.

The following are key steps
that need to be accom-
plished to be prepared for
an incident.
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Security | ssues by Ed Fuller

The IT environment seems endlessly
complex and difficult to understand. In
some circumstances, it is easy to get
lost and end up believing that good
security is just too difficult, too expen-
sive and too unattainable for the mere
mortal. Good security depends on the
integration of three security compo-
nents: organization, practice, and tech-
nology. Security failures can usually be
attributed to weaknesses in one or more
of these components. By mixing the
components it is possible to come up
with creative security solutions which
meet the needs more precisely than
standard stock answers.

There are two basic approaches to plan-
ning security: risk assessment or
baseline standard. In practice, a combi-
nation of both is generally used; however
one or the other will dominate. Risk
assessment is fine if the assets requiring
protection can be identified, their values
guantified and the threats determined.
The problem with risk assessment is that
what starts out as something mathemati-
cally objective often ends up being sta-
tistically subjective.

7

«VﬁV ,-*/9' ,u/r/*",’f"“f',".‘ff,f

In my experience, management commit-
ment seems to follow the same rule that
actors have which is that they are only as
good as their last film. In other words,

when was the last incident? Did man-
agement even know about it? How sen-
sitive is the management to security
matters? The point here is that business
managers tend to be reactive on security
matters.

The next step is to ensure that the secu-
rity department becomes a mechanism
for implementation of security, not to
take business responsibility for it. This
is only possible if there is a formal busi-
ness security policy. If thereis no formal
policy, there will be an informal one in
terms of the practices and procedures
administrators operates by and are held
responsible for. In this situation, the
best advice to administrators is to docu-
ment any policy aspects and to seek
formal management approval. This
simple step is most important. By doing
this, responsibility is transferred directly
to management, which is essential move
towards improving security.

We all deal with “customer satisfaction”
and security is no different. In security
matters the user is the customer and the
measurement of customer satisfaction
takes on a new twist. So, the following
may appear unlikely, however it is the
practical reality. The only measure of
security effectiveness, from a user or
customer perspective, is how transpar-
ent or user friendly is it?

Establishing a security boundary is a
basic security principle but if you do not
know what is being protected how can
you begin? As itis thereis much confu-
sion. Technicians will point at systems
and services while the business manag-
ers are only interested in information.
The distinctions between them often get
lost in the discussion between technical
staff and users. This equates to defining
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Security Issues Continued

your security control boundary. Thereis
no point in defining the local area net-
work as being the security perimeter
protected by a firewall if there are uncon-
trolled dial-in modems attached. A secu-
rity boundary, by definition, means that
there is control in place.

When making a military defense appre-
ciation (known as risk assessment), we
should look at the defense position from
an attacker’s perspective. The left, cen-
ter and right physical attack approach
considerations may be replaced by orga-
nizational, procedural and technical
equivalents. Just like the three-legged
stool if the legs are of different lengths it
is difficult to sit down comfortably.

There is no point in laying a minefield if
your attacker is able to walk through it or
dig it up unmolested. Similarly, there is
no point in putting a firewall in place on a
network if hackers are to be allowed to
attack it until they find a weakness. In
both cases this means that the defense
perimeter and any obstacles, such as a
firewall, must be monitored and some
assertive action taken if an attack is
detected. For example, the remote office
dial-in for Help Desk staff should be
monitored to detect social engineering
attempts to reveal passwords or reset
them. Sometimes, a Help Desk is just a
little too co-operative and friendly to-
wards someone who claims to be a
remote user who has forgotten his or her
password. This danger increases when
remote maintenance is introduced.

A single line of defense is sometimes
referred to as plate glass security. The
defense line shatters if the glass is pen-
etrated then the whole defense line col-
lapses. The concept of multiple layers of
defense is not new but what is often

missed is that the second and subse-
guent lines of defense should not have
the same weaknesses as the first. Thus,
if one technical type of firewall is used to
protect the outer perimeter then a differ-
ent type should be used to create an
inner sanctum. It sounds like obvious
advice but it is often not the case, par-
ticularly in large corporate networks.

An organizational view of defense is to
see the first line of defense at the busi-
ness operational level, such as user
support at the Help Desk level. The
second line is the action taken by IT staff
in the support facility. The third line can
be action taken by the hardware/software
supplier customer support staff. Of
course this is only practical if there is an
escalation plan linking these things
together.

“There is no point in laying

a minefield if your attacker

Is able to walk through it or
dig it up molested.”

No defense mechanism is ever perfect. If
an attacker cannot get through the
firewall, then they may try social engi-
neering at the Help Desk. If an attack
detected on one defense mechanisms
causes an alert in another, then the effec-
tiveness of the overall defense is multi-
plied. Military defense planners know
this. So it should bein IT.
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Security | ssues Continued

The secret is good co-ordination and
communications. In IT security planning
terms this means effective lines of com-
munications between users, support
staff, hardware/software engineers and
suppliers. Most security planners under-
stand the need for effective incident
reporting. Unfortunately, many fail to
realize that in many cases advice has to
flow in the opposite direction of the
action to be taken.

Military planners have always known the
value of keeping a reserve. At an organi-
zational level, a reserve may be created
by training a second line of support staff
to deal with particular emergencies such
as stamping out a virus outbreak or
implementing business continuity plans
in a disaster recovery. Employee home
telephone numbers or other personal
details may be used to corroborate the
identities of remote users who call the
Help Desk claiming to have lost their
passwords.

Businesses can rarely afford to replicate
their services and technology in the case
of an emergency. The trick is to know
what is critical and to look creatively
around for any alternatives that could be
employed in the case of a disaster.

Understanding the IT environment is not
difficult. The difficulty is in the integra-
tion of three security components: orga-
nization, practice, and technology. Pre-
vention of security failures can usually
be attributed to all three components.

Ed Fuller, CISSP, GSEC isthe ice Presi-
dent of Training and Education at
Security Horizon and regular contributor
to The Security Journal.

If you' d like to contact Mr. Fuller, you
may reach him at the following:

ed@securityhorizon.com,
Www.Ssecurityhorizon.com
719-488-4500.

SSCP Sudy Guideand DVD

SSCP Study Guide and DVD Training
System, by Jeffrey Posluns, Russ Rogers,
et. al. from Syngress Publishing.

Read the*NEW* book co-authored by
Russ Rogers, President of Security
Horizon, I nc.

Whether you’ relooking to obtain the
SSCP certification from | SC(2) or you're
just hoping to learn more about the world
of information security, thisbook can help
you reach your goal. The combination
book and DV D learning system makes
learning information security enjoyable
and easy.

Available now at Amazon.com and other
retail book dealers nationwide.
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Industry?

So why not be
published in
The Security Journal ?

Security Horizon, Inc. isaways|ooking
for highly qualified and experienced
security professionalswilling to put their
wordsin print. If you'reinterested in
writing an article, please contact Security
Horizon.

5265 N. Academy Blvd.
Suite 1400
Colorado Springs, CO
80918
jour nal @securityhorizon.com
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Schedule of Courses
4/14-4/15, 2003 Washington DC
4/25-4/26, 2003 Myrtle Beach, SC
5/8-5/9, 2003 Chicago, IL
7/10-7/11, 2003 Philadelphia, PA
7/14-7/15, 2003 New York, NY
7/28-7/29, 2003 LasVegas, NV
8/8-8/9, 2003 Omaha, NE

Now Publicly Available!

Interested in hosting your own private |IAM
course at your businesslocation? Then
contact Security Horizon today! We offer
incredible discountsfor organi zations wanting
to provide |IAM training for their employees.

Fed, DoD, I SSA, and I nfragard discounts
availableat any scheduled cour se.
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The |lAM isatwo-day course for experi-
enced Information Systems Security analysts
who conduct, or are interested in conducting
INFOSEC assessments of U.S. Government
information systems. The course teaches
NSA's INFOSEC assessment process, a high-
level, non-intrusive processfor identifying
and correcting security weaknessesin infor-
mation systems and networks.

To register for one of these courses or to get
further information on the IAM methodol ogy,
please contact us at:

Security Horizon, Inc.

(719) 488-4500
info@securityhorizon.com
http://www.securityhorizon.com




Intrusions and fraudulent transactions are
dramatically increasing with the use of
technology and the information superhigh-
way, resulting in the loss of billions of dol-
lars.

Having security devices in place to manage
these threats is a good first step towards
establishing a secure IT infrastructure, but
is that enough? You need to effectively
manage your security devices so you can
make a good judgment on the overload of
data they produce. Most security profes-
sionals would agree that network security
should be implemented with multilayered
defenses — “defense in depth”, which is
accomplished with the deployment of layers
of security products.

In today’s high-tech world security teams try
to detect attacks and internal misuse by
sorting through and making sense of an
overwhelming amount of raw event data
generated from firewalls, intrusion detec-
tions systems, anti-virus, content filtering,
operating systems and other network de-
vices. Manually parsing through these log
files is time-consuming, prone to human
error and at times near impossible to ac-
complish. The time it takes to sort through
the information diminishes any chance of
detecting attacks in real time.

Security professionals are realizing the
need for improved tools that bring together
event data, efficiently prioritize incidents,
separate real security violations from false
positives, and aggregate security events
from different locations and devices. To
accomplish this, enterprises are turning to
security event correlation management
products that can eliminate the enormous
amounts of data and detect the attacks
through comprehensive security manage-
ment. Open

Services, Inc. a leader in Security Event Man-
agement defines event correlation to be the
designation of relationships between multiple
events across some period of time. These
events may be in differing formats, from dif-
ferent platforms or applications, and may even
be about different types of symptoms (faults,
security, performance, etc.), but when viewed
as a set of related events, they pinpoint a par-
ticular problem.

“You need to effectively
manage your security de-
vices so you can make a
good judgement on the
overload of data they pro-
duce.”

Bruce Schneier, author of Secrets and
Lies describes three advantages that
computer criminals have over those
dealing solely with physical security:

1. Automation - Computer programs
can do repetitive transaction very
fast, such as trying all password
combinations. One PC may not be
able to conduct a Denial of Service,
but 1000 PC’s can stop a major
corporation from conducting online
transactions.

2. Action at a Distance - Computer
criminals are often anonymous since
they don't need to be physically
present to commit the crime. On the
Internet, anyone in any location can
take a crack at the security of your
system.

3. Technique Propagation — An hacker
crafts an exploit and posts it on the
Internet for all the Script Kiddies to
utilize.
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