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Corporate Officer Liability for Security Likely to Increase

By Greg Miles, Phd, CISSP, IAM

Citizen outrageto the apparent lack of cor-
porate responsibility is driving legislation
designed to hold corporate officers person-
aly liable for improper company actions.
We have seen thistrend with the Y 2K ini-
tiatives and now with the more recent cor-
porate financial reports. People are start-
ing to expect CEOs, CFOs and other cor-
porate officers to act responsibly in rela-
tion to information security. One idea be-
ing considered by President Bush's Ciriti-
cal Infrastructure Protection Board is to
have corporate officers certify their secu-
rity and removetheir personal liability pro-
tection for stockholder and consumer law-
suits. Althoughthismay seemabit radical,
the ideaisto get the attention of corporate
officers so they become accountable for
their action/inaction in relation to protect-
ing information and data.

“Many companies
are making great
efforts to be se-

cure.”

Today, the basic driving principle is ‘due
diligence’ in relation to information secu-
rity. Many companiesare making great ef-
forts to be more secure. Some companies
aredoing alittle bit while some companies
aren’t doing anything.

Whether you arealarge or asmall company,
you must still takeinto consideration the pro-
tection of your, and your customers, infor-
mation and data. Unfortunately, thereisno
standard of due care yet and industry ‘ best
practices’ isabroad undefined term.

Some business areas have even stricter
rulesand punishmentsfor criminal liability
for asecurity compromise. The Health
Insurance Portability and Accountability
Act (HIPAA) privacy enforcement regula
tions carry penalties of upto 10 yearsin
prison and/or a$250,000 fine. Gramm-
Leach-Bliley Act (GLBA) drives security
requirementsfor financial institutions.
There are Federal Trade Commission Act
(FTCA) provisionsthat have been usedin
court during asecurity incident that in-
cluded identifying exposure of privacy
information as* unfair and deceptive act”
under the FTCA. In arecent case with Eli
Lilly, the Federal Trade Commissionre-
guired the company to assess the risks
inherent in “the prevention and responseto
attacks, intrusions, unauthorized access or
other information systemsfailure’. Secu-
rity isaseriousissue.



(Continued from page 3)

So in al the doom and gloom, what can
you do?

v" First and foremost, know that infor-
mation security isahugeissue
warranting being addressed by your
organization, no matter how big or
small you are. Don't forget to
addressit from and external and
internal perspective.

v’ Establish and track a security
roadmap to show how the organiza-
tion has or is becoming more se-
cure.

v' Establish and enforce security
requirementswithin your organiza-
tion that will create the foundation
for making security part of your
organizationsculture.

v’ Educate your employees, contrac-
tors, subcontractors, third party
vendors, and customers on required
Security.

v Implement technical security mea-
suressuch asfirewalls, intrusion
detection systems(IDS), virtual
private networks (VPN), and virus
protection to better secure you
infrastructure.

v Assureyou implement security
patchesfor operating systems,
applicationsand routersin atimely
manner.

v Hold EVERY ONE accountable for
the established security standards.

v Monitor security constantly.

v' Haveyour security evaluated by a
3 party on no lessthan an annual
basis.

Thereis no such thing as 100% protection.
Every step you take, however, helpsyou
to eliminate another layer of exposureto
security vulnerabilities.

Greg Miles, Ph.D, CISSP isthe CIO and
Executive Vice President of Security
Horizon.

amiles@securityhorizon.com,
WWW.Securityhorizon.com
719-488-4500.

The workers of Security Horizon
proudly salute our men and women
in uniform around the globe.

We appreciate you all!
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Security I ssues of Wireless Networks

By Russ Rogers, CISSP, IAM

Wireless 802.11b networks are taking off
around the globe. Their convenience and
the lack of those confining network cables
are causing even home usersto seriously
consider awireless alternative. And who
can blamethem? After all, theworldis
hurdling towards aglobally connected and
mobile society where location doesn’t
matter anymore.

But along with this newfound freedom
comesthe responsibility to protect those
networks, especially corporate networks,
fromintruders, both accidental and inten-
tional. A new “hobby” has sprung up
around the advent of wireless networks,
called war driving. War driving basically
consists of driving, walking, or riding a
bike around town with alaptop, wireless
network card, and a piece of software that
allows the network card to detect wireless

networks en route. The serious war driv-
ers utilize aGPS deviceto specifically
determine locations of each wireless ac-
cess point along the way.

Asan example, visit the WiGLE website
at http://www.wigle.net. The map below
Isone example of theinformation col-
lected from these wardrivesin the down-
town Baltimore, Maryland area. What
they’ ve found isthat approximately 30%
of al wireless access points use encryp-
tion. Theinverse of that isthe other 70%
of wireless networks that sit out there
completely vulnerable and with factory
default SSID (access point names).

Okay, now we know they’re out there
watching us. And we REALLY like our
wireless network. So what can we do to
protect our network from attack and il
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(Continued from page 4)
retain the freedom that wireless gives us?

Whileisno fool proof method to keep
yourself completely safe, there are reason-
able stepsthat you can take to mitigate the
risks.

v Choose aquality SSID (name) for
your access point. Many compa-
nies simply name the access point
after the company they work for or
the address they work at. Unfortu-
nately, thismakesit incredibly easy
to associate wireless networks with
the company that ownsthem. Pick
anamethat you understand, but
won’'t give any hintsto outsiders of
who owns the network.

v Turn off the SSID broadcast fea-
ture. A lot of wireless appliances
come from the factory ready to tell
the world that they exist by broad-
casting the network SSID publicly.
Find the feature within the access
point configuration that turnsthis
off. Thiswill also negate one of the
most popular war driving applica-
tions called NetStumbler (see http://
www.hetstumbler.com).

v Somewireless manufacturers, such
asthe Cisco Aironet series, havethe
ability to further deceive potential
intruders by constantly changing the
MAC address of the access point.
This makes war driving tools see
multiple access points when there
may actually only beone. The

MAC addressis, in the simplest
sense, the network identity of the
wireless access point.

Turn on theWireless Encryption
Protocol (WEP). WEPisn't per-
fect, but it will definitely slow
determined intrudersdown. The
longer the WEP key, the better.

Mix the charactersin the key much
asyou would with agood adminis-
trator password. Tools such as
AirSnort (availableat http://
airsnort.shmoo.com), that runs
under Linux, can be used to sniff
wireless networks; constantly col-
lecting packets that can be used to
crack the WEPkey. ‘H4ckM3n0T!
isan example of ahigh quality
password/key that will be difficult
to crack. And although there are
still known weaknessesin the WEP
protection, you can mitigate that
risk with longer and more complex

keys.

Restrict accessto the wireless
network only to those machinesthat
are specifically configured to com-
municate on your network. Thisis
called a“Closed Network”. Turning
WEP onisgood, but if you leaveit
open to people who don’t know the
key, you'restill leaving yourself
wide open to misuse.

Consider changing the WEPkey on
ascheduled basis. This creates
morework for the administrators of
the network, but helpslimit thetime



that potential intruders haveto
crack the old key before anew key
kicksin. Werecommend changing
the key every 30-60 days. Asan
example, during one of our wireless
assessments we discovered only 11
useful packetsin a3 hours period.
Since most cracking toolstake at
least 1500 useful packetsto crack a
WEPkey, it would take over a
month in 8 hours aday increments
to crack the key. Consider who
might want into your network when
designating how often the key much
change.

Don’t use DHCPto assign ad-
dresses to new clients on the wire-
less network. And athough these
network ranges can be discovered
through variousfreeware war driv-
ing tools, such as Kismet (http://
www.kismetwirel ess.net), letting
clients connect with DHCPisjust
asking for trouble becauseit will
givetheclient all the necessary

information to utilize your network,
such asan | P address, a default
gateway, netmask, and DNS serv-
ers.

Lastly, consider how far your wire-
less access points are broadcasting.
How much power are they using to
communicate with peersand clients
on the network? Walk around the
outside of your office building with
your laptop and wireless card to see
where the wireless network is stron-
gest and whereit isweakest. Con-
sider moving the access point to
minimize potential public access.
Asaside note, some wireless
manufacturersgiveyou the ability
to change the transmission power
valueswithin the configuration.
Consider changing that to avalue
that gives you the amount of cover-
age you need without going too far
outside your needed space.

This diagram shows an access point

(colored blue) in
ahospital and
the range of that
access point
(cream colored).
Asyou can see,
therange of the
APintersects
with other local
areas that
should be con
sidered by the
administrators.



(Continued from page 6)

If those other local areas also contain
wireless networks, there could be overlap
where unintentional accessto your net-
work occurs.

So enjoy the freedom that wireless gives
your company. There's nothing better
then taking your laptop to ameeting in the
boardroom while you' re still on the net-
work so you can address questionsimme-
diately. But ensure you use this new tool
responsibly. And if you feel you might be
in over your head, contact someone who
knows about wireless networks and the
associated security measures. It doesn’'t
take much time to secure awireless net-
work and it'sworth the troubleto help
avoid thetroublelater.

Russ Rogers, CISSP isthe President of
Security Horizon and also the editor of
thispublication

Questions or comments can be sent to the
following locations:

russr@securityhorizon.com, or
Info@securityhorizon.com

or please visit our website at:
WWW.Securityhorizon.com
719-488-4500.
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Schedue of ourses

Oct. 9-10, 2002  Clearwater, FL.

Oct. 23-24, 2002 Columbus, OH

Oct. 24-25, 2002 Colorado Springs, CO
Nov. 7-8, 2002 Washington DC

Novw. 14-15,2002 San Jose, CA

Dec. 4-5, 2002 Monterey, CA

Jan. 23-24,2003 Clearwater, FL

Feb 24-25,2003  Seattle, WA

April 25-26, 2003 Myrtle Beach, SC

Tentative Course Locations
January, 2003 Albany, NY
March, 2003 San Diego, CA
Spring, 2003 London, UK

Now Publicly Available!

ThelAM isatwo-day course for experi-
enced Information Systems Security analysts
who conduct, or are interested in conducting
INFOSEC assessments of U.S. Government
information systems. The course teaches
NSA’'s INFOSEC assessment process, a high-
level, non-intrusive processfor identifying
and correcting security weaknessesin infor-
mation systems and networks.

To register for one of these courses or to get
further information on the IAM methodol ogy,
please contact us at:

Security Horizon, Inc.

(719) 488-4500
info@securityhorizon.com
http://www.securityhorizon.com
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Vulner ability Assessments
By Ed Fuller, CISSP, GSEC, |IAM

How do you know what the actual state of
your security postureis? How can your
organization eval uate the current state of
their security? How can management be
assured that all the facets of their security
arealive and well? One suggestion that |
have heard has been addressed in the book
by Lance Spitzer, “Know Your Enemy”,
July 2000. Through the analysis of ‘bad
guy’ activitieswe can learn how to better
defend ourselves against what are known
threats and vulnerabilities. Armed with
the knowledge of the tools and techniques
that are used to attack we can build better
defensive systems and protect what is
important, our ‘ critical information.’

Itisagiventhat in anideal world, security
should be designed and correctly imple-
mented from the top down. A layered
defense strategy is devel oped that properly
prevents attackers from gaining accessto
sensitiveinformation or systems. At the
very least the perimeter defenses should
slow them down long enough to be de-
tected. Logging and active monitoring
should alert uswhen something improper
such as misuse, abuse or an intrusion may
have occurred. However, out in real
world networks this doesn’t seem to occur
asoften asit should. Thelarger the net-
work, the more the tendency for it to
develop undocumented or unmonitored
parts and pieces, al of thisisdonefor a
particular reason that hopefully somebody
remembers. Security concerns give way
to functionality and performance.

Theresult is, we need some measure of
security; but how do you increase security
with the least amount of pain to your
organization or your customer? The an-
swer, that | perceive, isto know what you
are protecting and why. Thisrequiresthat
you know what your current security
posture is and developing a plan, or road
map, to improve the security posture.
Security over the years has evolved from
the concept of protecting components or
networksto protecting information.
Sometimes addressed as Information
Security (INFOSEC) or InformationAs-
surance (1A). A popular method of doing
thisisto hireaconsultant or third party to
conduct an organizational assessment to
determine the weaknessesin the security
posture. A repeatable and measurable
method that has been devel oped to ad-
dressthisisthe National Security
Agency’s(NSA’'s) INFOSEC A ssessment
Methodology (IAM).

Thekey to security is, of
course, always top down
support. Senior manage-
ment are the system/
information ownersthat
set the security policy for
protecting critical infor-
mation. Without a coher
ent set of policiesitisnot really possible
to ever be truly secure. You might be
fooled into feeling secure because you
have installed the latest and greatest
firewall and intrusion detection suite,
however technical controlsare only part of
aproperly developed security program.
The security processisall about applying
the appropriate policiesthrough proper



procedures and management practices, to
protect the critical information that the
organization needs. For example, how can
you secure all of the entry pointsto your
network if modems are allowed without a
policy prohibiting or controlling their use?
The simple answer isthat you can’'t. As-
sume that security is not a static achiev-
able state, but amoving target that should
be continually tracked and programmed
for over time. Thereisno magical silver
bullet to solve all security problems, how-
ever assessments are akey element in an
overall security program for any organiza-
tion. To quote George Kurtz and Chris
Prosise from the September 2000, Infor-
mation Security Magazine article‘ Pen-
etration Testing: Mythvs. Redlity’; “There
isasignificant issue with assessmentsin
that they area‘snapshot intime’ of a
Organization, system, or network’s secu-
rity posture. Assuch, assessment analysis
islimited to known vulnerabilities and the
current configuration of the network.”

There currently isn’'t abroad consensus as
to the precise meanings and definitions of
theterm ‘vulnerability assessment’ asused
here. Thisactivity issometimesalso
referred to as security testing, which
seemsto imply using aspecific quality
assurance type of methodology. Other
terms can include security auditing, threat
or risk assessments, ethical hacking, pen-
etration testing, white-hat security testing
and security diagnostics. Thelines be-
tween the various terms and their practical
applications are also not always clear. For
examplethey may all use similar method-
ologies, people and tools.

For purposes of thisarticle | will usethe
definition that IraWinkler used in “ Audits,
Assessments & Tests (Oh, My)” July
2000, Information Security Magazine, for
an assessment as “an overt study to locate
security vulnerabilities.” TheNSA Glos-
sary of Terms Used in Security and Intru-
sion Detection defines penetration testing
as “the portion of security testing in which
the evaluators attempt to circumvent the
security features of asystem.” This defi-
nition normally impliesemulating the
activities of hackers, crackers, and script
kiddies. A security audit isdefined asa
comparison of the security implementation
of systems against a given set of standards
to measure compliance. Theway | view it
all is, penetration testing is done from the
outside poking inwards to see what hap-
pens and how far you can get. Vulnerabil-
ity assessments are something you do from
theinsideto understand what vulnerabili-
tiesexist. Auditors, either corporate or
otherwise, do auditsto check for compli-
ance.

In my view, | alwaystry to
associateincreasing the
security posture with reduc-
ing organizational risk. The
trick isto discover as many
vulnerabilitiesto thecritical X
information as possible, make an informed
risk management decision asto how much
risk each presentsto the environment, and
then reduce the risks from high to low.
The NSA 1AM isone method of helping
you find and plug the holes. It is not pos-
sibleto eliminateal risk, only to mitigate
therisk to an acceptable level of pain. As
long as you remain aware of how much




risk thereisto the critical information, that
the organization iswilling to accept, you
are improving the security posture. We
must consider that for agiven exploit,
there must be a threat to have avulnerabil-
ity and increasing the mitigation tech-
niques can reduce the risk of loss.

So, where do
you start?

So, where do you start? Start at the top.
It'sthat smple. Work with the senior
management to determinethecritical
information that the organization needsto
achievethe organizational mission. Once
you havethecritical information topics,
what would the impact be to the organiza-
tionif youlose confidentiality, integrity, or
availability? Thisisone of theleast iden-
tified itemsof any vulnerability assess-
ment. What isthe critical information and
what isthe valueto the organization? This
can only be done with the senior manage-
ment, without their views, opinionsand
information the assessment team will not
be able to adequately evaluate the correct
systemswithout wasting time and effort.

Once you have set the boundaries of the
vulnerability assessment and agreed on the
level of effort, move on to athorough
evaluation of the policies, plansand prac-
tices that set the tone of security for the
organization. Examinethe current state of
theinfrastructure; compare that with how
the infrastructure should be based on
security best practices and policy. What
arethedifferences?

It isimportant to understand that there are
multiple stepsto Vulnerability Discovery.
Too often providersgivea“laundry list”
of vulnerabilitiesand their countermea-
sures. An often overlooked step isthe
identification of the Security Goalsand
Objectives, or where the organization
wants/needs to be. This step providesthe
very important information that putsthat
“laundry list” in context so the customer
can makeinformed decision on spending
limited resources. Then the INFOSEC
posture analysis can be performed and
countermeasures can beidentified to
reduce the security gap.

Thevulnerability assessment isuseful for
discovering potential problems, anditis
also agreat method of testing the intrusion
detection systems. External penetration
testing should set off the ‘alarms’ on the
perimeter devices. AnIntrusion Detection
System, either network or host based,
should detect any scanning. Infact, nor-
mal security duties such asexamininglog
fileson systems that have been tested
should give you an idea of what to look
for inlooking for actual intrusions. It
should be mentioned that it isagood
practice to ensure that all the system
administrators should be forewarned of the
vulnerability assessment that isoccurring.

I mplementing changes based on the
INFOSEC posture analysis should still be
subj ect to the change management process
and configuration management approval
process. Thereisasimpletest to be
applied; will thischange actually improve
protection based on what the organization
considers valuable? Does the expense or



effort required to make the change out-
weigh the benefit of reducing that particu-
lar vulnerability risk? Doesthis sound like
simple risk management? Inaway, a
vulnerability assessment can be an exten-
sion of systems configuration analysis. It
can detect unauthorized changesto sys-
tems. Vulnerability assessments can also
help demonstrate that you have applied
due diligence by applying known best
practicesfor IT security.

A thorough vulnerability assessment
would haveto include al of the areas
where you could be attacked, which is not
accomplished through just running scan-
ning software. Itisnormal to use scanners
to help in narrowing down specific techni-
cal areasfor further analysis. But don't
forget the personnel that have accessto
the equipment or the physical environment
that houses the equipment. Thisbrings
about another interesting point, how far
should you go? Isit enough to believe
there may be an exploitable vulnerability
or do you actually have to run the exploit
to proveitisthere? Downloaded exploits
arefine, inisolated test |abs, but may have
unexpected consequences on production
environments.

Thereisno single answer here. Toa
significant extent, the client expectations
of theresults and their desire not to impact
production serverswill likely influence

thisdecision. Infact, these points should
all beclarified and negotiated in advance
with full knowledge of therisks.

Keep archived logs of all the activities
accomplished and include themin thefinal

“...how far do
you go?”

report to the customer or management. A
good practice to follow would be to per-
form an initial assessment on aspecific set
of targets. Develop aplan to implement
recommended changes to addressthe
problem areas. Make the changes and
then do a second assessment that quanti-
fiesthat the work accomplished achieves
the security goalsintended. You should be
ableto clearly seeimprovements. Decide
on areasonableinterval to perform peri-
odic vulnerability assessmentson both the
internal and external systems. | believe
that there should be periodic vulnerability
assessmentsannually or if thereisasig-
nificant changein the physical or network
environment. Thisprocesswill giveyou
an opportunity to evaluate the security of
your infrastructure on an ongoing basis
and engage in continuousimprovement.
Thebottom lineisthat vulnerability as-
sessments play an important roleina
coherent security program.

Edward Fuller, CISSP, GSEC isa Vice-
President and the lead instructor of the
NSA IAM for Security Horizon, Inc.

efuller@securityhorizon.com









